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1 Terms of Use

The Results and accompanying information generated by Fraunhofer SIT and
provided to the client are protected by copyright for Fraunhofer Gesellschaft e.
V., all rights reserved. The Results will be provided to the client at Fraunhofer
SIT’ sole discretion and are be subject to strict confidentiality and use restric-
tions as detailed below as the Results - among others - contain benchmark test
results with regard to third party software.

The client shall only be granted a non-exclusive, non-transferable, non-sublicensable
right to use the Results for its own internal evaluation purposes only. The client
shall not be entitled to release, transfer, assign, rent, lease, sell, disclose or oth-
erwise publish the Results.

The client shall not be entitled to allow access to the Results - in whole or in
part - or any information contained therein by any third party and shall be liable
that its employees shall comply with the obligations above.

Each violation of the restrictions to use the Results as outlined above by the
client shall be subject to damage claims and claims to refrain from any unautho-
rized use of the Results. In addition, the client shall indemnify Fraunhofer from
any third party claim resulting from the client’s violation of these obligations.
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2 Overview

Appicaptor is a framework for semi-automated security testing of apps. Gen-
erated by the framework, this report represents an aggregated interpretation
of the performed tests to answer questions about security and privacy related
properties of apps.

The apps listed in Table 2.1 were selected by the customer to be tested with
the Appicaptor Framework. For each app a test model was derived which de-
scribes the nature of the app best. The test model is used to configure tests and
it provides information for correlating single test results to an overall result. A
generic model is applied for apps that are not tagged for tests specific to a cer-
tain class of apps. The listed versions corresponds to the values specified in the
app archives and may differ from those displayed in the app store if a developer
had chosen to use a diffrent version string for the app store.

Table 2.1:
Overview of
tested apps,
versions and
applied test
models

App Name Version OS Test Model

30 Tage Fitness Challenge 1.0.42 Android Game
7-Minuten-Training 1.358.103 Android Audio

Processing
BMI Rechner & Gewichtstagebuch 1.52 Android Generic
Clue Menstruations- & Zykluskalen-
der

4.3.3 Android Messenger

Fabulous . Motivierend! 3.42 Android Organizer
Fitbit 2.67.1 Android Game
Fitness & Bodybuilding 2.1.8 Android Calculator
Flo Menstruations- & Zykluskalen-
der

4.3.1 Android Organizer

Garmin Connect. 4.4.1 Android Generic
Kalorienzähler - MyFitnessPal 6.33.1 Android Organizer
komoot . Fahrrad & Wander Navi 9.6.7 Android Cartography
Lifesum: Diät Planer, Nährwerte &
Kalorienzähler

6.0.9 Android Organizer

Menstruations-Kalender & Zyk-
luskalender Kostenlos

1.635.175 Android Generic

Runtastic Laufen, Joggen und Fit-
ness Tracker

8.3 Android Cartography

Runtastic Results Bodyweight Train-
ing ohne Geräte

2.8.1 Android Generic

Schrittzähler 5.20 Android Calculator
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Table 2.1 – Continued from previous page

App Name Version OS Test Model

Schrittzähler & Abnehm Trainer p5.3.1 Android Security
Wasser Trinkwecker 4.251.225 Android Calculator
Weight Watchers Mobile 6.5.0 Android Generic
YAZIO Kalorienzähler: Ernährungs-
plan zum Abnehmen

3.8.0-2 Android Organizer
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3 Results

The presented results are based on automated test procedures. All test metrics
are carefully chosen and cross-checked. For stating a single app property, multi-
ple independent tests are conducted and correlated to prevent incorrect results.
Conflicting results or results that break specified assumptions are denoted by
a question mark in the results to prevent false interpretation. Those potential
ambiguous results are subject to further improvements of test procedures by
integrating insights of manual investigations into improved tests.

Due to the nature of automated tests, however, the correctness of the pre-
sented results can not be guaranteed. The results are based on work created
to the best of our knowledge and belief.

Table 3.1: Legend tested property was found
tested property was found (see detail section for limitations)
tested property was not found
tested property was not found (see detail section for limitations)
test created proper test results
test created no test results
test created conflicting results
error conditions during test

3.1 30 Tage Fitness Challenge (Android)

3.1.1 Tests

The following Table 3.2 summarizes the results of the Android app 30 Tage
Fitness Challenge with version 1.0.42.

Table 3.2:
Overview of
summarized test
results for »30
Tage Fitness
Challenge«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Fraunhofer SIT
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Client communication used? Yes.
Communication endpoints: 23 entries, see details.
Communication with country: Hong Kong, United States,
Ireland
SSL/TLS used? Yes.
Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/CBC/
PKCS5Padding", "AES/CBC/PKCS7Padding"
Cryptographic keys found? Yes.
Constant initialization vectors found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: com.android.vending.
BILLING
Overprivileged permissions: READ_EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Facebook SDK, mopub
App provides public accessible activities? No.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.

8 Fraunhofer SIT
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Permissions checked dynamically? Yes.
Sensor usage: Location (inactive)
Unprotected preference files found? Yes.

Runtime Security

Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), loadLibrary(...)
Allow app debugging Flag? No.
Allow autoexecute after Phone Reboot? No.
Contains native libraries: Yes.

3.1.2 Details

The following sections describe details about the test results of 30 Tage
Fitness Challenge with version 1.0.42.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– App tries to access the device phone number which can be use to
identify the owner remotely.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Fraunhofer SIT
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Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://play.google.com/store/apps/details?
id=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=

– https://play.google.com/store/apps/details?
id=com.eyefilter.nightmode.bluelightfilter&
referrer=utm_source%3D30days1%26utm_medium%
3Dtext1

– https://play.google.com/store/apps/details?
id=com.popularapp.thirtydayfitnesschallenge

– https://play.google.com/store/
apps/details?id=com.popularapp.
thirtydayfitnesschallengepro

– market://details?id=

– market://details?id=%s

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: ad.period-calendar.com,
analytics.mopub.com, api.mobula.sdk.duapps.com,
dev.period-calendar.com, e.crashlytics.com, goo.
gl, graph.%s.facebook.com, graph.facebook.com,
m.facebook.com, market.android.com, pagead2.
googlesyndication.com, play.google.com, plus.
google.com, rts.mobula.sdk.duapps.com, settings.
crashlytics.com, ssl.google-analytics.com,
twitter.com, www.%s.facebook.com, www.facebook.com,
www.google-analytics.com, www.googleapis.com,
www.googletagmanager.com, www.northparkapp.com

• App communicates with servers in 3 countries.

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.
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• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://ad.period-calendar.com/thirty_days

– http://api.mobula.sdk.duapps.com/adunion/
rtb/fetchAd?

– http://api.mobula.sdk.duapps.com/adunion/
rtb/getInmobiAd?

– http://api.mobula.sdk.duapps.com/adunion/
slot/getDlAd?

– http://api.mobula.sdk.duapps.com/adunion/
slot/getSrcPrio?

– http://dev.period-calendar.com/errorreport_
30days.php

– http://m.facebook.com/ads/ad_choices

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/search?q=text
to speech

– http://rts.mobula.sdk.duapps.com/orts/rp?

– http://rts.mobula.sdk.duapps.com/orts/rpb?

– http://www.northparkapp.com/disclaimer_
30day.html

– http://www.northparkapp.com/privacypolicy.
html

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://play.google.com/store/apps/details?
id=
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Data security

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– "8a1n9d0i3c1y0c2f"

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– "8a1n9d0i3c1y0c2f"

• The application requires the following permissions from the protection-
level: NORMAL

– VIBRATE (Allows access to the vibrator.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– INTERNET (Allows applications to open network sockets.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– USE_CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

12 Fraunhofer SIT
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• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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• Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware,
build brand, IMEI/MEID, subscriber ID (IMSI),
phone number, country code + mobile network code
for SIM provider, MMC (Mobile Country Code),
unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

– com.popularapp.thirtydayfitnesschallenge.
activity.StartActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.ACCESS_NETWORK_STATE

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

• World readable/writable preference files detected which can be read/writ-
ten by other applications.

– WORLD_READABLE

Runtime Security

• The application uses the following developement libraries:
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– joda-time-2.7

– android-support_v4

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• Loadable libraries found:

– ARMv8 64 bit: lib/arm64-v8a/libcrashlytics-
envelope.so

– ARMv8 64 bit: lib/arm64-v8a/libcrashlytics.
so

– ARMv8 64 bit: lib/arm64-v8a/libguidetips.so

– ARMv8 64 bit: lib/arm64-v8a/libunwind-
crashlytics.so

– ARM 32 bit: lib/armeabi-v7a/libcrashlytics-
envelope.so

– ARM 32 bit: lib/armeabi-v7a/libcrashlytics.
so

– ARM 32 bit: lib/armeabi-v7a/libguidetips.so

– ARM 32 bit: lib/armeabi-v7a/libunwind-
crashlytics.so

– ARM 32 bit: lib/armeabi/libcrashlytics.so

– ARM 32 bit: lib/armeabi/libguidetips.so

– MIPS I: lib/mips/libcrashlytics-envelope.so

– MIPS I: lib/mips/libcrashlytics.so

– MIPS I: lib/mips/libguidetips.so

– MIPS I: lib/mips/libunwind-crashlytics.so
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– MIPS I: lib/mips64/libcrashlytics-envelope.
so

– MIPS I: lib/mips64/libcrashlytics.so

– MIPS I: lib/mips64/libguidetips.so

– MIPS I: lib/mips64/libunwind-crashlytics.so

– x86 32bit: lib/x86/libcrashlytics-envelope.
so

– x86 32bit: lib/x86/libcrashlytics.so

– x86 32bit: lib/x86/libguidetips.so

– x86 32bit: lib/x86/libunwind-crashlytics.so

– x86 64bit: lib/x86_64/libcrashlytics-
envelope.so

– x86 64bit: lib/x86_64/libcrashlytics.so

– x86 64bit: lib/x86_64/libguidetips.so

– x86 64bit: lib/x86_64/libunwind-crashlytics.
so

Test Performance

• Execution time of all tests: 0:01:24.082

3.2 7-Minuten-Training (Android)

3.2.1 Tests

The following Table 3.3 summarizes the results of the Android app 7-
Minuten-Training with version 1.358.103.

Table 3.3:
Overview of
summarized test
results for »7-
Minuten-Training«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 30 entries, see details.
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Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/CBC/
PKCS5Padding", "AES/ECB/PKCS5Padding"
Cryptographic keys found? Yes.
Constant initialization vectors found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: com.android.vending.
BILLING
Overprivileged permissions: READ_EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): 12 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Facebook SDK, mopub
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Location (inactive)
Unprotected preference files found? Yes.
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Runtime Security

Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), loadLibrary(...)
Allow app debugging Flag? No.
Allow autoexecute after Phone Reboot? No.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.

3.2.2 Details

The following sections describe details about the test results of 7-Minuten-
Training with version 1.358.103.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

– Crypto: Overall quality of cryptographic implementation aspects is
rated poor and should be inspected in detail.
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Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://journals.lww.com/acsm-healthfitness/
Fulltext/2013/05000/HIGH_INTENSITY_CIRCUIT_
TRAINING_USING_BODY_WEIGHT_.5.aspx?WT.mc_id=
HPxADx20100319xMP

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.popularapp.sevenmins

– http://play.google.com/store/apps/details?
id=com.popularapp.sevenminspro

– http://well.blogs.nytimes.com/2013/05/09/
the-scientific-7-minute-workout/?_php=true&
_type=blogs&_r=0

– https://api.fitbit.com/1/user/-/activities.
json?activityId=%s&distance=%s&distanceUnit=
Steps&manualCalories=%s&startTime=%s&
durationMillis=%s&date=%s

– https://api.fitbit.com/1/user/-/activities.
json?activityName=%s&distance=%s&
distanceUnit=Kilometer&manualCalories=%s&
startTime=%s&durationMillis=%s&date=%s

– https://api.fitbit.com/1/user/-/activities.
json?activityName=%s&manualCalories=%s&
startTime=%s&durationMillis=%s&date=%s

– https://api.fitbit.com/1/user/-/body/log/
weight.json?weight=%s&date=%s

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=

– https://www.fitbit.com/oauth2/authorize?
response_type=token&client_id=%s&redirect_
uri=%s&scope=%s&expires_in=%d

– https://www.youtube.com/watch?v=0_bTYQCxgMg
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– https://www.youtube.com/watch?v=1we3bh9uhqY

– https://www.youtube.com/watch?v=3fDjzzfovZE

– https://www.youtube.com/watch?v=4DUaXUtmCNo

– https://www.youtube.com/watch?v=5f_NWe3QGkA

– https://www.youtube.com/watch?v=6KPD7Mr7Yjk

– https://www.youtube.com/watch?v=6kALZikXxLc

– https://www.youtube.com/watch?v=9a8r12qqFHs

– https://www.youtube.com/watch?v=AMfbdugbcL8

– https://www.youtube.com/watch?v=DyeZM-_VnRc

– https://www.youtube.com/watch?v=Eh00_rniF8E

– https://www.youtube.com/watch?v=GTGMeddgkOo

– https://www.youtube.com/watch?v=Gw2DNZcXgXM

– https://www.youtube.com/watch?v=J0DnG1_S92I

– https://www.youtube.com/watch?v=JDcdhTuycOI

– https://www.youtube.com/watch?v=JZQA08SlJnM

– https://www.youtube.com/watch?v=L4oFJRDAU4Q

– https://www.youtube.com/watch?v=La3xYT8MGks

– https://www.youtube.com/watch?v=M5MKJ4T4e2k

– https://www.youtube.com/watch?v=M6yAoJJQvGY

– https://www.youtube.com/watch?v=NCStg202rLU

– https://www.youtube.com/watch?v=NXr4Fw8q60o

– https://www.youtube.com/watch?v=QWgISh-t4W0

– https://www.youtube.com/watch?v=SJ1Xuz9D-ZQ

– https://www.youtube.com/watch?v=SU2UmCkiKC8

– https://www.youtube.com/watch?v=Z2n58m2i4jg

– https://www.youtube.com/watch?v=ZEXriW_Bx4E

– https://www.youtube.com/watch?v=a00N2M7I1_o

– https://www.youtube.com/watch?v=ay-MtjfYtwo

– https://www.youtube.com/watch?v=b2t5oTCch-0

– https://www.youtube.com/watch?v=eqVMAPM00DM

– https://www.youtube.com/watch?v=gijGpRSA9FI
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– https://www.youtube.com/watch?v=hEGUul8mWnU

– https://www.youtube.com/watch?v=hdiRghh0BTg

– https://www.youtube.com/watch?v=hyv14e2QDq0

– https://www.youtube.com/watch?v=iJsqhnRvAVE

– https://www.youtube.com/watch?v=iu3VptPuikY

– https://www.youtube.com/watch?v=kMFv3Alg-Gc

– https://www.youtube.com/watch?v=kqnua4rHVVA

– https://www.youtube.com/watch?v=kvV6Mfchga4

– https://www.youtube.com/watch?v=mK_VURuFYyQ

– https://www.youtube.com/watch?v=nYJNZwm1tPY

– https://www.youtube.com/watch?v=oje869YCAL4

– https://www.youtube.com/watch?v=pSHjTRCQxIw

– https://www.youtube.com/watch?v=tE_CXIZvpF8

– https://www.youtube.com/watch?v=tKjcgfu44sI

– https://www.youtube.com/watch?v=wJnFpjOdEMg

– https://www.youtube.com/watch?v=wk-FCPrR9sw

– https://www.youtube.com/watch?v=wkD8rjkodUI

– https://www.youtube.com/watch?v=ww0r9xZunDM

– https://www.youtube.com/watch?v=yAvpW_zKJmI

– https://www.youtube.com/watch?v=yDSMdd8hiFg

– https://www.youtube.com/watch?v=zCG7YcjggVo

– https://www.youtube.com/watch?v=zL0YEtJulBs

– https://www.youtube.com/watch?v=z__UzseazqA

– market://details?id=

– market://details?id=%s

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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• Communication endpoints: ad.mail.ru, ad.period-calendar.
com, analytics.mopub.com, api.fitbit.com, api.
mobula.sdk.duapps.com, dev.period-calendar.com,
e.crashlytics.com, graph.%s.facebook.com, graph.
facebook.com, journals.lww.com, m.facebook.com,
market.android.com, pagead2.googlesyndication.com,
period-calendar.com, play.google.com, plus.google.
com, rts.mobula.sdk.duapps.com, sandbox.duapps.com,
settings.crashlytics.com, ssl.google-analytics.
com, target.my.com, twitter.com, well.blogs.
nytimes.com, www.%s.facebook.com, www.facebook.com,
www.fitbit.com, www.google-analytics.com, www.
googleapis.com, www.googletagmanager.com, youtu.be

• App communicates with servers in 6 countries.

• Communication with country: Hong Kong, United States,
Ireland, China, Germany, Russia

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

– Lcom/mobi/if/catch.

– Lcom/mobi/if/char.

– Lcom/mobi/if/for.

– Lcom/mobi/if/long.

– Lcom/mobi/sdk/overload.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.
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• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://ad.period-calendar.com/workout

– http://api.mobula.sdk.duapps.com/adunion/
rtb/fetchAd?

– http://api.mobula.sdk.duapps.com/adunion/
rtb/getInmobiAd?

– http://api.mobula.sdk.duapps.com/adunion/
slot/getDlAd?

– http://api.mobula.sdk.duapps.com/adunion/
slot/getSrcPrio?

– http://api.mobula.sdk.duapps.com/adunion/
slot/tdmr?

– http://dev.period-calendar.com/errorreport_
7mins.php

– http://m.facebook.com/ads/ad_choices

– http://period-calendar.com/seven

– http://period-calendar.com/seven/
privacypolicy.html

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/search?q=text
to speech

– http://rts.mobula.sdk.duapps.com/orts/rp?

– http://rts.mobula.sdk.duapps.com/orts/rpb?

– http://sandbox.duapps.com:8124/adunion/rtb/
fetchAd?

– http://sandbox.duapps.com:8124/adunion/rtb/
getInmobiAd?

– http://sandbox.duapps.com:8124/adunion/slot/
getDlAd?

– http://sandbox.duapps.com:8124/adunion/slot/
getSrcPrio?

– http://sandbox.duapps.com:8124/orts/rp?

– http://sandbox.duapps.com:8124/orts/rpb?
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– http://well.blogs.nytimes.com/2013/05/09/
the-scientific-7-minute-workout/?_php=true&
_type=blogs&_r=0

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://journals.lww.com/acsm-healthfitness/
Fulltext/2013/05000/HIGH_INTENSITY_CIRCUIT_
TRAINING_USING_BODY_WEIGHT_.5.aspx?WT.mc_id=
HPxADx20100319xMP

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.popularapp.sevenmins

– http://play.google.com/store/apps/details?
id=com.popularapp.sevenminspro

– http://well.blogs.nytimes.com/2013/05/09/
the-scientific-7-minute-workout/?_php=true&
_type=blogs&_r=0

Data security

• ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– ""

– "8a1n9d0i3c1y0c2f"

– "8iLUnz1tcbfGwApQcpr2AQ=="

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– ""

– "8a1n9d0i3c1y0c2f"

– "fldsjfodasjifudslfjdsaofshaufihadsf"

• The application requires the following permissions from the protection-
level: NORMAL
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– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– VIBRATE (Allows access to the vibrator.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– INTERNET (Allows applications to open network sockets.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)
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Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build brand, IMEI/MEID, subscriber ID
(IMSI), Wifi-MAC address, country code + mobile
network code for SIM provider, MMC (Mobile
Country Code), unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.fitbit.authentication.ui.
LoginResultActivity
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• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.GET_ACCOUNTS

– android.permission.ACCESS_NETWORK_STATE

– android.permission.ACCESS_NETWORK_STATE

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

• World readable/writable preference files detected which can be read/writ-
ten by other applications.

– WORLD_READABLE

Runtime Security

• The application uses the following developement libraries:

– joda-time-2.7

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– ARMv8 64 bit: lib/arm64-v8a/libcrashlytics-
envelope.so

– ARMv8 64 bit: lib/arm64-v8a/libcrashlytics.
so

– ARMv8 64 bit: lib/arm64-v8a/libguidetips.so

– ARMv8 64 bit: lib/arm64-v8a/libunwind-
crashlytics.so

– ARM 32 bit: lib/armeabi-v7a/libcrashlytics-
envelope.so

– ARM 32 bit: lib/armeabi-v7a/libcrashlytics.
so

– ARM 32 bit: lib/armeabi-v7a/libguidetips.so

– ARM 32 bit: lib/armeabi-v7a/libunwind-
crashlytics.so

– ARM 32 bit: lib/armeabi/libcrashlytics.so

– ARM 32 bit: lib/armeabi/libguidetips.so

– MIPS I: lib/mips/libcrashlytics-envelope.so

– MIPS I: lib/mips/libcrashlytics.so

– MIPS I: lib/mips/libguidetips.so

– MIPS I: lib/mips/libunwind-crashlytics.so

– MIPS I: lib/mips64/libcrashlytics-envelope.
so

– MIPS I: lib/mips64/libcrashlytics.so

– MIPS I: lib/mips64/libguidetips.so

– MIPS I: lib/mips64/libunwind-crashlytics.so

– x86 32bit: lib/x86/libcrashlytics-envelope.
so

– x86 32bit: lib/x86/libcrashlytics.so

– x86 32bit: lib/x86/libguidetips.so
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– x86 32bit: lib/x86/libunwind-crashlytics.so

– x86 64bit: lib/x86_64/libcrashlytics-
envelope.so

– x86 64bit: lib/x86_64/libcrashlytics.so

– x86 64bit: lib/x86_64/libguidetips.so

– x86 64bit: lib/x86_64/libunwind-crashlytics.
so

Test Performance

• Execution time of all tests: 0:01:26.897

3.3 BMI Rechner & Gewichtstagebuch (Android)

3.3.1 Tests

The following Table 3.4 summarizes the results of the Android app BMI
Rechner & Gewichtstagebuch with version 1.52.

Table 3.4:
Overview of
summarized test
results for »BMI
Rechner &
Gewichtstage-
buch«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 23 entries, see details.
Communication with country: 7 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "RC2/
CBC"
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Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: com.android.vending.
BILLING
Overprivileged permissions: READ_EXTERNAL_STORAGE
Is application overprivileged? Yes.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): 7 entries, see details.
Advertisment-/tracking frameworks found: Amazon Ad System,
Doubleclick, Google Analytics
App provides public accessible activities? No.
Backup of app is allowed? Yes.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Location (inactive)

Runtime Security

Development libraries used? Yes.
Scheduled Alarm Manager registered? Yes.
Alarm repeating types: RTC_WAKEUP
Alarm intervals dynamically? No.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.
Allow autoexecute after Phone Reboot? No.
App uses enhanced security signature? Yes.

3.3.2 Details

The following sections describe details about the test results of BMI Rechner
& Gewichtstagebuch with version 1.52.
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App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://play.google.com/store/apps/details?
id=

– http://www.amazon.com/gp/goldbox?ie=UTF8&
ref_=nav_cs_gb&tag=

– http://www.amazon.de/geschenke-aller-
kategorien/b/ref=sv_gb_8?ie=UTF8&node=
2481476031&tag=

– http://www.amazon.de/gp/aw/gb?tag=

– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=de

– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=en

– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=es

– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=fr

– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=it

– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=pt

– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=ru
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– https://play.google.com/store/apps/details?
id=com.two_love.app&hl=tr

– https://play.google.com/store/apps/details?
id=de.aktiwir.aktibmi&hl=

– market://details?id=

– market://details?id=com.google.android.gms.
ads

– market://details?id=de.aktiwir.aktibmi

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: amazon-adsystem.amazon.com,
amazon-adsystem.com, cipa.jp, csi.gstatic.com,
dwxjayoxbnyrr.cloudfront.net, googleads.g.
doubleclick.net, iptc.org, javax.xml.XMLConstants,
ns.useplus.org, play.google.com, plus.google.
com, ssl.google-analytics.com, uri.etsi.org,
www.amazon.co.uk, www.amazon.com, www.amazon.de,
www.andykhan.com, www.color.org, www.google-
analytics.com, www.google.com, www.googleapis.com,
www.googletagmanager.com, www.npes.org

• App communicates with servers in 7 countries.

• Communication with country: Austria, United States, Japan,
Ireland, United Kingdom, France, unknown

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

• App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://iptc.org/std/Iptc4xmpCore/1.0/xmlns/
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– http://iptc.org/std/Iptc4xmpExt/2008-02-29/

– http://javax.xml.XMLConstants/feature/
secure-processing

– http://play.google.com/store/apps/details?
id=

– http://uri.etsi.org/01903#SignedProperties

– http://www.amazon.co.uk/exec/obidos/ASIN/
0571058086/qid=1099836249/sr=1-3/ref=sr_1_
11_3/202-6017285-1620664

– http://www.amazon.co.uk/exec/obidos/ASIN/
0571058086qid=1099836249/sr=1-3/ref=sr_1_11_
3/202-6017285-1620664

– http://www.amazon.com/gp/goldbox?ie=UTF8&
ref_=nav_cs_gb&tag=

– http://www.amazon.de/geschenke-aller-
kategorien/b/ref=sv_gb_8?ie=UTF8&node=
2481476031&tag=

– http://www.amazon.de/gp/aw/gb?tag=

– http://www.andykhan.com/jexcelapi

– http://www.andykhan.com/jexcelapi/index.html

– http://www.npes.org/pdfx/ns/id/

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://play.google.com/store/apps/details?
id=

– http://www.amazon.com/gp/goldbox?ie=UTF8&
ref_=nav_cs_gb&tag=

– http://www.amazon.de/geschenke-aller-
kategorien/b/ref=sv_gb_8?ie=UTF8&node=
2481476031&tag=

– http://www.amazon.de/gp/aw/gb?tag=

Data security

• The application requires the following permissions from the protection-
level: NORMAL
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– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– INTERNET (Allows applications to open network sockets.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.
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Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build display, build
brand, Wifi-MAC address, unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

– de.aktiwir.aktibmi.activities.SplashActivity

• In this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.WRITE_EXTERNAL_STORAGE
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• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

• The application uses the following developement libraries:

– library-2.4.0

– joda-time-2.7

– amazon-ads-5.6.20

– picasso-2.5.1

– library-2.0.0

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– de.aktiwir.aktibmi.util.Functions

• The scheduled task gets repeated in the following intervals:

– 48 hours

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

Test Performance

• Execution time of all tests: 0:01:38.839
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3.4 Clue Menstruations- & Zykluskalender (Android)

3.4.1 Tests

The following Table 3.5 summarizes the results of the Android app Clue
Menstruations- & Zykluskalender with version 4.3.3.

Table 3.5:
Overview of
summarized test
results for »Clue
Menstruations- &
Zykluskalender«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 29 entries, see details.
Communication with country: United States, Ireland,
Germany, unknown
SSL/TLS used? Yes.
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS7Padding", "RSA/
ECB/PKCS1Padding"
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: com.android.vending.
BILLING, com.clue.android.permission.C2D_
MESSAGE, ANDROID.PERMISSION.VIBRATE, com.google.
android.c2dm.permission.RECEIVE
Overprivileged permissions: RECEIVE_BOOT_COMPLETED, READ_
EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security
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App can handle documents of mimeType: application/octet-
stream, application/vnd.helloclue.data, */*
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.
Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Device administration policy entries: None.
Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: 6 entries, see details.
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Location (inactive), Acceleration/
Light

Runtime Security

Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), load(...), loadLibrary(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: com.biowink.clue.
broadcastreceiver.BootBroadcastReceiver

3.4.2 Details

The following sections describe details about the test results of Clue
Menstruations- & Zykluskalender with version 4.3.3.

App risks for enterprise usage

• Reasons for category implementation flaws:
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– Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

• Reasons for category privacy risks:

– Advertisement/Tracking: App uses more than 5 advertisement and
tracking providers.

– App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

• Reasons for category violations of default policy:

– Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=%s

– market://details?id=%s

– market://details?id=com.clue.android

– market://details?id=com.google.android.gms.
ads

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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• Communication endpoints: .facebook.com, api.amplitude.
com, api.branch.io, api.helloclue.com, app-
measurement.com, app.adjust.com, biowink.zendesk.
com, bnc.lt, clue-release.firebaseio.com, csi.
gstatic.com, e.crashlytics.com, facebook.com,
googleads.g.doubleclick.net, graph-video.%s,
graph.%s, graph.%s.facebook.com, graph.facebook.
com, medium.com, pagead2.googlesyndication.com,
play.google.com, plus.google.com, refer.helloclue.
com, settings.crashlytics.com, support.google.com,
support.helloclue.com, www.%s.facebook.com, www.
facebook.com, www.google.com, www.googleapis.com

• App communicates with servers in 4 countries.

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

– Lcom/couchbase/lite/support/
CouchbaseLiteHttpClientFactory$1.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://play.google.com/store/apps/

– http://support.helloclue.com/hc

Data security

• The application requires the following permissions from the protection-
level: NORMAL
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– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– VIBRATE (Allows access to the vibrator.)

– WRITE_SYNC_SETTINGS (Allows applications to write the sync set-
tings.)

– READ_SYNC_SETTINGS (Allows applications to read the sync set-
tings.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

• The application requires the following permissions from the protection-
level: DANGEROUS

– AUTHENTICATE_ACCOUNTS (Allows an application to act as an
AccountAuthenticator for the AccountManager.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)
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– INTERNET (Allows applications to open network sockets.)

– MANAGE_ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

• Code obfuscation techniques were detected for the app.
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• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build display, build fingerprint, build
brand, Wifi-MAC address, MMC (Mobile Country Code),
unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• Advertisment-/tracking frameworks found: Adjust, Amplitude,
Branch Metrics, Crashlytics, Doubleclick, Leanplum

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.biowink.clue.connect.ConnectActivity

– com.biowink.clue.categories.
CategoriesInputActivity

– com.biowink.clue.reminders.detail.
ReminderDetailActivity

– com.biowink.clue.activity.RestoreActivity

– com.biowink.clue.ads.learnmore.
AdsLearnMoreActivity

– com.biowink.clue.iap.store.IapStoreActivity

– com.biowink.clue.ads.AdsInterstitialActivity

– com.biowink.clue.calendar.
CalendarInputActivity

– com.biowink.clue.support.
SupportIssueActivity

– com.biowink.clue.integrations.oura.
OuraActivity
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– com.biowink.clue.googlefit.screen.
GoogleFitActivity

– com.biowink.clue.iap.benefits.
BenefitsActivity

– com.biowink.clue.analysis.AnalysisActivity

– com.biowink.clue.categories.
CategoriesSettingsActivity

– com.biowink.clue.more.support.
MoreSupportActivity

– com.biowink.clue.legal.declined.
LegalUpdateDeclinedActivity

– com.biowink.clue.activity.WheelActivity

– com.biowink.clue.support.SupportListActivity

– com.facebook.CustomTabActivity

– com.biowink.clue.reminders.list.
RemindersListActivity

– com.biowink.clue.connect.ConnectionsActivity

– com.biowink.clue.more.MoreSettingsActivity

– com.biowink.clue.tos.TosActivity

– com.biowink.clue.activity.AccountActivity

– com.biowink.clue.more.
MoreSettingsFitbitActivity

– com.biowink.clue.activity.account.
birthcontrol.BirthControlSelectionActivity

– com.biowink.clue.MoreActivity

– com.biowink.clue.activity.BackupActivity

– com.biowink.clue.more.settings.
fertilewindow.FertileWindowToggleActivity

– com.biowink.clue.activity.
ScreenLockSetupActivity

– com.biowink.clue.integrations.
IntegrationsActivity

– com.biowink.clue.predictions.list.
PredictionsListActivity

– com.biowink.clue.info.InfoActivity
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– com.biowink.clue.activity.
AccountCompleteResetPasswordActivity

– com.biowink.clue.activity.account.loggedout.
AboutYouLoggedOutActivity

– com.biowink.clue.legal.prompt.
LegalUpdatePromptActivity

– com.biowink.clue.hbc.help.HelpScreenActivity

– com.biowink.clue.imprint.ImprintActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.INTERNET

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

• The application uses the following developement libraries:

– timber-3.0.0

– gson-2.2.4

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.
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• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– ARM 32 bit: lib/armeabi-v7a/
libcbljavasqlitecustom.so

– ARM 32 bit: lib/armeabi-v7a/libsqlite3.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:02:47.741

3.5 Fabulous . Motivierend! (Android)

3.5.1 Tests

The following Table 3.6 summarizes the results of the Android app Fabulous
. Motivierend! with version 3.42.

Table 3.6:
Overview of
summarized test
results for
»Fabulous .
Motivierend!«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security
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Client communication used? Yes.
Communication endpoints: 30 entries, see details.
Communication with country: United States, Ireland,
Germany
SSL/TLS used? Yes.
Domains accessed with http AND https: thefabulous.co
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: 19 entries, see details.
Overprivileged permissions: SYSTEM_ALERT_WINDOW, RECEIVE_
BOOT_COMPLETED
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Obfuscation framework used: Proguard
Device administration policy entries: None.
Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Adjust, Amplitude,
Crashlytics
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Location (inactive)

Runtime Security
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Development libraries used? Yes.
Scheduled Alarm Manager registered? Yes.
Dynamically alarm repeating types? Yes.
Alarm intervals dynamically? Yes.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), loadLibrary(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: co.thefabulous.app.
alarm.AlarmInitReceiver, com.evernote.android.
job.JobBootReceiver

3.5.2 Details

The following sections describe details about the test results of Fabulous .
Motivierend! with version 3.42.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

• Reasons for category violations of default policy:

– Detected risks are not compliant to security policy requirements for
organizer apps.
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Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– file:///android_asset/app_tracks/sphere_
letter/scripts/museconfig.js?crc=169177150

– file:///android_asset/app_tracks/sphere_
letter/scripts/require.js?crc=4108833657

– file:///android_asset/sphere/go_premium/
images/amber%402x.png?crc=339775921

– file:///android_asset/sphere/go_premium/
images/amber%402x_2x.png?crc=3826694812

– file:///android_asset/sphere/go_premium/
images/amber_pink%402x.png?crc=97062497

– file:///android_asset/sphere/go_premium/
images/amber_pink%402x_2x.png?crc=4041027165

– file:///android_asset/sphere/go_premium/
images/backup_restore_journey%402x.png?crc=
3821447917

– file:///android_asset/sphere/go_premium/
images/backup_restore_journey%402x_2x.png?
crc=4176788050

– file:///android_asset/sphere/go_premium/
images/benefits%402x.png?crc=4156260028

– file:///android_asset/sphere/go_premium/
images/benefits%402x_2x.png?crc=8926988

– file:///android_asset/sphere/go_premium/
images/build_habit%402x.png?crc=3821947568

– file:///android_asset/sphere/go_premium/
images/build_habit%402x_2x.png?crc=299043050

– file:///android_asset/sphere/go_premium/
images/checkmark%402x.png?crc=4023137685

– file:///android_asset/sphere/go_premium/
images/checkmark%402x_2x.png?crc=30530569

– file:///android_asset/sphere/go_premium/
images/cloud%402x.png?crc=3939752379
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– file:///android_asset/sphere/go_premium/
images/cloud%402x_2x.png?crc=3844026156

– file:///android_asset/sphere/go_premium/
images/compassion%402x-crop-u15970.png?crc=
3881693467

– file:///android_asset/sphere/go_premium/
images/compassion%402x-crop-u15970_2x.png?
crc=4234891386

– file:///android_asset/sphere/go_premium/
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408727236

– file:///android_asset/sphere/sphere_letter/
images/sphere_journeys%402x.png?crc=
308712580

– file:///android_asset/sphere/sphere_letter/
images/sphere_journeys%402x_2x.png?crc=
474322423

– file:///android_asset/sphere/sphere_letter/
images/triforce%402x.png?crc=4015036984

– http://thefabulous.co/main?onboarding=
%7Bonboarding%7D&force=%7Bforce%7D&source=
%7Bsource%7D

– http://thefabulous.co/payproductplan?source=
%7Bsource%7D

– http://thefabulous.co/referrer/%7Breferrer%
7D?invitation_id=%7BinvitationId%7D

– http://thefabulous.co/s/%7BskillLevelId%7D/
%7BuserId%7D?invitation_id=%7BinvitationId%
7D
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For internal use only! 3 Results

– http://www.amazon.com/gp/product/B0019N2DO8/
ref=as_li_ss_tl?ie=UTF8&amp.camp=1789&amp.
creative=390957&amp.creativeASIN=B0019N2DO8&
amp.linkCode=as2&amp.tag=pokethegoldro-20

– http://www.amazon.com/gp/product/B0019N2DO8/
ref=as_li_ss_tl?ie=UTF8&camp=1789&creative=
390957&creativeASIN=B0019N2DO8&linkCode=as2&
tag=pokethegoldro-20

– http://www.amazon.com/gp/product/B0093IRVDE/
ref=as_li_tl?ie=UTF8&amp.camp=1789&amp.
creative=390957&amp.creativeASIN=B0093IRVDE&
amp.linkCode=as2&amp.tag=pokethegoldro-20&
amp.linkId=NAYGWFQJCV6GOSB2

– http://www.amazon.com/gp/product/B0093IRVDE/
ref=as_li_tl?ie=UTF8&camp=1789&creative=
390957&creativeASIN=B0093IRVDE&linkCode=as2&
tag=pokethegoldro-20&linkId=NAYGWFQJCV6GOSB2

– https://content.thefabulous.co/sphere/
lifecycle/come-back-new.html?module=come_
back

– https://content.thefabulous.co/sphere/
lifecycle/upgrade-annual-new.html?module=
upgrade_annual

– https://dl.dropboxusercontent.com/u/
404265408/Lifecycle/lifecycle-2/come-back.
html?module=come_back

– https://dl.dropboxusercontent.com/u/
404265408/Lifecycle/lifecycle-2/upgrade-to-
annual.html?module=upgrade_annual

– https://facebook.com/device?user_code=%1$s&
qr=1

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=co.thefabulous.app

– https://thefabulous.co/main?onboarding=
%7Bonboarding%7D&force=%7Bforce%7D&source=
%7Bsource%7D

– https://thefabulous.co/payproductplan?
source=%7Bsource%7D
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3 Results For internal use only!

– https://thefabulous.co/referrer/%7Breferrer%
7D?invitation_id=%7BinvitationId%7D

– https://thefabulous.co/s/%7BskillLevelId%7D/
%7BuserId%7D?invitation_id=%7BinvitationId%
7D

– market://details?id=co.thefabulous.app

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: .facebook.com, api.amplitude.
com, app-measurement.com, app.adjust.com, bit.ly,
cache.thefabulous.co, content.thefabulous.co,
dl.dropboxusercontent.com, e.crashlytics.com,
facebook.com, github.com, graph-video.%s, graph.
%s, kv8kq.app.goo.gl, louislamp.bandcamp.com,
pagead2.googlesyndication.com, play.google.com,
plus.google.com, sami1.typeform.com, settings.
crashlytics.com, thefabulous.co, thefabulousco.
firebaseio.com, twitter.com, us-central1-
thefabulousco.cloudfunctions.net, www.algolia.com,
www.amazon.com, www.facebook.com, www.google.com,
www.googleapis.com, www.instagram.com

• App communicates with servers in 3 countries.

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.
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For internal use only! 3 Results

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://bit.ly/kleanfab

– http://louislamp.bandcamp.com/album/an-open-
mind

– http://thefabulous.co/addHabit

– http://thefabulous.co/appinvite

– http://thefabulous.co/appshare

– http://thefabulous.co/challengeList

– http://thefabulous.co/currentGoal

– http://thefabulous.co/currentLetter

– http://thefabulous.co/feature

– http://thefabulous.co/goPremium

– http://thefabulous.co/letterCeo

– http://thefabulous.co/main

– http://thefabulous.co/mmf

– http://thefabulous.co/play/afternoon

– http://thefabulous.co/play/evening

– http://thefabulous.co/play/morning

– http://thefabulous.co/reactivate

– http://thefabulous.co/restart

– http://thefabulous.co/setupbackup

– http://thefabulous.co/terms

– http://thefabulous.co/webViewPremium

– http://thefabulous.co/webview

– http://www.amazon.com/gp/product/B0019N2DO8/
ref=as_li_ss_tl?ie=UTF8&amp.camp=1789&amp.
creative=390957&amp.creativeASIN=B0019N2DO8&
amp.linkCode=as2&amp.tag=pokethegoldro-20

– http://www.amazon.com/gp/product/B0019N2DO8/
ref=as_li_ss_tl?ie=UTF8&camp=1789&creative=
390957&creativeASIN=B0019N2DO8&linkCode=as2&
tag=pokethegoldro-20
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3 Results For internal use only!

– http://www.amazon.com/gp/product/B0093IRVDE/
ref=as_li_tl?ie=UTF8&amp.camp=1789&amp.
creative=390957&amp.creativeASIN=B0093IRVDE&
amp.linkCode=as2&amp.tag=pokethegoldro-20&
amp.linkId=NAYGWFQJCV6GOSB2

– http://www.amazon.com/gp/product/B0093IRVDE/
ref=as_li_tl?ie=UTF8&camp=1789&creative=
390957&creativeASIN=B0093IRVDE&linkCode=as2&
tag=pokethegoldro-20&linkId=NAYGWFQJCV6GOSB2

– http://www.instagram.com/_u/thefabstory

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://thefabulous.co/main?onboarding=
%7Bonboarding%7D&force=%7Bforce%7D&source=
%7Bsource%7D

– http://thefabulous.co/payproductplan?source=
%7Bsource%7D

– http://thefabulous.co/referrer/%7Breferrer%
7D?invitation_id=%7BinvitationId%7D

– http://thefabulous.co/s/%7BskillLevelId%7D/
%7BuserId%7D?invitation_id=%7BinvitationId%
7D

– http://www.amazon.com/gp/product/B0019N2DO8/
ref=as_li_ss_tl?ie=UTF8&amp.camp=1789&amp.
creative=390957&amp.creativeASIN=B0019N2DO8&
amp.linkCode=as2&amp.tag=pokethegoldro-20

– http://www.amazon.com/gp/product/B0019N2DO8/
ref=as_li_ss_tl?ie=UTF8&camp=1789&creative=
390957&creativeASIN=B0019N2DO8&linkCode=as2&
tag=pokethegoldro-20

– http://www.amazon.com/gp/product/B0093IRVDE/
ref=as_li_tl?ie=UTF8&amp.camp=1789&amp.
creative=390957&amp.creativeASIN=B0093IRVDE&
amp.linkCode=as2&amp.tag=pokethegoldro-20&
amp.linkId=NAYGWFQJCV6GOSB2

– http://www.amazon.com/gp/product/B0093IRVDE/
ref=as_li_tl?ie=UTF8&camp=1789&creative=
390957&creativeASIN=B0093IRVDE&linkCode=as2&
tag=pokethegoldro-20&linkId=NAYGWFQJCV6GOSB2
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Data security

• The application requires the following permissions from the protection-
level: NORMAL

– VIBRATE (Allows access to the vibrator.)

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– AUTHENTICATE_ACCOUNTS (Allows an application to act as an
AccountAuthenticator for the AccountManager.)

– SYSTEM_ALERT_WINDOW (Allows an application to open win-
dows using the type android.view.WindowManager.LayoutParams
TYPE_SYSTEM_ALERT, shown on top of all other applications. Very
few applications should use this permission. these windows are in-
tended for system-level interaction with the user.)

– INTERNET (Allows applications to open network sockets.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST_BADGE, com.htc.launcher.
permission.READ_SETTINGS, com.huawei.android.
launcher.permission.WRITE_SETTINGS, me.
everything.badger.permission.BADGE_COUNT_READ,
com.sec.android.provider.badge.permission.WRITE,
com.sec.android.provider.badge.permission.READ,
com.anddoes.launcher.permission.UPDATE_COUNT,
com.google.android.c2dm.permission.RECEIVE,
com.oppo.launcher.permission.WRITE_SETTINGS,
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co.thefabulous.app.permission.C2D_MESSAGE,
android.permission.READ_APP_BADGE, com.huawei.
android.launcher.permission.CHANGE_BADGE, com.
android.vending.BILLING, com.majeur.launcher.
permission.UPDATE_BADGE, com.sonymobile.home.
permission.PROVIDER_INSERT_BADGE, com.htc.
launcher.permission.UPDATE_SHORTCUT, com.huawei.
android.launcher.permission.READ_SETTINGS, me.
everything.badger.permission.BADGE_COUNT_WRITE,
com.oppo.launcher.permission.READ_SETTINGS

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

60 Fraunhofer SIT
Appicaptor Report



For internal use only! 3 Results

• In general code obfuscation is done automatically by different ob-
fuscation frameworks or obfuscation service providers. Detailed in-
formation to the detected framework Proguard can be found under:
http://developer.android.com/tools/help/proguard.html

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build display, build
brand, Wifi-MAC address, MMC (Mobile Country Code),
unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– co.thefabulous.app.ui.screen.playritual.
PlayRitualActivity

– com.google.android.gms.appinvite.
PreviewActivity

– co.thefabulous.app.deeplink.
DeepLinkHandlerActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.WAKE_LOCK

– android.permission.ACCESS_NETWORK_STATE

– android.permission.GET_ACCOUNTS
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– android.permission.ACCESS_NETWORK_STATE

– android.permission.INTERNET

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

• The application uses the following developement libraries:

– gson-2.2.4

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– com.evernote.android.job.v14.JobProxy14

• Repeating types have been generated dynamically without the proper use
of the Android System Constants. This often indicates malicious behavior.

• The scheduled task gets repeated in the following intervals:

– Dynamic interval(s)

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1
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• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– ARM 32 bit: lib/armeabi-v7a/
libalgoliasearch.so

– ARM 32 bit: lib/armeabi/libalgoliasearch.so

– MIPS I: lib/mips/libalgoliasearch.so

– x86 32bit: lib/x86/libalgoliasearch.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:01:45.523

3.6 Fitbit (Android)

3.6.1 Tests

The following Table 3.7 summarizes the results of the Android app Fitbit
with version 2.67.1.

Table 3.7:
Overview of
summarized test
results for »Fitbit«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 62 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: api.mixpanel.com,
play.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
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SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/ECB/PKCS7Padding", "RSA/
ECB/PKCS1Padding"
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: com.fitbit.FitbitMobile.
permission.C2D_MESSAGE, com.google.android.
c2dm.permission.RECEIVE, com.google.android.
providers.gsf.permission.READ_GSERVICES
Overprivileged permissions: READ_CONTACTS, GET_ACCOUNTS,
NFC, USE_FINGERPRINT, READ_EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? Yes.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): 10 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
HockeyApp, Mixpanel
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? Yes.
Sensor usage: Camera, WIFI-Based Location, GPS
Location, Acceleration/Light

Runtime Security

Scheduled Alarm Manager registered? Yes.
Alarm repeating types: RTC
Alarm intervals dynamically? Yes.
Alarm Manager initialized dynamically? No.
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Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): java.
net.URLClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
Executed component after Phone Reboot: com.fitbit.airlink.
service.BootCompletedReceiver, com.fitbit.sleep.
SleepAlarmRescheduleReceiver, com.evernote.
android.job.JobBootReceiver

3.6.2 Details

The following sections describe details about the test results of Fitbit with
version 2.67.1.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– App tries to access the device phone number which can be use to
identify the owner remotely.

– Code Execution At Boot: App executes code at phone boot without
user interaction, which is suspicious for detected app type.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

• Reasons for category violations of default policy:

– Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.
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Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://api.mixpanel.com/track?ip=1

– http://fitbit.force.com/UATRedirect?cu=1&m=
1&form=apps&l=%1$s&co=%2$s

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.facebook.orca

– https://api.mixpanel.com/track?ip=1

– https://blog.fitbit.com/counting-macros-
can-help-reach-health-goals/?utm_source=
androidapp&utm_medium=fitbitapp&utm_
campaign=AppDashboard_FoodLog

– https://blog.fitbit.com/why-do-you-even-
need-sleep/?utm_source=androidapp&utm_
medium=fitbitapp&utm_campaign=AppDashboard_
Sleep

– https://help.fitbit.com/?cu=1&m=1&form=apps&
l=%1$s&co=%2$s

– https://help.fitbit.com/?l=de&c=Topics%
3AAndroid

– https://help.fitbit.com/?l=en_US&c=Topics%
3AAndroid

– https://help.fitbit.com/?l=es&c=Topics%
3AAndroid

– https://help.fitbit.com/?l=fr&c=Topics%
3AAndroid

– https://help.fitbit.com/?l=it&c=Topics%
3AAndroid

– https://help.fitbit.com/?l=ja&c=Topics%
3AAndroid

– https://help.fitbit.com/?l=ko&c=Topics%
3AAndroid
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– https://help.fitbit.com/?l=zh_CN&c=Topics%
3AAndroid

– https://help.fitbit.com/?l=zh_TW&c=Topics%
3AAndroid

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=

– https://play.google.com/store/apps/details?
id=deezer.android.app&hl=en

– https://www.fitbit.com/%s/shop/aria2?utm_
source=androidapp&utm_medium=fitbitapp&utm_
campaign=ariawhatsnew_%s

– https://www.fitbit.com/?utm_source=
androidapp&utm_medium=fitbitapp&utm_
campaign=ariawhatsnew_%s

– https://www.fitbit.com/partnership?utm_
source=androidapp&utm_medium=fitbitapp&utm_
campaign=accounthomepartnership

– https://www.fitbit.com/scale/setup/start/?p_
lcl=fr_FR

– https://www.fitbit.com/scale/setup/start/?p_
lcl=ja_JP

– https://www.fitbit.com/scale/setup/start?p_
lcl=de_DE

– https://www.fitbit.com/scale/setup/start?p_
lcl=es_ES

– https://www.fitbit.com/scale/setup/start?p_
lcl=it_IT

– https://www.fitbit.com/scale/setup/start?p_
lcl=ko_KR

– https://www.fitbit.com/scale/setup/start?p_
lcl=zh_CN

– https://www.fitbit.com/scale/setup/start?p_
lcl=zh_TW

– https://www.fitbit.com/shop/aria2?utm_
source=androidapp&utm_medium=fitbitapp&utm_
campaign=ariawhatsnew_us
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– https://www.fitbit.com/store?goods=
accessories&filters=fp-%1$s

– https://www.fitbit.com/store?utm_source=
AndroidApp&utm_medium=FitbitApp&utm_
campaign=AccountHome

– https://www.googleapis.com/androidcheck/v1/
attestations/verify?key=

– market://details?id=

– market://details?id=com.facebook.orca

– market://details?id=com.pandora.android

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: .facebook.com, accounts.
google.com, android-api.fitbit.com, android-
cdn-api.fitbit.com, android-cdn-client.fitbit.
com, api-project-625585532877.firebaseio.
com, api.createsend.com, api.fitbit.com, api.
mixpanel.com, app-measurement.com, app-settings.
fitbitdevelopercontent.com, blog.fitbit.com,
cdn.muscleandstrength.com, community.fitbit.com,
decide.mixpanel.com, e.crashlytics.com, facebook.
com, fitbit.com, fitbit.force.com, fsc.fitbit.com,
gallery-webview.fitbit.com, gate.hockeyapp.net,
graph-video.%s, graph.%s, help.fitbit.com, i.ytimg.
com, int-app-settings.fitbitdevelopercontent.com,
int-gallery-webview.fitbit.com, login.live.com,
login.yahoo.com, pagead2.googlesyndication.com,
play.google.com, plus.google.com, qa1android-
api.fitbit.com, qa1android-cdn-api.fitbit.com,
qa1android-cdn-client.fitbit.com, qa1fsc.fitbit.
com, qa2.fitbit.com, qa2android-api.fitbit.com,
qa2android-cdn-api.fitbit.com, qa2android-
cdn-client.fitbit.com, qa2static0.fitbit.com,
qa3android-api.fitbit.com, qa3android-cdn-api.
fitbit.com, qa3android-cdn-client.fitbit.com,
sdk.hockeyapp.net, settings.crashlytics.com,
stage-app-settings.fitbitdevelopercontent.com,
stage-gallery-webview.fitbit.com, static0.fitbit.
com, stubs.mobile.us-east-1.fitbit.com, twitter.
com, unused.com, www.androiddata-recovery.com,
www.facebook.com, www.fitbit.com, www.google.com,
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www.googleapis.com, www.linkedin.com, www.pandora.
com, www.paypal.com, www.salaverry21.com

• App communicates with servers in 6 countries.

• Communication with country: Netherlands, United States,
Ireland, United Kingdom, Germany, unknown

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://api.mixpanel.com/engage

– http://api.mixpanel.com/track?ip=1

– http://decide.mixpanel.com/decide

– http://fitbit.com/backdropImageLong

– http://fitbit.com/backgroundImageUrl

– http://fitbit.com/loadHelp/2163

– http://fitbit.force.com/UATRedirect?cu=1&m=
1&form=apps&l=%1$s&co=%2$s

– http://play.google.com/store/apps/details?
id=

– http://qa2.fitbit.com/content/survey/

– http://static0.fitbit.com/content/assets/
survey/
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– http://www.fitbit.com/2011/device-protocol

– http://www.pandora.com/legal

– http://www.pandora.com/settings/upgrade

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://api.mixpanel.com/track?ip=1

– http://fitbit.force.com/UATRedirect?cu=1&m=
1&form=apps&l=%1$s&co=%2$s

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.facebook.orca

Data security

• ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

• The application requires the following permissions from the protection-
level: NORMAL

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– USE_FINGERPRINT (Allows an app to use fingerprint hardware.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
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permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– READ_CONTACTS (Allows an application to read the user’s contacts
data.)

– INTERNET (Allows applications to open network sockets.)

– RECEIVE_SMS (Allows an application to monitor incoming SMS mes-
sages, to record or perform processing on them.)

– ACCESS_COARSE_LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– NFC (Allows applications to perform I/O operations over NFC.)

– READ_PHONE_STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

– BLUETOOTH (Allows applications to connect to paired Bluetooth
devices.)

– BLUETOOTH_ADMIN (Allows applications to discover and pair blue-
tooth devices.)
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• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The tapjacking protection is used, so the app is not vulnerable for this
type of attacks.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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• Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware, build
display, build fingerprint, build brand, phone
number, MMC (Mobile Country Code), unique Android
ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.fitbit.runtrack.ui.
RecordExerciseSessionActivity

– com.fitbit.sleep.ui.landing.
SleepLoggingLandingActivity

– com.fitbit.platform.domain.gallery.
AppSettingsActivity

– com.fitbit.sedentary.onboarding.
SedentaryTimeOnboardingActivity

– com.fitbit.feed.
ShareImageWithOverlayActivity

– com.fitbit.breathing.
BreathingOnboardingActivity

– com.fitbit.coreux.ButtonActivity

– com.fitbit.friends.ui.finder.views.
FriendFinderActivity

– com.fitbit.sleep.ui.onboarding.
SleepStagesOnboardingActivity

– com.fitbit.widget.QuickAccessActivity

– com.fitbit.widget.
QuickAccessAppWidgetConfigure

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.
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• App requests permission READ_CONTACTS to access the phones address
book.

• Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– com.fitbit.widget.i

• The scheduled task gets repeated in the following intervals:

– Dynamic interval(s)

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:03:11.522
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3.7 Fitness & Bodybuilding (Android)

3.7.1 Tests

The following Table 3.8 summarizes the results of the Android app Fitness
& Bodybuilding with version 2.1.8.

Table 3.8:
Overview of
summarized test
results for »Fitness
& Bodybuilding«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 55 entries, see details.
Communication with country: 9 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.
Unprotected JavaScripts? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5PADDING", "AES/
CBC/PKCS7Padding", "AES/CTR/NoPadding"
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: softin.my.fast.fitness.
permission.C2D_MESSAGE, com.android.vending.
BILLING, com.google.android.c2dm.permission.
RECEIVE
Overprivileged permissions: ACCESS_WIFI_STATE, READ_
EXTERNAL_STORAGE, RECEIVE_BOOT_COMPLETED
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

Fraunhofer SIT
Appicaptor Report

75



3 Results For internal use only!

WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): 9 entries, see details.
Advertisment-/tracking frameworks found: 6 entries, see details.
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Camera (inactive), WIFI-Based Location,
GPS Location

Runtime Security

Social libraries used? Yes.
Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), loadLibrary(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: softin.my.fast.
fitness.Reminder.Boot_receiver

3.7.2 Details

The following sections describe details about the test results of Fitness &
Bodybuilding with version 2.1.8.

App risks for enterprise usage

• Reasons for category implementation flaws:
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– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– Advertisement/Tracking: App uses more than 5 advertisement and
tracking providers.

– Sensor Access: Usage of smartphone sensors violates rules for de-
tected app type and poses a potential risk by gaining access to sen-
sitive data.

– Code Execution At Boot: App executes code at phone boot without
user interaction, which is suspicious for detected app type.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

• Reasons for category violations of default policy:

– Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– fb://facewebmodal/f?href=

– http://adelh.smaato.com/lg.php?bannerid=
57708&amp.campaignid=3692&amp.zoneid=0&amp.
loc=1&amp.referer=http%3A%2F%2Fadelh.smaato.
com%2Faxmlrpc.php%3Fsize%3Dxlarge%26img%
3Dtrue%26carrier%3DT-Mobile%2B%2528WiFi%
252FWLAN%2529&amp.cb=6af462c795&amp.r_id=
20b1af536e51079d611b279e5e2e5a7e&amp.r_ts=
ln8ydk
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3 Results For internal use only!

– http://adelh.smaato.com/lg.php?bannerid=
60196&amp.campaignid=3692&amp.zoneid=0&amp.
loc=1&amp.referer=http%3A%2F%2Fadelh.smaato.
com%2Faxmlrpc.php%3Fsize%3Dxlarge%26img%
3Dtrue%26carrier%3DT-Mobile%2B%2528WiFi%
252FWLAN%2529&amp.cb=8a7475eb48&amp.r_id=
c161faf29bc4cd1b964223995850ece4&amp.r_ts=
ln8y6l

– http://api.crispwireless.com/adRequest/
control/ad.gif?sitekey=DEFAULT&amp.
partnerkey=afa1a1efc4977cc8bc83a8fe6a952a39&
amp.zid=1418&amp.publisherid=374

– http://api.crispwireless.com/adRequest/
control/noscript.gif?sitekey=DEFAULT&amp.
partnerkey=afa1a1efc4977cc8bc83a8fe6a952a39&
amp.zid=1418&amp.publisherid=374

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.facebook.orca

– http://play.google.com/store/apps/details?
id=com.vgfit.yoga

– http://play.google.com/store/apps/details?
id=softin.my.fast.fitness

– http://play.google.com/store/apps/details?
id=softin.ny.women.fitness.miss.bikini

– https://mobilecrashreporting.googleapis.com/
v1/crashes:batchCreate?key=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=

– market://details?id=

– market://details?id=%s

– market://details?id=com.facebook.orca

– market://details?id=com.google.android.gms.
ads

– market://search?q=pub:VGFIT+LLC
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http://adelh.smaato.com/lg.php?bannerid=60196&amp.campaignid=3692&amp.zoneid=0&amp.loc=1&amp.referer=http%3A%2F%2Fadelh.smaato.com%2Faxmlrpc.php%3Fsize%3Dxlarge%26img%3Dtrue%26carrier%3DT-Mobile%2B%2528WiFi%252FWLAN%2529&amp.cb=8a7475eb48&amp.r_id=c161faf29bc4cd1b964223995850ece4&amp.r_ts=ln8y6l
http://adelh.smaato.com/lg.php?bannerid=60196&amp.campaignid=3692&amp.zoneid=0&amp.loc=1&amp.referer=http%3A%2F%2Fadelh.smaato.com%2Faxmlrpc.php%3Fsize%3Dxlarge%26img%3Dtrue%26carrier%3DT-Mobile%2B%2528WiFi%252FWLAN%2529&amp.cb=8a7475eb48&amp.r_id=c161faf29bc4cd1b964223995850ece4&amp.r_ts=ln8y6l
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http://adelh.smaato.com/lg.php?bannerid=60196&amp.campaignid=3692&amp.zoneid=0&amp.loc=1&amp.referer=http%3A%2F%2Fadelh.smaato.com%2Faxmlrpc.php%3Fsize%3Dxlarge%26img%3Dtrue%26carrier%3DT-Mobile%2B%2528WiFi%252FWLAN%2529&amp.cb=8a7475eb48&amp.r_id=c161faf29bc4cd1b964223995850ece4&amp.r_ts=ln8y6l
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http://api.crispwireless.com/adRequest/control/ad.gif?sitekey=DEFAULT&amp.partnerkey=afa1a1efc4977cc8bc83a8fe6a952a39&amp.zid=1418&amp.publisherid=374
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http://api.crispwireless.com/adRequest/control/noscript.gif?sitekey=DEFAULT&amp.partnerkey=afa1a1efc4977cc8bc83a8fe6a952a39&amp.zid=1418&amp.publisherid=374
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http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.vgfit.yoga
http://play.google.com/store/apps/details?id=com.vgfit.yoga
http://play.google.com/store/apps/details?id=softin.my.fast.fitness
http://play.google.com/store/apps/details?id=softin.my.fast.fitness
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https://mobilecrashreporting.googleapis.com/v1/crashes:batchCreate?key=
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https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps
https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
market://details?id=
market://details?id=%s
market://details?id=com.facebook.orca
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
market://search?q=pub:VGFIT+LLC


For internal use only! 3 Results

– twitter://user?user_id=806486911586070528

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: .facebook.com, accounts.
google.com, ad6.%s.liverail.com, ad6.liverail.
com, adelh.smaato.com, analytics.mopub.com, api.
crispwireless.com, app-measurement.com, app.
getsentry.com, cdn1.crispadvertising.com, cipa.jp,
csi.gstatic.com, cw04.smaato.net, e.crashlytics.
com, facebook.com, fitness-and-bodybuilding-
f8167.firebaseio.com, fnbcontent.vgfit.com,
googleads.g.doubleclick.net, graph-video.%s,
graph.%s, graph.%s.facebook.com, graph.facebook.
com, i.xx.openx.com, imasdk.googleapis.com, impact.
smaato.net, instagram.com, iptc.org, javax.xml.
XMLConstants, mobile-static.adsafeprotected.com,
mobilecrashreporting.googleapis.com, ns.useplus.
org, pagead2.googlesyndication.com, play.google.
com, plus.google.com, relay.mobile.toboads.com,
sejs.moatads.com, settings.crashlytics.com, soma-
assets.smaato.net, soma.smaato.net, ssl.google-
analytics.com, support.google.com, twitter.com,
uri.etsi.org, vgfit.com, www.%s.facebook.com,
www.color.org, www.facebook.com, www.google-
analytics.com, www.google.com, www.googleapis.com,
www.googletagmanager.com, www.mopub.com, www.npes.
org, www.smaato.com, z.moatads.com

• App communicates with servers in 9 countries.

• Communication with country: Netherlands, Austria, United
States, Ireland, Japan, United Kingdom, Slovenia,
France, unknown

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.
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3 Results For internal use only!

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://cw04.smaato.net/report2?

– http://fnbcontent.vgfit.com/
androidbodybuilding/email_sender/index.
php/home/send_erorr_bodybuilding_male

– http://fnbcontent.vgfit.com/
iosfitnessandbodybuilding/

– http://instagram.com/_u/VALERIU_GUTU

– http://instagram.com/vgfitcom

– http://iptc.org/std/Iptc4xmpCore/1.0/xmlns/

– http://iptc.org/std/Iptc4xmpExt/2008-02-29/

– http://javax.xml.XMLConstants/feature/
secure-processing

– http://play.google.com/store/apps/details?
id=

– http://soma.smaato.net/oapi/reqAd.jsp?

– http://uri.etsi.org/01903#SignedProperties

– http://vgfit.com/home

– http://www.npes.org/pdfx/ns/id/

• The app loads the following JavaScript files via unprotected communica-
tion (http), which can be exploited by attackers to remotely change the
displayed content and functionality of the app:

– http://soma-assets.smaato.net/js/ormma.js

– http://cdn1.crispadvertising.com/afw/2.1/
framework/client/adrequest.js

– http://soma-assets.smaato.net/js/ormma_
bridge.js

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.
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http://cw04.smaato.net/report2?
http://fnbcontent.vgfit.com/androidbodybuilding/email_sender/index.php/home/send_erorr_bodybuilding_male
http://fnbcontent.vgfit.com/androidbodybuilding/email_sender/index.php/home/send_erorr_bodybuilding_male
http://fnbcontent.vgfit.com/androidbodybuilding/email_sender/index.php/home/send_erorr_bodybuilding_male
http://fnbcontent.vgfit.com/iosfitnessandbodybuilding/
http://fnbcontent.vgfit.com/iosfitnessandbodybuilding/
http://instagram.com/_u/VALERIU_GUTU
http://instagram.com/vgfitcom
http://iptc.org/std/Iptc4xmpCore/1.0/xmlns/
http://iptc.org/std/Iptc4xmpExt/2008-02-29/
http://javax.xml.XMLConstants/feature/secure-processing
http://javax.xml.XMLConstants/feature/secure-processing
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://soma.smaato.net/oapi/reqAd.jsp?
http://uri.etsi.org/01903#SignedProperties
http://vgfit.com/home
http://www.npes.org/pdfx/ns/id/
http://soma-assets.smaato.net/js/ormma.js
http://cdn1.crispadvertising.com/afw/2.1/framework/client/adrequest.js
http://cdn1.crispadvertising.com/afw/2.1/framework/client/adrequest.js
http://soma-assets.smaato.net/js/ormma_bridge.js
http://soma-assets.smaato.net/js/ormma_bridge.js


For internal use only! 3 Results

– http://adelh.smaato.com/lg.php?bannerid=
57708&amp.campaignid=3692&amp.zoneid=0&amp.
loc=1&amp.referer=http%3A%2F%2Fadelh.smaato.
com%2Faxmlrpc.php%3Fsize%3Dxlarge%26img%
3Dtrue%26carrier%3DT-Mobile%2B%2528WiFi%
252FWLAN%2529&amp.cb=6af462c795&amp.r_id=
20b1af536e51079d611b279e5e2e5a7e&amp.r_ts=
ln8ydk

– http://adelh.smaato.com/lg.php?bannerid=
60196&amp.campaignid=3692&amp.zoneid=0&amp.
loc=1&amp.referer=http%3A%2F%2Fadelh.smaato.
com%2Faxmlrpc.php%3Fsize%3Dxlarge%26img%
3Dtrue%26carrier%3DT-Mobile%2B%2528WiFi%
252FWLAN%2529&amp.cb=8a7475eb48&amp.r_id=
c161faf29bc4cd1b964223995850ece4&amp.r_ts=
ln8y6l

– http://api.crispwireless.com/adRequest/
control/ad.gif?sitekey=DEFAULT&amp.
partnerkey=afa1a1efc4977cc8bc83a8fe6a952a39&
amp.zid=1418&amp.publisherid=374

– http://api.crispwireless.com/adRequest/
control/noscript.gif?sitekey=DEFAULT&amp.
partnerkey=afa1a1efc4977cc8bc83a8fe6a952a39&
amp.zid=1418&amp.publisherid=374

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.facebook.orca

– http://play.google.com/store/apps/details?
id=com.vgfit.yoga

– http://play.google.com/store/apps/details?
id=softin.my.fast.fitness

– http://play.google.com/store/apps/details?
id=softin.ny.women.fitness.miss.bikini

Data security

• The application requires the following permissions from the protection-
level: NORMAL
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– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– INTERNET (Allows applications to open network sockets.)

– ACCESS_COARSE_LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.
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• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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• Accessed unique identifier(s): build model, build
manufacturer, build product, build display, build
fingerprint, build brand, country code + mobile
network code for SIM provider, MMC (Mobile
Country Code), unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick, LiveRail, Moat Analytics, Smaato, mopub

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.google.android.gms.appinvite.
PreviewActivity

– com.google.android.gms.tagmanager.
TagManagerPreviewActivity

– softin.my.fast.fitness.MainFastF

– com.google.firebase.auth.internal.
FederatedSignInActivity

• In this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.WAKE_LOCK

– android.permission.INTERNET
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• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no Permission defined for camera usage, but the application
contains specific API calls accessing the camera.Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

• The application uses the following social libraries:

– facebook-android-sdk_4.6.0

• The application uses the following developement libraries:

– sqlcipher_3.3.1

– library-2.4.0

– universal-image-loader-1.9.4

– junit_4.12-beta-2

– library-2.3.0

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• Loadable libraries found:

– ARM 32 bit: lib/armeabi-v7a/libsqlcipher.so

– ARM 32 bit: lib/armeabi/libsqlcipher.so

– x86 32bit: lib/x86/libsqlcipher.so
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• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:02:23.778

3.8 Flo Menstruations- & Zykluskalender (Android)

3.8.1 Tests

The following Table 3.9 summarizes the results of the Android app Flo
Menstruations- & Zykluskalender with version 4.3.1.

Table 3.9:
Overview of
summarized test
results for »Flo
Menstruations- &
Zykluskalender«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 32 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: 6 entries, see details.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: org.iggymedia.
periodtracker.permission.C2D_MESSAGE, com.
google.android.c2dm.permission.RECEIVE
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Overprivileged permissions: READ_EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.
Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Device administration policy entries: None.
Accessed unique identifier(s): 12 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick, Flurry, Parse
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Location (inactive), Acceleration/
Light
Unprotected files found? Yes.

Runtime Security

Development libraries used? Yes.
Scheduled Alarm Manager registered? Yes.
Alarm repeating types: ELAPSED_REALTIME
Alarm intervals dynamically? Yes.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), load(...), loadLibrary(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: org.iggymedia.
periodtracker.receivers.BootReceiver
JavaScript libraries vulnerable? Yes.
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3.8.2 Details

The following sections describe details about the test results of Flo
Menstruations- & Zykluskalender with version 4.3.1.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

• Reasons for category violations of default policy:

– Detected risks are not compliant to security policy requirements for
organizer apps.

– Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/dev?id=
7859780945987939075

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps
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– https://play.google.com/store/apps/details?
id=com.google.android.apps.fitness

– https://play.google.com/store/apps/details?
id=com.google.android.gms

– https://play.google.com/store/apps/details?
id=org.iggymedia.periodtracker

– https://www.fitbit.com/oauth2/authorize?
response_type=token&client_id=%s&scope=%s&
redirect_uri=%s&expires_in=2592000&prompt=
login

– market://details?id=

– market://details?id=com.google.android.apps.
fitness

– market://details?id=com.google.android.gms

– market://details?id=com.google.android.gms.
ads

– market://dev?id=7859780945987939075

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: .facebook.com, api.fitbit.com,
api.owhealth.com, api.parse.com, app-measurement.
com, certificate.mobile.yandex.net, content.
owhealth.com, csi.gstatic.com, data.flurry.com,
dev.owhealth.com, e.crashlytics.com, facebook.
com, flo-smart-period-tracker.firebaseio.
com, flo.health, googleads.g.doubleclick.net,
graph-video.%s, graph.%s, imasdk.googleapis.com,
pagead2.googlesyndication.com, placehold.it,
play.google.com, plus.google.com, proton.flurry.
com, settings.crashlytics.com, startup.mobile.
yandex.net, support.google.com, tech.yandex.com,
video.owhealth.com, www.fitbit.com, www.google.com,
www.googleapis.com, www.owhealth.com

• App communicates with servers in 6 countries.

• Communication with country: Canada, Netherlands, United
States, Ireland, unknown, Russia
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• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://placehold.it/1920x1080

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/dev?id=
7859780945987939075

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/dev?id=
7859780945987939075

Data security

• ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

• Cryptographic Primitives: "AES/CBC/PKCS5PADDING", "AES/
CBC/PKCS5Padding", "AES/CBC/PKCS7Padding", "AES/
CTR/NOPADDING", "AES/CTR/NoPadding", "AES/ECB/
NOPADDING"
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• The application requires the following permissions from the protection-
level: NORMAL

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

• The application requires the following permissions from the protection-
level: DANGEROUS

– INTERNET (Allows applications to open network sockets.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.
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• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
display, build fingerprint, build brand, IMEI/MEID,
MAC address(es), country code + mobile network
code for SIM provider, MMC (Mobile Country Code),
unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– org.iggymedia.periodtracker.
ui.additionalsettings.
FitbitConnectorWebActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.INTERNET

– android.permission.ACCESS_NETWORK_STATE

– android.permission.ACCESS_FINE_LOCATION

– android.permission.ACCESS_COARSE_LOCATION

– android.permission.ACCESS_FINE_LOCATION

– android.permission.ACCESS_COARSE_LOCATION

– android.permission.WAKE_LOCK

– android.permission.WRITE_EXTERNAL_STORAGE
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• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

• World readable/writable files detected which can be read/written by other
applications.

– WORLD_READABLE

Runtime Security

• The application uses the following developement libraries:

– okhttp_3.6.0

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– com.yandex.metrica.impl.ob.bt

• The scheduled task gets repeated in the following intervals:

– Dynamic interval(s)

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• Loadable libraries found:

– ARM 32 bit: lib/armeabi-v7a/librealm-jni.so

– MIPS I: lib/mips/librealm-jni.so
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– x86 32bit: lib/x86/librealm-jni.so

– x86 64bit: lib/x86_64/librealm-jni.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

• App contains vulnerable version of JavaScript library.

– Vulnerable version 2.1.4 of library:
jquery found. Cross-site scripting (XSS)
vulnerability in jQuery. 3rd party $.get()
auto executes if content type is text/
javascript. See details: https://github.com/
jquery/jquery/issues/2432

Test Performance

• Execution time of all tests: 0:02:06.894

3.9 Garmin Connect. (Android)

3.9.1 Tests

The following Table 3.10 summarizes the results of the Android app Garmin
Connect. with version 4.4.1.

Table 3.10:
Overview of
summarized test
results for
»Garmin
Connect.«

App risks for enterprise usage

Implementation flaws? No.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 53 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.

Fraunhofer SIT
Appicaptor Report

95

Vulnerable version 2.1.4 of library: jquery found. Cross-site scripting (XSS) vulnerability in jQuery. 3rd party $.get() auto executes if content type is text/javascript. See details: https://github.com/jquery/jquery/issues/2432
Vulnerable version 2.1.4 of library: jquery found. Cross-site scripting (XSS) vulnerability in jQuery. 3rd party $.get() auto executes if content type is text/javascript. See details: https://github.com/jquery/jquery/issues/2432
Vulnerable version 2.1.4 of library: jquery found. Cross-site scripting (XSS) vulnerability in jQuery. 3rd party $.get() auto executes if content type is text/javascript. See details: https://github.com/jquery/jquery/issues/2432
Vulnerable version 2.1.4 of library: jquery found. Cross-site scripting (XSS) vulnerability in jQuery. 3rd party $.get() auto executes if content type is text/javascript. See details: https://github.com/jquery/jquery/issues/2432
Vulnerable version 2.1.4 of library: jquery found. Cross-site scripting (XSS) vulnerability in jQuery. 3rd party $.get() auto executes if content type is text/javascript. See details: https://github.com/jquery/jquery/issues/2432
Vulnerable version 2.1.4 of library: jquery found. Cross-site scripting (XSS) vulnerability in jQuery. 3rd party $.get() auto executes if content type is text/javascript. See details: https://github.com/jquery/jquery/issues/2432


3 Results For internal use only!

Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "RSA/
ECB/PKCS1Padding"
Cryptographic keys found? Yes.
Constant initialization vectors found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Application needs system/signature permissions? Yes.
Userdefined permission usage: 12 entries, see details.
Overprivileged permissions: 8 entries, see details.
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: 7 entries, see details.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.
Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Device administration policy entries: None.
Accessed unique identifier(s): 14 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? Yes.
Permissions checked dynamically? Yes.
Sensor usage: Camera, WIFI-Based Location, GPS
Location, Acceleration/Light
Unprotected files found? Yes.

Runtime Security

Social libraries used? Yes.
Development libraries used? Yes.
Scheduled Alarm Manager registered? Yes.
Alarm repeating types: RTC_WAKEUP
Alarm intervals dynamically? Yes.
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Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): java.
net.URLClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), load(...), loadLibrary(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: com.garmin.android.
apps.connectmobile.BootStartupReceiver

3.9.2 Details

The following sections describe details about the test results of Garmin
Connect. with version 4.4.1.

App risks for enterprise usage

• Reasons for category privacy risks:

– App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Electronic codebook (ECB) mode detected. It should be
avoided in cryptographic protocols because it does not hide data
patterns well and therefore poses a risk for unauthorized informa-
tion retrieval about encrypted corporate data.

– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.
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– Crypto: Overall quality of cryptographic implementation aspects is
rated poor and should be inspected in detail.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– baidupush://bdpush/hwnotify?bdpush_
hwmsgbody=

– connectagent://launch/activity/(\d+)\
?userId=(\d+)

– connectagent://launch/calendar\?date=(\d%
7B4%7D)-(1[0-2].0[1-9])&userId=(\d+)

– connectagent://launch/snapshots\?userId=(\d+
)

– connectagent://launch/workout/(\d+)\?userId=
(\d+)&type=(scheduled.generic)

– http://map.baidu.com/zt/client/index/?fr=
sdk_[

– https://api.fit-pay.com/issuers?clientId=
%7BclientId%7D

– https://api.map.baidu.com/marker?location=

– https://buy.garmin.com/shop/alt-image.do?
pID=36728&img=productImageRFLarge

– https://buy.garmin.com/shop/alt-image.do?
pID=69043&img=productImageLarge

– https://facebook.com/device?user_code=%1$s&
qr=1

– https://maps.google.com/maps?saddr=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=

– https://play.google.com/store/apps/details?
id=com.garmin.android.apps.connectmobile

– https://play.google.com/store/apps/details?
id=com.google.android.webview
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– https://play.google.com/store/apps/details?
id=com.myfitnesspal.android

– https://play.google.com/store/apps/details?
id=com.myfitnesspal.android&referrer=%s

– https://play.google.com/store/apps/details?
id=com.strava

– https://support.garmin.com/?productID=%1$s

– https://webapp.fit-pay.com/addCard?config=

– market://details?id=

– market://details?id=com.garmin.android.apps.
connectmobile

– market://details?id=com.garmin.android.apps.
virb

– market://details?id=com.google.android.
webview

– market://details?id=com.myfitnesspal.
android&referrer=%s

– mfp:///user/current/diary?date=

– twitter://user?screen_name=

– virb://com.garmin.VirbMobile?StartPage=
MediaLibrary?Filter=Incident

– weixin://registerapp?appid=

– weixin://sendreq?appid=

– weixin://sendresp?appid=

– weixin://unregisterapp?appid=

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: .facebook.com, api.fit-pay.com,
api.map.baidu.com, api.tuisong.baidu.com, api.
twitter.com, app-measurement.com, app.navi.baidu.
com, auth.fit-pay.com, buy.garmin.com, connect.
garmin.cn, connect.garmin.com, connectapi.garmin.
cn, connectapi.garmin.com, daohang.map.baidu.com,
e.crashlytics.com, facebook.com, garmin-connect-
mobile.firebaseio.com, gold.garmin.com, graph-
video.%s, graph.%s, lbsonline.pushct.baidu.com,
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m.baidu.com, map.baidu.com, maps.google.com, omt.
garmin.cn, omt.garmin.com, omtstg.garmin.com,
pagead2.googlesyndication.com, play.google.com,
plus.google.com, settings.crashlytics.com, static.
garmin.cn, static.garmincdn.com, statsonline.
pushct.baidu.com, support.ga, support.garmin.com,
twitter.com, webapp.fit-pay.com, www.amazon.com,
www.coo, www.cooper, www.cooperinstitut, www.
cooperinstitute.org, www.facebook.com, www.garmin.
com, www.garmin.com.cn, www.garminconnect.com, www.
google.com, www.googleapis.com, www.kklian.net, www.
myfitnesspal.com, www.strava.com, wwwus.garmin.cn

• App communicates with servers in 6 countries.

• Communication with country: Netherlands, Hong Kong, United
States, Ireland, China, unknown

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://api.map.baidu.com/direction?

– http://api.map.baidu.com/place/detail?

– http://api.map.baidu.com/place/search?

– http://app.navi.baidu.com/mobile/#navi/
naving/

– http://daohang.map.baidu.com/mobile/#navi/
naving/start=

– http://daohang.map.baidu.com/mobile/#search/
search/qt=nav&sn=2$$$$$$
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– http://map.baidu.com/zt/client/index/?fr=
sdk_[

– http://www.amazon.com/Calorie-Counter-Diet-
Tracker-MyFitnessPal/dp/B004H6WTJI

– http://www.garmin.com.cn/products/apps/
garmingolfapp/

– http://www.garminconnect.com/indexscale

– http://www.kklian.net:8080/smartpay/

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://map.baidu.com/zt/client/index/?fr=
sdk_[

Data security

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– "30212102dicudiab"

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– "30212102dicudiab"

• The application requires the following permissions from the protection-
level: NORMAL

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– BROADCAST_STICKY (Allows an application to broadcast sticky in-
tents. These are broadcasts whose data is held by the system after
being finished, so that clients can quickly retrieve that data without
havingto wait for the next broadcast.)
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– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– CHANGE_NETWORK_STATE (Allows applications to change network
connectivity state.)

– MODIFY_AUDIO_SETTINGS (Allows an application to modify global
audio settings.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– VIBRATE (Allows access to the vibrator.)

– WRITE_SETTINGS (Allows an application to read or write the system
settings.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– BLUETOOTH (Allows applications to connect to paired Bluetooth
devices.)

– SEND_SMS (Allows an application to send SMS messages.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

– RECEIVE_SMS (Allows an application to monitor incoming SMS mes-
sages, to record or perform processing on them.)

– CHANGE_WIFI_STATE (Allows applications to change Wi-Fi connec-
tivity state.)
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– CALL_PHONE (Allows an application to initiate a phone call without
going through the Dialer user interface for the user to confirm the
call being placed.)

– READ_SMS (Allows an application to read SMS messages.)

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– READ_CALL_LOG (Allows an application to read the user’s call log.
Note: If the app uses the READ_CONTACTS permission and both
minSdkVersion and targetSdkVersion values are set to 15 or lower,
the system implicitly grants this permission to the app.)

– ACCESS_COARSE_LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

– READ_PHONE_STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

– SYSTEM_ALERT_WINDOW (Allows an application to open win-
dows using the type android.view.WindowManager.LayoutParams
TYPE_SYSTEM_ALERT, shown on top of all other applications. Very
few applications should use this permission. these windows are in-
tended for system-level interaction with the user.)

– WRITE_CALL_LOG (Allows an application to write (but not read) the
user’s contacts data. Note: If your app uses the WRITE_CONTACTS
permission and both your minSdkVersion and targetSdkVersion val-
ues are set to 15 or lower, the system implicitly grants this permis-
sion to the app.)

– RECEIVE_MMS (Allows an application to monitor incoming MMS
messages, to record or perform processing on them.)

– BLUETOOTH_ADMIN (Allows applications to discover and pair blue-
tooth devices.)

– INTERNET (Allows applications to open network sockets.)

– READ_CONTACTS (Allows an application to read the user’s contacts
data.)

– READ_CALENDAR (Allows an application to read the user’s calendar
data.)
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– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

• The application requires the following permissions from the protection-
level: SYSTEM or SIGNATURE

– MEDIA_CONTENT_CONTROL (Allows an application to know what
content is playing and control its playback.)

– MOUNT_UNMOUNT_FILESYSTEMS (Allows mounting and unmount-
ing file systems for removable storage. Not for use by third-party
applications.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Userdefined permission usage: android.permission.
DOWNLOAD_WITHOUT_NOTIFICATION, com.garmin.
android.apps.connectmobile.permission.MAPS_
RECEIVE, com.android.vending.CHECK_LICENSE, com.
garmin.android.apps.connectmobile.permission.
C2D_MESSAGE, com.google.android.c2dm.permission.
RECEIVE, android.permission.READ_SETTINGS, com.
google.android.providers.gsf.permission.READ_
GSERVICES, com.garmin.android.apps.connectmobile.
permission.RECEIVE_THIRD_PARTY_BROADCASTS, org.
simalliance.openmobileapi.SMARTCARD, android.
Manifest.permission.MEDIA_CONTENT_CONTROL, baidu.
push.permission.WRITE_~PUSHINFOPROVIDER.com.
garmin.android.apps.connectmobile, com.garmin.
android.apps.connectmobile.permission.RECEIVE_
BROADCASTS

• Overprivileged permissions: READ_CONTACTS, GET_ACCOUNTS,
SYSTEM_ALERT_WINDOW, MEDIA_CONTENT_CONTROL,
RECEIVE_MMS, MOUNT_UNMOUNT_FILESYSTEMS, CHANGE_
NETWORK_STATE, READ_EXTERNAL_STORAGE

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
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access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

• App can handle documents of mimeType: text/gpx,
application/vnd.google-earth.gpx+xml,
application/gpx+xml, application/gpx, text/gpx+xml,
text/xml+gpx, application/vnd.google-earth.gpx

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build display, build fingerprint, build
brand, IMEI/MEID, subscriber ID (IMSI), Wifi-MAC
address, country code + mobile network code for
SIM provider, MMC (Mobile Country Code), unique
Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.garmin.android.apps.connectmobile.
activities.GCMCommonDeepLinkHandler

– com.garmin.android.apps.connectmobile.
GarminAppGateway

– com.garmin.android.lib.authtokens.accounts.
TwitterSignInActivity

– com.garmin.android.apps.connectmobile.
calories.CaloriesLinkAccountsActivity

– com.garmin.android.apps.connectmobile.
LegalGatewayFragmentActivity

– com.garmin.android.apps.connectmobile.
connectiq.ConnectIQAppStoreActivity

– com.garmin.android.apps.connectmobile.gsm.
GSMRedirectActivity

– com.garmin.android.apps.
connectmobile.devices.setup.
GDIAuthPairingAndroidNotificationPressedActivity

– com.garmin.android.apps.connectmobile.
smartrequest.FindMyPhoneActivity

– com.garmin.android.apps.connectmobile.
startup.WebLinkHandlerActivity

– com.garmin.android.apps.connectmobile.wxapi.
WXEntryActivity
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• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• App requests permission READ_CONTACTS to access the phones address
book.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.INTERNET

– android.permission.INTERNET

– android.permission.ACCESS_NETWORK_STATE

• Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

• World readable/writable files detected which can be read/written by other
applications.

– WORLD_READABLE

Runtime Security

• The application uses the following social libraries:

– libammsdk

• The application uses the following developement libraries:

– joda-time-2.7

– okhttp_3.6.0

– core-1.50-b01

– protobuf-java-2.4.0a

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– com.baidu.android.pushservice.g

• The scheduled task gets repeated in the following intervals:

– Dynamic interval(s)

Fraunhofer SIT
Appicaptor Report

107



3 Results For internal use only!

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The app contains a signature that uses an insecure signature algorithm:
MD5

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– ARM 32 bit: lib/armeabi-v7a/libBaiduMapSDK_
base_v4_1_1.so

– ARM 32 bit: lib/armeabi-v7a/libBaiduMapSDK_
map_v4_1_1.so

– ARM 32 bit: lib/armeabi-v7a/libBaiduMapSDK_
search_v4_1_1.so

– ARM 32 bit: lib/armeabi-v7a/libBaiduMapSDK_
util_v4_1_1.so

– ARM 32 bit: lib/armeabi-v7a/libbdpush_V2_7.
so

– ARM 32 bit: lib/armeabi-v7a/
libcsiipowerenter.so

– ARM 32 bit: lib/armeabi-v7a/libgolf-swing.so

– ARM 32 bit: lib/armeabi-v7a/libsr.so

– ARM 32 bit: lib/armeabi-v7a/libuptsmaddon.so

– x86 32bit: lib/x86/libBaiduMapSDK_base_v4_1_
1.so

– x86 32bit: lib/x86/libBaiduMapSDK_map_v4_1_
1.so
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– x86 32bit: lib/x86/libBaiduMapSDK_search_v4_
1_1.so

– x86 32bit: lib/x86/libBaiduMapSDK_util_v4_1_
1.so

– x86 32bit: lib/x86/libbdpush_V2_7.so

– x86 32bit: lib/x86/libcsiipowerenter.so

– x86 32bit: lib/x86/libgolf-swing.so

– x86 32bit: lib/x86/libsr.so

– x86 32bit: lib/x86/libuptsmaddon.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:04:39.076

3.10 Kalorienzähler - MyFitnessPal (Android)

3.10.1 Tests

The following Table 3.11 summarizes the results of the Android app
Kalorienzähler - MyFitnessPal with version 6.33.1.

Table 3.11:
Overview of
summarized test
results for
»Kalorienzähler -
MyFitnessPal«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 94 entries, see details.
Communication with country: 8 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: play.google.com,
twitter.com
Custom SSL/TLS trust manager implemented? Yes.
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Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5PADDING", "AES/
CBC/PKCS5Padding", "AES/CBC/PKCS7Padding", "AES/
CTR/NoPadding", "RSA/NONE/NoPadding"
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Application needs system/signature permissions? Yes.
Userdefined permission usage: com.samsung.WATCH_APP_TYPE.
Companion, com.samsung.accessory.permission.
ACCESSORY_FRAMEWORK, com.google.android.c2dm.
permission.RECEIVE, com.android.vending.BILLING,
com.myfitnesspal.android.permission.C2D_
MESSAGE
Overprivileged permissions: 7 entries, see details.
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.
Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Device administration policy entries: None.
Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: 8 entries, see details.
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? Yes.
Permissions checked dynamically? Yes.
Sensor usage: Camera, WIFI-Based Location, GPS
Location, Acceleration/Light
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Runtime Security

Social libraries used? Yes.
Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), loadLibrary(...)
Allow app debugging Flag? No.
Allow autoexecute after Phone Reboot? Yes.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.

3.10.2 Details

The following sections describe details about the test results of
Kalorienzähler - MyFitnessPal with version 6.33.1.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– Advertisement/Tracking: App uses more than 5 advertisement and
tracking providers.

– App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

• Reasons for category violations of default policy:

Fraunhofer SIT
Appicaptor Report

111



3 Results For internal use only!

– Detected risks are not compliant to security policy requirements for
organizer apps.

– Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://code.google.com/p/android/issues/
detail?id=10789

– http://platform-cdn.sharethrough.com/
privacy-policy.html?opt_out_url=%7BOPT_OUT_
URL%7D&opt_out_text=%7BOPT_OUT_TEXT%7D

– http://play.google.com/store/apps/details?
id=com.facebook.orca

– http://twitter.com/home?status=

– https://facebook.com/device?user_code=%1$s&
qr=1

– https://m.google.com/app/plus/x/?v=compose&
content=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=com.myfitnesspal.android

– https://pubads.g.doubleclick.net/gampad/
ads?sz=640x480&iu=/17729925/UACF_M/MFP/
Video&impl=s&gdfp_req=1&env=vp&output=vast&
unviewed_position_start=1&url=[referrer_
url]&description_url=[description_url]
&correlator=[timestamp]&ad_rule=1&cmsid=
2458840&cust_params=vid=

– https://sdkm.w.inmobi.com/metrics/e.asm?v=1&

– https://twitter.com/#!/search?q=%23

– https://twitter.com/#!/search?q=%24

– https://twitter.com/intent/tweet?text=%s&
url=%s
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– https://www.facebook.com/dialog/feed?app_id=
181821551957328&link=

– https://www.underarmour.com/en-us/best-
sellers/mens/g/3926z?cid=MMF.REF.MFPal.App.
Nav.mens.

– https://www.underarmour.com/en-us/best-
sellers/womens/g/3c26z?cid=MMF.REF.MFPal.
App.Nav.womens.

– https://www.underarmour.com/en-us/ua-scale-
ships-10-25-2016/pid1303998-001?cid=MMF%
7CREF%7CMFPal%7CApp%7CHealthbox%7Cscale%
7Cadd_weight

– https://www.underarmour.com/en-us/ua-scale-
ships-10-25-2016/pid1303998-001?cid=MMF%
7CREF%7CMFPal%7CApp%7CHealthbox%7Cscale%
7Cinterstitial

– https://www.underarmour.com/en-us/ua-scale-
ships-10-25-2016/pid1303998-001?cid=MMF%
7CREF%7CMFPal%7CApp%7CHealthbox%7Cscale%
7Cprogress_entry

– https://www.underarmour.com/top-gear-picks/
mfp/mens?cid=MMF.REF.MFPal.App.mens.atf

– https://www.underarmour.com/top-gear-picks/
mfp/womens?cid=MMF.REF.MFPal.Site.womens

– market://details?id=

– market://details?id=%s

– market://details?id=com.facebook.orca

– market://details?id=com.google.ads.
interactivemedia.v3

– market://details?id=com.google.android.gms.
ads

– market://details?id=com.myfitnesspal.android

– market://details?id=com.samsung.accessory

– market://details?id=com.samsung.android.app.
watchmanager

– market://details?id=com.sec.android.app.
shealth
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– market://search?q=pub:MapMyFitness%2C%20Inc.

– mfp://dispatch/under_armour_account_faq?
withinApp=true

– mfp://myfitnesspal/blog?url=http://blog.
myfitnesspal.com/6-beginners-guides-workout-
inspiration/

– mraid://open?url=

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: .facebook.com,
1y2u3hx8yml32svgcf0087imj.wpengine.
netdna-cdn.com, account.underarmour.com,
amazon-adsystem.amazon.com, amazon-adsystem.com,
analytics.mopub.com, androidconfig.myfitnesspal.
com, api.amplitude.com, api.myfitnesspal.com,
api.twitter.com, asap.sharethrough.com,
b.sharethrough.com, beta-community.myfitnesspal.
com, blog.myfitnesspal.com, blog.myfitnesspal.com.
br, blog.myfitnesspal.de, btlr.sharethrough.com,
cdn.uacf.io, code.google.com, config.inmobi.com,
csi.gstatic.com, dakd0cjsv8wfa.cloudfront.net,
dev-identity.api.ua.com, dev-inbox.api.ua.com,
dev1.myfitnesspal.com, device-activator.api.
ua.com, dock.inmobi.com, e.crashlytics.com,
ec2-174-129-70-91.compute-1.amazonaws.com,
edge.api.brightcove.com, facebook.com, fb.me,
googleads.g.doubleclick.net, graph-video.%s,
graph.%s, graph.%s.facebook.com, graph.facebook.
com, hub.samsungapps.com, i.l.inmobicdn.net,
i.w.inmobi.com, identity.api.ua.com,
imasdk.googleapis.com, inbox.api.ua.com,
integ-device-activator.api.ua.com, integ-
identity.api.ua.com, integ-mobilesync.api.ua.com,
integ.myfitnesspal.com, m.google.com,
media.api.ua.com, metrics.brightcove.com,
mobile-static.adsafeprotected.com,
mobilesync.api.ua.com, mrp.rubiconproject.com,
myfitnesspal.com, myfitnesspal.desk.com,
myfitnesspal.staging.wpengine.com, myfitnesspal.
vanillaforums.com, onlineabsn.marian.edu,
pagead2.googlesyndication.com, platform-cdn.
sharethrough.com, play.google.com, plus.google.com,
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preprod.myfitnesspal.com, pubads.g.doubleclick.
net, qa.myfitnesspal.com, sdkm.w.inmobi.com,
sdktm.w.inmobi.com, settings.crashlytics.com,
ssl.google-analytics.com, support.google.com,
sync.myfitnesspal.com, syndication.twitter.com,
twitter.com, upload.twitter.com, vjs.zencdn.net,
wvlic.brightcove.com, www.%s.facebook.com,
www.beta-community.myfitnesspal.com,
www.dom.com, www.dummy.com, www.facebook.com,
www.google-analytics.com, www.google.com,
www.googleapis.com, www.googletagmanager.com,
www.inmobi.com, www.instagram.com, www.jrtstudio.
com, www.mopub.com, www.myfitnesspal.com,
www.pinterest.com, www.underarmour.com,
www.youtube.com, z.moatads.com

• App communicates with servers in 8 countries.

• Communication with country: Netherlands, Singapore, United
States, Ireland, United Kingdom, Australia, Germany,
unknown

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://asap.sharethrough.com/v2

– http://b.sharethrough.com/butler
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– http://blog.myfitnesspal.com/category/
inspiration/

– http://blog.myfitnesspal.com/category/
nutrition/

– http://blog.myfitnesspal.com/video/

– http://blog.myfitnesspal.de/category/
bewegen/

– http://blog.myfitnesspal.de/category/essen/

– http://blog.myfitnesspal.de/category/leben/

– http://btlr.sharethrough.com/v4

– http://code.google.com/p/android/issues/
detail?id=10789

– http://dock.inmobi.com/carb/v1/i

– http://dock.inmobi.com/carb/v1/o

– http://ec2-174-129-70-91.compute-1.
amazonaws.com:8080/eventserver/save/event

– http://ec2-174-129-70-91.compute-1.
amazonaws.com:8080/eventserver/save/snapshot

– http://media.api.ua.com/ua-media/image/
upload/

– http://myfitnesspal.desk.com/customer/
portal/articles/1375583-a-message-about-
myfitnesspal-s-updated-nutrition-goals

– http://myfitnesspal.desk.com/customer/
portal/articles/1859089

– http://myfitnesspal.desk.com/customer/
portal/articles/1940192

– http://myfitnesspal.desk.com/customer/
portal/articles/2292940-join-the-beta-
program

– http://myfitnesspal.desk.com/customer/
portal/articles/2790188-nutrient-filters-
for-meals

– http://myfitnesspal.desk.com/customer/
portal/articles/430802-is-my-account-
private-
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– http://myfitnesspal.desk.com/customer/
portal/emails/new

– http://platform-cdn.sharethrough.com/
privacy-policy.html?opt_out_url=%7BOPT_OUT_
URL%7D&opt_out_text=%7BOPT_OUT_TEXT%7D

– http://play.google.com/store/apps/

– http://twitter.com/home?status=

– http://www.dom.com/path?

– http://www.google.com/search

– http://www.inmobi.com/products/sdk/
#downloads

– http://www.myfitnesspal.com/account/change_
username

– http://www.myfitnesspal.com/dispatch/mobile/
challenges

– http://www.myfitnesspal.com/password_reset

– http://www.myfitnesspal.com/reports/weekly-
digest

– http://www.myfitnesspal.com/securitycenter/
emailhelp

– http://www.myfitnesspal.com/vanilla/index

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://code.google.com/p/android/issues/
detail?id=10789

– http://platform-cdn.sharethrough.com/
privacy-policy.html?opt_out_url=%7BOPT_OUT_
URL%7D&opt_out_text=%7BOPT_OUT_TEXT%7D

– http://play.google.com/store/apps/details?
id=com.facebook.orca

– http://twitter.com/home?status=

Data security

• Usage of RSA was identified. RSA without padding is considered weak.

• The application requires the following permissions from the protection-
level: NORMAL
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– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– FLASHLIGHT (Allows access to the flashlight.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– CHANGE_NETWORK_STATE (Allows applications to change network
connectivity state.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– VIBRATE (Allows access to the vibrator.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– READ_CONTACTS (Allows an application to read the user’s contacts
data.)

– BLUETOOTH_ADMIN (Allows applications to discover and pair blue-
tooth devices.)

– INTERNET (Allows applications to open network sockets.)
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– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– ACCESS_COARSE_LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– BLUETOOTH (Allows applications to connect to paired Bluetooth
devices.)

– CHANGE_WIFI_STATE (Allows applications to change Wi-Fi connec-
tivity state.)

– USE_CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

• The application requires the following permissions from the protection-
level: SYSTEM or SIGNATURE

– MANAGE_DOCUMENTS (Allows an application to manage access to
documents, usually as part of a document picker.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Overprivileged permissions: READ_CONTACTS, FLASHLIGHT,
BLUETOOTH_ADMIN, MANAGE_DOCUMENTS, RECEIVE_BOOT_
COMPLETED, CHANGE_NETWORK_STATE, READ_EXTERNAL_
STORAGE

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.
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• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware,
build display, build fingerprint, build brand,
Wifi-MAC address, country code + mobile network
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code for SIM provider, MMC (Mobile Country Code),
unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• Advertisment-/tracking frameworks found: Amazon Ad System,
Amplitude, Crashlytics, Doubleclick, Moat Analytics,
Rubicon Project, inMobi ADs, mopub

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.myfitnesspal.feature.meals.ui.activity.
MealCollectionsActivity

– com.myfitnesspal.feature.home.ui.activity.
PrototypeHomeActivity

– com.myfitnesspal.feature.recipes.ui.
activity.RecipesAndFoods

– com.myfitnesspal.feature.recipes.ui.
activity.RecipeImporterShareProxy

– com.myfitnesspal.feature.barcode.ui.
activity.BarcodeScannerActivity

– com.myfitnesspal.feature.diary.ui.activity.
Diary

– com.myfitnesspal.shared.ui.activity.impl.
deeplink.DeepLinkRouterActivity

– com.facebook.CustomTabActivity

– com.myfitnesspal.feature.registration.ui.
activity.OAuthActivity

– com.myfitnesspal.feature.home.ui.activity.
HomeActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• App requests permission READ_CONTACTS to access the phones address
book.
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• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.WAKE_LOCK

– android.permission.INTERNET

• Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

• The application uses the following social libraries:

– facebook-android-sdk_4.12.0

• The application uses the following developement libraries:

– library-1.2.3-SNAPSHOT

– okhttp_3.6.0

– amazon-ads-5.6.20

– commons-io-1.4

– core-2.3.0

– picasso-2.5.1

– gson-2.3.1

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

• The app is signed using the new enhanced APK Signature Scheme v2.
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• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– ARMv8 64 bit: lib/arm64-v8a/
libVSBarcodeReader.so

– ARMv8 64 bit: lib/arm64-v8a/
libshinobicharts-android.so

– ARM 32 bit: lib/armeabi-v7a/
libVSBarcodeReader.so

– ARM 32 bit: lib/armeabi-v7a/
libshinobicharts-android.so

– ARM 32 bit: lib/armeabi/libVSBarcodeReader.
so

– ARM 32 bit: lib/armeabi/libshinobicharts-
android.so

– MIPS I: lib/mips/libshinobicharts-android.so

– MIPS I: lib/mips64/libshinobicharts-android.
so

– x86 32bit: lib/x86/libVSBarcodeReader.so

– x86 32bit: lib/x86/libshinobicharts-android.
so

– x86 64bit: lib/x86_64/libVSBarcodeReader.so

– x86 64bit: lib/x86_64/libshinobicharts-
android.so

Test Performance

• Execution time of all tests: 0:04:08.482

3.11 komoot . Fahrrad & Wander Navi (Android)

3.11.1 Tests

The following Table 3.12 summarizes the results of the Android app komoot .
Fahrrad & Wander Navi with version 9.6.7.
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Table 3.12:
Overview of
summarized test
results for
»komoot . Fahrrad
& Wander Navi«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 43 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: www.komoot.de
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5PADDING", "AES/
CTR/NoPadding"
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: de.komoot.android.
permission.NAVIGATION, com.android.vending.
BILLING, de.komoot.android.permission.C2D_
MESSAGE, com.google.android.c2dm.permission.
RECEIVE, de.komoot.android.permission.KMT_BLE_
CONNECT
Overprivileged permissions: RECEIVE_BOOT_COMPLETED, READ_
EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.
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Privacy

Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Device administration policy entries: None.
Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Adjust, Crashlytics
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: WIFI-Based Location, GPS Location,
Microphone (inactive), Acceleration/Light

Runtime Security

Social libraries used? Yes.
Development libraries used? Yes.
Scheduled Alarm Manager registered? Yes.
Alarm repeating types: ELAPSED_REALTIME_WAKEUP
Alarm intervals dynamically? No.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), load(...), loadLibrary(...)
Allow app debugging Flag? No.
Allow autoexecute after Phone Reboot? Yes.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
App uses insecure signature key? Yes.
Contains native libraries: Yes.

3.11.2 Details

The following sections describe details about the test results of komoot .
Fahrrad & Wander Navi with version 9.6.7.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category security risks:
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– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://www.komoot.de/?utm_campaign=

– https://a.tiles.mapbox.com/v4/%s.json?
access_token=%s&secure=1

– https://api.komoot.de/v006/users/user.
id/user_highlights/?fields=highlighters,
recommenders,images,ratingCounter,start_
point,end_point,mid_point&usersetting.
creator.username=user.id

– https://d242ugyw9txpg7.cloudfront.net/v006/
user_highlights/images/243101?width=2048&
height=1024

– https://graph.facebook.com/%s/picture?width=
2048&height=2048

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://static.komoot.de/nps/index.html?
client=android&username=%1$s&hl=%2$s

– https://www.komoot.com/community/contribute/
?region=%1$s&sport=%2$s

– https://www.komoot.com/highlight/%1$s?ref=
ahd

– https://www.komoot.com/imprint/?popup=true

– https://www.komoot.com/pioneers/faq?popup=
true

– https://www.komoot.com/plan/tour/%1$s?ref=a%
2$s

– https://www.komoot.com/privacy/?popup=true

– https://www.komoot.com/smarttour/%1$s?ref=a%
2$s
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– https://www.komoot.com/terms-of-service/
?popup=true

– https://www.komoot.com/tour/r%1$s?ref=a%2$s

– https://www.komoot.com/tour/t%1$s?ref=a%2$s

– https://www.komoot.com/user/%1$s?ref=a%2$s

– https://www.komoot.de/community/contribute/
?region=%1$s&sport=%2$s

– https://www.komoot.de/highlight/%1$s?ref=ahd

– https://www.komoot.de/imprint/?popup=true

– https://www.komoot.de/pioneers/faq?popup=
true

– https://www.komoot.de/plan/tour/%1$s?ref=a%
2$s

– https://www.komoot.de/privacy/?popup=true

– https://www.komoot.de/smarttour/%1$s?ref=a%
2$s

– https://www.komoot.de/terms-of-service/
?popup=true

– https://www.komoot.de/tour/r%1$s?ref=a%2$s

– https://www.komoot.de/tour/t%1$s?ref=a%2$s

– https://www.komoot.de/user/%1$s?ref=a%2$s

– https://www.komoot.de/webapi/v006/auth/app?
redirect=%2Factions%2Fgarmin_connect

– market://details?id=

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: %s.wikipedia.org, .facebook.
com, a.tile.komoot.de, a.tiles.mapbox.com, api.
instabug.com, api.komoot.de, app-measurement.
com, app.adjust.com, code.google.com, commons.
wikimedia.org, d242ugyw9txpg7.cloudfront.net,
developers.facebook.com, e.crashlytics.com,
facebook.com, github.com, graph-video.%s, graph.%s,
graph.facebook.com, greendao-orm.com, help.komoot.
de, iharder.sourceforge.net, img.youtube.com, log-
api.komoot.de, maps-api.komoot.de, maps.google.com,
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pagead2.googlesyndication.com, plus.google.com,
routing-api.komoot.de, s3-eu-west-1.amazonaws.
com, settings.crashlytics.com, ssl.google-
analytics.com, static.komoot.de, support.komoot.de,
touringlog-api.komoot.de, tracking.komoot.de,
vimeo.com, www.google-analytics.com, www.google.
com, www.googleapis.com, www.googletagmanager.com,
www.komoot.com, www.komoot.de, www.vividsolutions.
com

• App communicates with servers in 6 countries.

• Communication with country: Canada, Netherlands, United
States, Ireland, Germany, unknown

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://%s.wikipedia.org/wiki/File:

– http://code.google.com/p/async-json-library/
&#10.GNU GPL v3

– http://commons.wikimedia.org/wiki/File:

– http://help.komoot.de/forums/213895-ideas

– http://iharder.sourceforge.net/current/java/
base64/

– http://maps.google.com/maps
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– http://support.komoot.de/forums/164264-ideen

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://www.komoot.de/?utm_campaign=

Data security

• The application requires the following permissions from the protection-
level: NORMAL

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– VIBRATE (Allows access to the vibrator.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– INTERNET (Allows applications to open network sockets.)
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– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

– ACCESS_COARSE_LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.
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• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build display, build
fingerprint, build brand, Wifi-MAC address, unique
Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– de.komoot.android.app.HighlightsListActivity

– de.komoot.android.app.TourSaveTestActivity

– de.komoot.android.app.
OnboardingHelloV2Activity

– de.komoot.android.app.
TourInformationActivity

– de.komoot.android.app.IntentFilterActivity

– de.komoot.android.app.
UserHighlightInformationActivity

– de.komoot.android.app.
UserInformationActivity

– de.komoot.android.app.DataUsageActivity

– de.komoot.android.app.
OnboardingPresentV2Activity

– com.instabug.library.ui.promptoptions.
PromptOptionsActivity

– de.komoot.android.app.RegionSearchActivity
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– de.komoot.android.app.
RouteInformationActivity

– de.komoot.android.app.EditTourActivity

– de.komoot.android.app.SaveHighlightActivity

– de.komoot.android.app.MapActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.WAKE_LOCK

– android.permission.INTERNET

– android.permission.WAKE_LOCK

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for microphone usage, but the appli-
cation contains specific API calls accessing the microphone. Missing per-
missions despite of API calls could be an indication for missconfiguration
or plugin/library code which is not used. For more detailed information
application has to be reviewed manually.

Runtime Security

• The application uses the following social libraries:

– facebook-android-sdk_4.12.0

• The application uses the following developement libraries:

– okhttp_3.6.0

– library-2.2.2

– greendao-1.3.4

– disklrucache-2.0.0

– eventbus-2.3.0
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– picasso-2.5.1

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– de.komoot.android.recording.
TourUploadService

• The scheduled task gets repeated in the following intervals:

– 15 minutes

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a bit-length of less than 1024 bits
(1020 bits).

• Loadable libraries found:

– ARMv8 64 bit: lib/arm64-v8a/librealm-jni.so

– ARM 32 bit: lib/armeabi-v7a/librealm-jni.so

– MIPS I: lib/mips/librealm-jni.so

– x86 32bit: lib/x86/librealm-jni.so

– x86 64bit: lib/x86_64/librealm-jni.so
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Test Performance

• Execution time of all tests: 0:01:58.411

3.12 Lifesum: Diät Planer, Nährwerte & Kalorienzähler (Android)

3.12.1 Tests

The following Table 3.13 summarizes the results of the Android app
Lifesum: Diät Planer, Nährwerte & Kalorienzähler with
version 6.0.9.

Table 3.13:
Overview of
summarized test
results for
»Lifesum: Diät
Planer, Nährwerte
& Kalorienzähler«

App risks for enterprise usage

Implementation flaws? No.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 42 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Data security

Cryptographic keys found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: 6 entries, see details.
Overprivileged permissions: READ_CONTACTS, GET_ACCOUNTS,
RECEIVE_BOOT_COMPLETED, BLUETOOTH, READ_EXTERNAL_
STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.
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Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Obfuscation framework used: Kobil Trusted App
Device administration policy entries: None.
Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Adjust, Branch
Metrics, Crashlytics, Doubleclick
App provides public accessible activities? No.
Backup of app is allowed? Yes.
Log Statement Enabled? Yes.
Permission to access address book? Yes.
Permissions checked dynamically? Yes.
Sensor usage: Camera, Location (inactive)

Runtime Security

Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: com.
sillens.shapeupclub.localnotification.
RescheduleNotificationReceiver

3.12.2 Details

The following sections describe details about the test results of Lifesum:
Diät Planer, Nährwerte & Kalorienzähler with version 6.0.9.

App risks for enterprise usage

• Reasons for category security risks:
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– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

Blacklisted by policy

• Reasons for category violations of default policy:

– Detected risks are not compliant to security policy requirements for
organizer apps.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– https://oauth.vk.com/authorize?client_id=%s&
scope=%s&redirect_uri=%s&display=mobile&v=
%s&response_type=token&revoke=%d

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://www.carestore.com/lifesum-tester/
anlag-for-overvikt-test-life?utm_source=
Lifesum&utm_medium=klick&utm_campaign=appen

– https://www.carestore.com/lifesum-tester/
muskelegenskaper?utm_source=Lifesum&utm_
medium=klick&utm_campaign=appen

– market://details?id=com.google.android.gms.
ads

– market://details?id=com.sec.android.app.
shealth

– market://details?id=com.sillens.shapeupclub

– shapeupclub://deeplink?action_id=weight_
popup

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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• Communication endpoints: .facebook.com, accounts.
google.com, api-project-744929802849.firebaseio.
com, api.branch.io, api.lifesum.com, api.test1.
playground.lifesum.com, api.test2.playground.
lifesum.com, api.test3.playground.lifesum.com,
api.test4.playground.lifesum.com, api.test5.
playground.lifesum.com, app-measurement.com, app.
adjust.com, beacon-staging.lifesum.com, beacon.
lifesum.com, bit.ly, blog.lifesum.com, bnc.lt, cdn.
lifesum.com, csi.gstatic.com, e.crashlytics.com,
facebook.com, fb.me, googleads.g.doubleclick.net,
graph-video.%s, graph.%s, hub.samsungapps.com,
imasdk.googleapis.com, lifesum.com, oauth.vk.com,
pagead2.googlesyndication.com, plus.google.com,
prod-eu-west-1.social.lifesum.com, s3-eu-west-
1.amazonaws.com, settings.crashlytics.com, ssl.
google-analytics.com, support.google.com, vk.com,
www.carestore.com, www.facebook.com, www.google-
analytics.com, www.google.com, www.googleapis.com

• App communicates with servers in 6 countries.

• Communication with country: Sweden, United States, Ireland,
Germany, unknown, Russia

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://bit.ly/1u8OJvZ

– http://bit.ly/1x04hVh

– http://bit.ly/1yEoazw
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Data security

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– "sdk"

• The application requires the following permissions from the protection-
level: NORMAL

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
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properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– BLUETOOTH (Allows applications to connect to paired Bluetooth
devices.)

– INTERNET (Allows applications to open network sockets.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– READ_CONTACTS (Allows an application to read the user’s contacts
data.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Userdefined permission usage: com.sillens.shapeupclub.
permission.C2D_MESSAGE, com.samsung.android.
providers.context.permission.WRITE_USE_APP_
FEATURE_SURVEY, com.samsung.wmanager.ENABLE_
NOTIFICATION, com.android.vending.BILLING,
com.samsung.accessory.permission.ACCESSORY_
FRAMEWORK, com.google.android.c2dm.permission.
RECEIVE

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)
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Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• In general code obfuscation is done automatically by different obfus-
cation frameworks or obfuscation service providers. Detailed informa-
tion to the detected framework Kobil Trusted App can be found under:
http://www.kobil.com/solutions/identity-access-software-security/app-
security/

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build display, build
fingerprint, build brand, MAC address(es), Wifi-
MAC address, country code + mobile network code
for SIM provider, MMC (Mobile Country Code),
unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

– com.sillens.shapeupclub.MainActivity
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• In this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• App requests permission READ_CONTACTS to access the phones address
book.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.INTERNET

– android.permission.INTERNET

– android.permission.WAKE_LOCK

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

• The application uses the following developement libraries:

– ormlite-core-4.49-SNAPSHOT

– joda-time-2.7

– timber-3.0.0

– ormlite-android-4.26

– gson-2.2.4

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods.
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• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– ARM 32 bit: lib/armeabi-v7a/libiconv.so

– ARM 32 bit: lib/armeabi-v7a/libzbarjni.so

– ARM 32 bit: lib/armeabi/libiconv.so

– ARM 32 bit: lib/armeabi/libzbarjni.so

– x86 32bit: lib/x86/libiconv.so

– x86 32bit: lib/x86/libzbarjni.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:01:51.436

3.13 Menstruations-Kalender & Zykluskalender Kostenlos (Android)

3.13.1 Tests

The following Table 3.14 summarizes the results of the Android app
Menstruations-Kalender & Zykluskalender Kostenlos
with version 1.635.175.

Table 3.14:
Overview of
summarized test
results for
»Menstruations-
Kalender &
Zykluskalender
Kostenlos«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? No.
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Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 43 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/CBC/
PKCS5Padding"
Cryptographic keys found? Yes.
Constant initialization vectors found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Overprivileged permissions: READ_EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: application/octet-
stream, application/pc
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): 12 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Facebook SDK, Mobvista
App provides public accessible activities? Yes.
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Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Location (inactive)
Unprotected preference files found? Yes.

Runtime Security

Scheduled Alarm Manager registered? Yes.
Alarm repeating types: RTC_WAKEUP
Alarm intervals dynamically? No.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), loadLibrary(...)
Allow app debugging Flag? No.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: com.popularapp.
periodcalendar.BootReceiver

3.13.2 Details

The following sections describe details about the test results of
Menstruations-Kalender & Zykluskalender Kostenlos
with version 1.635.175.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://period-calendar.com/viewforum.php?f=
43

– http://period-calendar.com/viewforum.php?f=
59

– http://period-calendar.com/viewforum.php?f=7

– http://period-calendar.com/viewforum.php?f=8

– http://period-calendar.com/viewforum.php?f=9

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.popularapp.periodcalendar

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=

– https://play.google.com/store/apps/details?
id=com.google.android.gms

– https://play.google.com/store/apps/details?
id=loseweight.weightloss.workout.fitness&
referrer=utm_source%3DPCW%26utm_medium%
3Dsetting_bottom

– market://details?id=

– market://details?id=%s

– market://details?id=com.package.name
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• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: ad.mail.ru, ad.period-calendar.
com, analytics.rayjump.com, api.mobula.sdk.duapps.
com, de.period-calendar.com, detect.rayjump.com,
dev.period-calendar.com, dev2.period-calendar.
com, e.crashlytics.com, en.period-calendar.com,
es.period-calendar.com, fr.period-calendar.com,
goo.gl, graph.%s.facebook.com, graph.facebook.com,
it.period-calendar.com, jp.period-calendar.com,
kr.period-calendar.com, m.facebook.com, market.
android.com, net.cleverjp.com, net.rayjump.com,
pagead2.googlesyndication.com, period-calendar.
com, play.google.com, plus.google.com, pt.period-
calendar.com, rts.mobula.sdk.duapps.com, ru.
period-calendar.com, scontent.cdninstagram.
com, setting.rayjump.com, settings.crashlytics.
com, ssl.google-analytics.com, target.my.com,
www.%s.facebook.com, www.facebook.com, www.
google-analytics.com, www.googleapis.com, www.
googletagmanager.com, www.period-calendar.com,
youtu.be, zh-cn.period-calendar.com, zh-tw.period-
calendar.com

• App communicates with servers in 6 countries.

• Communication with country: Hong Kong, United States,
Ireland, Japan, Germany, Russia

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

– Lcom/mobi/if/catch.

– Lcom/mobi/if/char.

– Lcom/mobi/if/for.
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– Lcom/mobi/if/long.

– Lcom/mobi/sdk/overload.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://api.mobula.sdk.duapps.com/adunion/
rtb/fetchAd?

– http://api.mobula.sdk.duapps.com/adunion/
rtb/getInmobiAd?

– http://api.mobula.sdk.duapps.com/adunion/
slot/getDlAd?

– http://api.mobula.sdk.duapps.com/adunion/
slot/getSrcPrio?

– http://api.mobula.sdk.duapps.com/adunion/
slot/tdmr?

– http://detect.rayjump.com/mapi/find

– http://detect.rayjump.com/mapi/result

– http://dev.period-calendar.com/error_report.
php

– http://dev2.period-calendar.com/forgot.php

– http://dev2.period-calendar.com/log_mail.php

– http://goo.gl/aIjSG2

– http://m.facebook.com/ads/ad_choices

– http://period-calendar.com/viewforum.php?f=
43

– http://period-calendar.com/viewforum.php?f=
59

– http://period-calendar.com/viewforum.php?f=7

– http://period-calendar.com/viewforum.php?f=8

Fraunhofer SIT
Appicaptor Report

147

http://api.mobula.sdk.duapps.com/adunion/rtb/fetchAd?
http://api.mobula.sdk.duapps.com/adunion/rtb/fetchAd?
http://api.mobula.sdk.duapps.com/adunion/rtb/getInmobiAd?
http://api.mobula.sdk.duapps.com/adunion/rtb/getInmobiAd?
http://api.mobula.sdk.duapps.com/adunion/slot/getDlAd?
http://api.mobula.sdk.duapps.com/adunion/slot/getDlAd?
http://api.mobula.sdk.duapps.com/adunion/slot/getSrcPrio?
http://api.mobula.sdk.duapps.com/adunion/slot/getSrcPrio?
http://api.mobula.sdk.duapps.com/adunion/slot/tdmr?
http://api.mobula.sdk.duapps.com/adunion/slot/tdmr?
http://detect.rayjump.com/mapi/find
http://detect.rayjump.com/mapi/result
http://dev.period-calendar.com/error_report.php
http://dev.period-calendar.com/error_report.php
http://dev2.period-calendar.com/forgot.php
http://dev2.period-calendar.com/log_mail.php
http://goo.gl/aIjSG2
http://m.facebook.com/ads/ad_choices
http://period-calendar.com/viewforum.php?f=43
http://period-calendar.com/viewforum.php?f=43
http://period-calendar.com/viewforum.php?f=59
http://period-calendar.com/viewforum.php?f=59
http://period-calendar.com/viewforum.php?f=7
http://period-calendar.com/viewforum.php?f=8


3 Results For internal use only!

– http://period-calendar.com/viewforum.php?f=9

– http://play.google.com/store/apps/details?
id=

– http://rts.mobula.sdk.duapps.com/orts/rp?

– http://rts.mobula.sdk.duapps.com/orts/rpb?

– http://www.period-calendar.com/pc_help/

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://period-calendar.com/viewforum.php?f=
43

– http://period-calendar.com/viewforum.php?f=
59

– http://period-calendar.com/viewforum.php?f=7

– http://period-calendar.com/viewforum.php?f=8

– http://period-calendar.com/viewforum.php?f=9

– http://play.google.com/store/apps/details?
id=

– http://play.google.com/store/apps/details?
id=com.popularapp.periodcalendar

Data security

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– ""

– "8a1n9d0i3c1y0c2f"

– "8iLUnz1tcbfGwApQcpr2AQ=="

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– ""

– "8a1n9d0i3c1y0c2f"

• The application requires the following permissions from the protection-
level: NORMAL
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– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– VIBRATE (Allows access to the vibrator.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– INTERNET (Allows applications to open network sockets.)

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.
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• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build fingerprint, build brand, IMEI/MEID,
subscriber ID (IMSI), Wifi-MAC address, country
code + mobile network code for SIM provider,
unique Android ID
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• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.mobvista.msdk.shell.MVActivity

– com.popularapp.periodcalendar.MainActivity

– com.dropbox.core.android.AuthActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.GET_ACCOUNTS

– android.permission.ACCESS_NETWORK_STATE

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

• World readable/writable preference files detected which can be read/writ-
ten by other applications.

– WORLD_READABLE

Runtime Security

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– com.popularapp.periodcalendar.notification.f
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• The scheduled task gets repeated in the following intervals:

– 24 hours

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– ARMv8 64 bit: lib/arm64-v8a/libcrashlytics-
envelope.so

– ARMv8 64 bit: lib/arm64-v8a/libcrashlytics.
so

– ARMv8 64 bit: lib/arm64-v8a/libunwind-
crashlytics.so

– ARM 32 bit: lib/armeabi-v7a/libcrashlytics-
envelope.so

– ARM 32 bit: lib/armeabi-v7a/libcrashlytics.
so

– ARM 32 bit: lib/armeabi-v7a/libunwind-
crashlytics.so

– ARM 32 bit: lib/armeabi/libcrashlytics.so

– MIPS I: lib/mips/libcrashlytics-envelope.so

– MIPS I: lib/mips/libcrashlytics.so

– MIPS I: lib/mips/libunwind-crashlytics.so
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– MIPS I: lib/mips64/libcrashlytics-envelope.
so

– MIPS I: lib/mips64/libcrashlytics.so

– MIPS I: lib/mips64/libunwind-crashlytics.so

– x86 32bit: lib/x86/libcrashlytics-envelope.
so

– x86 32bit: lib/x86/libcrashlytics.so

– x86 32bit: lib/x86/libunwind-crashlytics.so

– x86 64bit: lib/x86_64/libcrashlytics-
envelope.so

– x86 64bit: lib/x86_64/libcrashlytics.so

– x86 64bit: lib/x86_64/libunwind-crashlytics.
so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:01:27.874

3.14 Runtastic Laufen, Joggen und Fitness Tracker (Android)

3.14.1 Tests

The following Table 3.15 summarizes the results of the Android app
Runtastic Laufen, Joggen und Fitness Tracker with ver-
sion 8.3.

Table 3.15:
Overview of
summarized test
results for
»Runtastic Laufen,
Joggen und
Fitness Tracker«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 134 entries, see details.

Fraunhofer SIT
Appicaptor Report

153



3 Results For internal use only!

Communication with country: 14 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: api.kaixin001.com,
foursquare.com, tools.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Constant initialization vectors found? Yes.
Key derivation iteration count: 1024
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Application needs system/signature permissions? Yes.
Userdefined permission usage: 23 entries, see details.
Overprivileged permissions: SYSTEM_ALERT_WINDOW, MEDIA_
CONTENT_CONTROL
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: vnd.google.fitness.
activity/running, vnd.google.fitness.session/*,
vnd.google.fitness.activity/biking
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.
Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Obfuscation framework used: Dexguard
Device administration policy entries: None.
Accessed unique identifier(s): 14 entries, see details.
Advertisment-/tracking frameworks found: Adjust, Doubleclick,
HockeyApp, PushWoosh
App provides public accessible activities? Yes.
Backup of app is allowed? No.
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Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: WIFI-Based Location, GPS Location,
Acceleration/Light
Unprotected map queries? Yes.

Runtime Security

Social libraries used? Yes.
Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): 6 entries, see details.
Allow app debugging Flag? No.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: .util.
BootCompletedReceiver, com.pushwoosh.
BootReceiver

3.14.2 Details

The following sections describe details about the test results of Runtastic
Laufen, Joggen und Fitness Tracker with version 8.3.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

– App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Blacklisted by policy

• Reasons for category violations of default policy:

– Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://%s/%s.bundle?platform=android&dev=%s&
hot=%s&minify=%s

– http://api.kaixin001.com/oauth/authorize?
oauth_token=%s

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– http://api.mendeley.com/oauth/authorize?
oauth_token=%s

– http://api.t.163.com/oauth/authenticate?
oauth_token=%s

– http://api.t.163.com/oauth/authorize?oauth_
token=%s

– http://api.t.sina.com.cn/oauth/authorize?
oauth_token=%s

– http://api.t.sohu.com/oauth/authorize?oauth_
token=%s

– http://digg.com/oauth/authorize?oauth_token=
%s
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– http://foursquare.com/oauth/authorize?oauth_
token=%s

– http://getglue.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/authorize?oauth_
token=%s

– http://maps.google.com/maps?q=

– http://tools.google.com/dlpage/gaoptout?hl=
de

– http://vimeo.com/oauth/authorize?oauth_
token=%s

– http://www.flickr.com/services/oauth/
authorize?oauth_token=

– http://www.freelancer.com/users/api-token/
auth.php?oauth_token=%s

– http://www.meetup.com/authenticate?oauth_
token=%s

– http://www.plurk.com/OAuth/authorize?oauth_
token=%s

– http://www.plurk.com/m/authorize?oauth_
token=%s

– http://www.sandbox.freelancer.com/users/api-
token/auth.php?oauth_token=%s

– http://www.youtube.com/playlist?list=

– http://www.youtube.com/watch?v=

– https://api.500px.com/v1/oauth/authorize?
oauth_token=%s

– https://api.imgur.com/oauth/authorize?oauth_
token=%s

– https://api.kaixin001.com/oauth2/access_
token?grant_type=authorization_code

– https://api.linkedin.com/uas/oauth/
authenticate?oauth_token=%s

– https://api.linkedin.com/uas/oauth/
requestToken?scope=
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– https://api.login.yahoo.com/oauth/v2/
request_auth?oauth_token=%s

– https://api.netprospex.com/1.0/oauth/
authorize?oauth_token=%s

– https://api.skyrock.com/v2/oauth/authorize?
oauth_token=%s

– https://api.twitter.com/oauth/authenticate?
oauth_token=%s

– https://api.twitter.com/oauth/authorize?
oauth_token=%s

– https://api.weibo.com/oauth2/access_token?
grant_type=authorization_code

– https://api.weibo.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– https://api.weibo.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– https://api.xing.com/v1/authorize?oauth_
token=%s

– https://auth.aweber.com/1.0/oauth/authorize?
oauth_token=%s

– https://dcfymmc41ywy1.cloudfront.net/shop/
bike?utm_source=%7Bapp_branch%7D.%7Bapp_
feature_set%7D&utm_medium=android&utm_
campaign=shop.runscs1&utm_content=settings_
speed_and_cadence

– https://facebook.com/device?user_code=%1$s&
qr=1

– https://foursquare.com/oauth2/access_token?
grant_type=authorization_code

– https://foursquare.com/oauth2/authenticate?
client_id=%s&response_type=code&redirect_
uri=%s

– https://graph.facebook.com/%s/picture?width=
800&height=800
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– https://graph.renren.com/oauth/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– https://graph.renren.com/oauth/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– https://graph.renren.com/oauth/token?grant_
type=authorization_code

– https://id.sapo.pt/oauth/authorize?oauth_
token=%s

– https://login.live.com/oauth20_authorize.
srf?client_id=%s&redirect_uri=%s&response_
type=code

– https://login.live.com/oauth20_authorize.
srf?client_id=%s&redirect_uri=%s&response_
type=code&scope=%s

– https://login.live.com/oauth20_token.srf?
grant_type=authorization_code

– https://maps.googleapis.com/maps/api/
geocode/json?sensor=true&latlng=%s,%s

– https://oauth.constantcontact.com/ws/oauth/
confirm_access?oauth_token=%s

– https://oauth.vk.com/authorize?client_id=%s&
redirect_uri=%s&response_type=code

– https://oauth2.constantcontact.com/oauth2/
oauth/siteowner/authorize?client_id=%s&
response_type=code&redirect_uri=%s

– https://oauth2.constantcontact.com/oauth2/
oauth/token?grant_type=authorization_code

– https://one.ubuntu.com/oauth/authorize/
?oauth_token=%s

– https://open.t.qq.com/cgi-bin/authorize?
oauth_token=%s

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=%s
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https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps
https://play.google.com/store/apps/details?id=%s
https://play.google.com/store/apps/details?id=%s


3 Results For internal use only!

– https://play.google.com/store/apps/details?
id=com.google.android.gms

– https://play.google.com/store/apps/details?
id=com.myfitnesspal.android&referrer=%s

– https://play.google.com/store/apps/dev?id=
8438666261259599516

– https://playmusic.app.goo.gl/?ibi=com.
google.PlayMusic&isi=691797987&ius=
googleplaymusic&ad=1&link=http%3A%2F%
2Fplay.google.com%2Fmusic%2Flisten%
3Fsignup%3D1%26coupontype%3Dvanity%26coupon%
3DRUNTASTIC2M%26utm_source%3Druntastic%
26utm_medium%3Drowinapp%26utm_content%
3Doffer%26utm_campaign%3DRuntastic2M%
26PAffiliateID%3D1100lrF7%26PCamRefID%
3Drowapp

– https://playmusic.app.goo.gl/?ibi=com.
google.PlayMusic&isi=691797987&ius=
googleplaymusic&ad=1&link=http%3A%2F%
2Fplay.google.com%2Fmusic%2Flisten%
3Fsignup%3D1%26coupontype%3Dvanity%26coupon%
3DRUNTASTICJP2M%26utm_source%3Druntastic%
26utm_medium%3Djpinapp%26utm_content%
3Doffer%26utm_campaign%3DRuntasticJP2M%
26PAffiliateID%3D1100lrF7%26PCamRefID%
3Djpapp

– https://rbt.runtastic.com/v1/referral/?key=
c7140144f14e3ecec56c6dd57e7d458f&target=
runtastic&target_link=https%3A%2F%2Fmobile.
twitter.com%2FRuntastic&utm_source=results.
lite&utm_medium=android&utm_campaign=apps_
built_in_links&utm_content=twitter

– https://rbt.runtastic.com/v1/referral/
?key=c7140144f14e3ecec56c6dd57e7d458f&
target=runtastic&target_link=https%3A%
2F%2Fplus.google.com%2F%2Bruntastic&utm_
source=results.lite&utm_medium=android&utm_
campaign=apps_built_in_links&utm_content=
google_plus

– https://secure.viadeo.com/oauth-provider/
access_token2?grant_type=authorization_code
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For internal use only! 3 Results

– https://secure.viadeo.com/oauth-provider/
authorize2?client_id=%s&redirect_uri=%s&
response_type=code

– https://secure.viadeo.com/oauth-provider/
authorize2?client_id=%s&redirect_uri=%s&
response_type=code&scope=%s

– https://service.smt.docomo.ne.jp/r4d/web/
auth/ugaccept.html?response_type=code&
client_id=%s&redirect_uri=%s&scope=%s

– https://support.google.com/dfp_premium/
answer/2839090?hl=de

– https://support.google.com/dfp_premium/
answer/2839090?hl=de.

– https://support.google.com/dfp_premium/
answer/2839090?hl=en

– https://support.google.com/dfp_premium/
answer/2839090?hl=en.

– https://support.google.com/googleplay/
answer/2476088?co=GENIE.Platform%3DAndroid&
oco=1

– https://tinyurl.com/api-create.php?url=

– https://tools.google.com/dlpage/gaoptout?hl=
en

– https://tools.google.com/dlpage/gaoptout?hl=
en.

– https://trello.com/1/OAuthAuthorizeToken?
oauth_token=%s

– https://www.amazon.com/gp/mas/dl/android?p=
%s

– https://www.amazon.com/gp/mas/dl/android?p=
com.runtastic.android.mountainbike.pro

– https://www.amazon.com/gp/mas/dl/android?p=
com.runtastic.android.pro2

– https://www.amazon.com/gp/mas/dl/android?p=
com.runtastic.android.roadbike.pro

– https://www.dropbox.com/1/oauth/authorize?
oauth_token=
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https://support.google.com/dfp_premium/answer/2839090?hl=en.
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https://support.google.com/googleplay/answer/2476088?co=GENIE.Platform%3DAndroid&oco=1
https://support.google.com/googleplay/answer/2476088?co=GENIE.Platform%3DAndroid&oco=1
https://support.google.com/googleplay/answer/2476088?co=GENIE.Platform%3DAndroid&oco=1
https://tinyurl.com/api-create.php?url=
https://tools.google.com/dlpage/gaoptout?hl=en
https://tools.google.com/dlpage/gaoptout?hl=en
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https://tools.google.com/dlpage/gaoptout?hl=en.
https://trello.com/1/OAuthAuthorizeToken?oauth_token=%s
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3 Results For internal use only!

– https://www.facebook.com/dialog/oauth?
client_id=%s&redirect_uri=%s

– https://www.facebook.com/dialog/oauth?
client_id=%s&redirect_uri=%s&scope=%s

– https://www.google.com/accounts/
OAuthAuthorizeToken?oauth_token=%s

– https://www.lovefilm.com/activate?oauth_
token=%s

– https://www.runtastic.com/music?utm_source=
runtastic_%7Bapp_feature_set%7D&utm_medium=
android&utm_campaign=music_mix&utm_content=
settings

– https://www.tumblr.com/oauth/authorize?
oauth_token=%s

– https://www.whatsapp.com/legal/?I=en#
privacy-policy

– https://www.yammer.com/oauth/authorize?
oauth_token=%s

– https://%7Bbase_url%7D/apps/%7Bplatform%
7D/%7Btarget_app_branch%7D/%7Btarget_
app_feature_set%7D?utm_source=%7Bapp_
branch%7D.%7Bapp_feature_set%7D&utm_medium=
%7Bplatform%7D&utm_campaign=%7Bcampaign%7D&
utm_content=%7Bcontent%7D

– market://details?id=

– market://details?id=%s

– market://details?id=com.google.android.gms

– market://details?id=com.google.android.gms.
ads

– market://details?id=com.myfitnesspal.
android&referrer=%s

– market://details?id=com.runtastic.android.
mountainbike.pro

– market://details?id=com.runtastic.android.
music

– market://details?id=com.runtastic.android.
pro2
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market://details?id=%s
market://details?id=com.google.android.gms
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
market://details?id=com.myfitnesspal.android&referrer=%s
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market://details?id=com.runtastic.android.mountainbike.pro
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market://details?id=com.runtastic.android.music
market://details?id=com.runtastic.android.pro2
market://details?id=com.runtastic.android.pro2


For internal use only! 3 Results

– market://details?id=com.runtastic.android.
roadbike.pro

– market://dev?id=8438666261259599516

– ws://%s/debugger-proxy?role=client

– ws://%s/message?role=shell

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: %s.api.pushwoosh.com,
.facebook.com, accounts.google.com, api.500px.com,
api.adorable.io, api.dropbox.com, api.freelancer.
com, api.getglue.com, api.imgur.com, api.kaixin001.
com, api.linkedin.com, api.login.yahoo.com, api.
meetup.com, api.mendeley.com, api.netprospex.com,
api.sandbox.freelancer.com, api.skyrock.com, api.
smt.docomo.ne.jp, api.t.163.com, api.t.sina.com.cn,
api.t.sohu.com, api.twitter.com, api.vkontakte.ru,
api.weibo.com, api.wunderground.com, api.xing.
com, app-measurement.com, app.adjust.com, app.
yinxiang.com, appws.runtastic.com, auth.aweber.
com, bulk.tile.opencyclemap.org, cp.pushwoosh.
com, creativecommons.org, csi.gstatic.com,
d108myiceau2ee.cloudfront.net, d2fuswvd2kg7pl.
cloudfront.net, d2z0k43lzfi12d.cloudfront.net,
dcfymmc41ywy1.cloudfront.net, dev.twitter.com,
developers.facebook.com, developers.google.com,
digg.com, ems-me-deviceevent.herokuapp.com,
facebook.com, foursquare.com, gate.hockeyapp.
net, getglue.com, github.com, go.pushwoosh.com,
gomiso.com, google.com, googleads.g.doubleclick.
net, graph-video.%s, graph.%s, graph.%s.facebook.
com, graph.facebook.com, graph.renren.com, help.
runtastic.com, hubs.runtastic.com, id.sapo.pt,
imasdk.googleapis.com, login.live.com, lspf-
ap01.apl01.spmode.ne.jp, maps.google.com, maps.
googleapis.com, mozilla.org, nullpointer.wtf,
oauth.constantcontact.com, oauth.vk.com, oauth2.
constantcontact.com, one.ubuntu.com, open.t.qq.com,
openapi.lovefilm.com, opensource.org, pagead2.
googlesyndication.com, people.googleapis.com,
play.google.com, playmusic.app.goo.gl, plus.
google.com, psdev.de, push.eservice.emarsys.
net, randomuser.me, rbt.runtastic.com, relays.
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3 Results For internal use only!

runtastic.com, runtastic.zendesk.com, sandbox.
evernote.com, sdk.hockeyapp.net, secure.viadeo.com,
service.smt.docomo.ne.jp, services.digg.com,
sitestream.twitter.com, ssl.google-analytics.com,
staging-gf.runtastic.com, staging-hubs.runtastic.
com, staging-web.runtastic.com, stream.twitter.com,
support.google.com, tile.opencyclemap.org, tile.
openstreetmap.org, tinyurl.com, tools.google.com,
trello.com, twitter.com, twitter4j.org, upload.
twitter.com, userstream.twitter.com, vimeo.com, www.
%s.facebook.com, www.amazon.com, www.android.com,
www.dropbox.com, www.evernote.com, www.facebook.
com, www.flickr.com, www.freelancer.com, www.
google-analytics.com, www.google.com, www.google.
de, www.googleapis.com, www.googletagmanager.
com, www.gueei.com, www.lovefilm.com, www.meetup.
com, www.myfitnesspal.com, www.nttdocomo.co.jp,
www.plurk.com, www.runtastic.com, www.sandbox.
freelancer.com, www.tumblr.com, www.whatsapp.com,
www.wunderground.com, www.yammer.com, www.youtube.
com

• App communicates with servers in 14 countries.

• Communication with country: Hong Kong, United States,
Japan, United Kingdom, Portugal, unknown, Russia,
Canada, Netherlands, Austria, Ireland, China, France,
Germany

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.
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For internal use only! 3 Results

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://api.kaixin001.com/oauth/access_token

– http://api.kaixin001.com/oauth/authorize?
oauth_token=%s

– http://api.kaixin001.com/oauth/request_token

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– http://api.meetup.com/oauth/access/

– http://api.meetup.com/oauth/request/

– http://api.mendeley.com/oauth/access_token/

– http://api.mendeley.com/oauth/authorize?
oauth_token=%s

– http://api.mendeley.com/oauth/request_token/

– http://api.t.163.com/oauth/access_token

– http://api.t.163.com/oauth/authenticate?
oauth_token=%s

– http://api.t.163.com/oauth/authorize?oauth_
token=%s

– http://api.t.163.com/oauth/request_token

– http://api.t.sina.com.cn/oauth/access_token

– http://api.t.sina.com.cn/oauth/authorize?
oauth_token=%s

– http://api.t.sina.com.cn/oauth/request_token

– http://api.t.sohu.com/oauth/access_token

– http://api.t.sohu.com/oauth/authorize?oauth_
token=%s

– http://api.t.sohu.com/oauth/request_token

– http://developers.facebook.com/docs/plugins/
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http://api.mendeley.com/oauth/access_token/
http://api.mendeley.com/oauth/authorize?oauth_token=%s
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http://api.t.163.com/oauth/access_token
http://api.t.163.com/oauth/authenticate?oauth_token=%s
http://api.t.163.com/oauth/authenticate?oauth_token=%s
http://api.t.163.com/oauth/authorize?oauth_token=%s
http://api.t.163.com/oauth/authorize?oauth_token=%s
http://api.t.163.com/oauth/request_token
http://api.t.sina.com.cn/oauth/access_token
http://api.t.sina.com.cn/oauth/authorize?oauth_token=%s
http://api.t.sina.com.cn/oauth/authorize?oauth_token=%s
http://api.t.sina.com.cn/oauth/request_token
http://api.t.sohu.com/oauth/access_token
http://api.t.sohu.com/oauth/authorize?oauth_token=%s
http://api.t.sohu.com/oauth/authorize?oauth_token=%s
http://api.t.sohu.com/oauth/request_token
http://developers.facebook.com/docs/plugins/


3 Results For internal use only!

– http://digg.com/oauth/authorize?oauth_token=
%s

– http://foursquare.com/oauth/access_token

– http://foursquare.com/oauth/authorize?oauth_
token=%s

– http://foursquare.com/oauth/request_token

– http://getglue.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/access_token

– http://gomiso.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/request_token

– http://maps.google.com/maps?q=

– http://openapi.lovefilm.com/oauth/access_
token

– http://openapi.lovefilm.com/oauth/request_
token

– http://opensource.org/licenses/BSD-2-Clause

– http://opensource.org/licenses/BSD-3-Clause

– http://opensource.org/licenses/MIT

– http://play.google.com/store/apps/

– http://play.google.com/store/apps/details

– http://psdev.de/LicensesDialog

– http://services.digg.com/oauth/

– http://services.digg.com/oauth/access_token

– http://services.digg.com/oauth/request_token

– http://tools.google.com/dlpage/gaoptout?hl=
de

– http://twitter4j.org/en/twitter4j-

– http://vimeo.com/oauth/access_token

– http://vimeo.com/oauth/authorize?oauth_
token=%s

– http://vimeo.com/oauth/request_token
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For internal use only! 3 Results

– http://www.amazon.com/Calorie-Counter-Diet-
Tracker-MyFitnessPal/dp/B004H6WTJI

– http://www.facebook.com/about/privacy/

– http://www.flickr.com/services/oauth/access_
token

– http://www.flickr.com/services/oauth/
authorize?oauth_token=

– http://www.flickr.com/services/oauth/
request_token

– http://www.freelancer.com/users/api-token/
auth.php?oauth_token=%s

– http://www.google.com/ads/preferences

– http://www.google.com/analytics/terms/us.
html

– http://www.google.com/intl/de/policies/
privacy/

– http://www.google.com/intl/en/policies/
privacy/

– http://www.gueei.com/android-binding/

– http://www.meetup.com/authenticate?oauth_
token=%s

– http://www.plurk.com/OAuth/access_token

– http://www.plurk.com/OAuth/authorize?oauth_
token=%s

– http://www.plurk.com/OAuth/request_token

– http://www.plurk.com/m/authorize?oauth_
token=%s

– http://www.runtastic.com/de/agb

– http://www.runtastic.com/en/terms

– http://www.sandbox.freelancer.com/users/api-
token/auth.php

– http://www.sandbox.freelancer.com/users/api-
token/auth.php?oauth_token=%s

– http://www.tumblr.com/oauth/access_token

– http://www.tumblr.com/oauth/request_token
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3 Results For internal use only!

– http://www.youtube.com/playlist?list=

– http://www.youtube.com/user/

– http://www.youtube.com/user/runtasticFitness

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://api.kaixin001.com/oauth/authorize?
oauth_token=%s

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– http://api.mendeley.com/oauth/authorize?
oauth_token=%s

– http://api.t.163.com/oauth/authenticate?
oauth_token=%s

– http://api.t.163.com/oauth/authorize?oauth_
token=%s

– http://api.t.sina.com.cn/oauth/authorize?
oauth_token=%s

– http://api.t.sohu.com/oauth/authorize?oauth_
token=%s

– http://digg.com/oauth/authorize?oauth_token=
%s

– http://foursquare.com/oauth/authorize?oauth_
token=%s

– http://getglue.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/authorize?oauth_
token=%s

– http://maps.google.com/maps?q=

– http://tools.google.com/dlpage/gaoptout?hl=
de

– http://vimeo.com/oauth/authorize?oauth_
token=%s
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– http://www.flickr.com/services/oauth/
authorize?oauth_token=

– http://www.freelancer.com/users/api-token/
auth.php?oauth_token=%s

– http://www.meetup.com/authenticate?oauth_
token=%s

– http://www.plurk.com/OAuth/authorize?oauth_
token=%s

– http://www.plurk.com/m/authorize?oauth_
token=%s

– http://www.sandbox.freelancer.com/users/api-
token/auth.php?oauth_token=%s

– http://www.youtube.com/playlist?list=

Data security

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– 16,74,71,-80,32,101,-47,72,117,-14,0,-29,70,65,-12,74

• Key derivation function used in the app with an amount of 1024 itera-
tions is considered secure.

• The application requires the following permissions from the protection-
level: NORMAL

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– VIBRATE (Allows access to the vibrator.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)
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– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– AUTHENTICATE_ACCOUNTS (Allows an application to act as an
AccountAuthenticator for the AccountManager.)

– ACCESS_COARSE_LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

– GET_TASKS (Allows an application to get information about the
currently or recently running tasks.)

– BLUETOOTH (Allows applications to connect to paired Bluetooth
devices.)

– SYSTEM_ALERT_WINDOW (Allows an application to open win-
dows using the type android.view.WindowManager.LayoutParams
TYPE_SYSTEM_ALERT, shown on top of all other applications. Very
few applications should use this permission. these windows are in-
tended for system-level interaction with the user.)

– USE_CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

– MANAGE_ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

– RECORD_AUDIO (Allows an application to record audio.)

– BLUETOOTH_ADMIN (Allows applications to discover and pair blue-
tooth devices.)
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– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– INTERNET (Allows applications to open network sockets.)

• The application requires the following permissions from the protection-
level: SYSTEM or SIGNATURE

– MEDIA_CONTENT_CONTROL (Allows an application to know what
content is playing and control its playback.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST_BADGE, com.htc.launcher.
permission.READ_SETTINGS, com.runtastic.
android.permission.C2D_MESSAGE, com.android.
vending.CHECK_LICENSE, com.huawei.android.
launcher.permission.WRITE_SETTINGS, com.dsi.ant.
permission.ANT, me.everything.badger.permission.
BADGE_COUNT_READ, com.sec.android.provider.badge.
permission.WRITE, com.sec.android.provider.badge.
permission.READ, com.anddoes.launcher.permission.
UPDATE_COUNT, com.google.android.c2dm.permission.
RECEIVE, com.oppo.launcher.permission.WRITE_
SETTINGS, com.google.android.providers.gsf.
permission.READ_GSERVICES, android.permission.
READ_APP_BADGE, com.huawei.android.launcher.
permission.CHANGE_BADGE, com.android.vending.
BILLING, com.majeur.launcher.permission.UPDATE_
BADGE, com.sonymobile.home.permission.PROVIDER_
INSERT_BADGE, com.htc.launcher.permission.UPDATE_
SHORTCUT, com.huawei.android.launcher.permission.
READ_SETTINGS, me.everything.badger.permission.
BADGE_COUNT_WRITE, com.oppo.launcher.permission.
READ_SETTINGS, com.dsi.ant.permission.ANT_ADMIN

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
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access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• In general code obfuscation is done automatically by different obfus-
cation frameworks or obfuscation service providers. Detailed infor-
mation to the detected framework Dexguard can be found under:
http://www.saikoa.com/dexguard

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build display, build fingerprint, build
brand, IMEI/MEID, SIM card serial, Wifi-MAC address,
country code + mobile network code for SIM
provider, MMC (Mobile Country Code), unique
Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.runtastic.android.activities.bolt.
SessionDetailActivity

– com.runtastic.android.activities.
IntentStarterActivity

– com.runtastic.android.common.ui.activities.
ExpertModeProviderActivity

– com.runtastic.android.deeplinking.
DeepLinkActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.INTERNET

– android.permission.READ_PHONE_STATE

– android.permission.ACCESS_NETWORK_STATE

– android.permission.ACCESS_NETWORK_STATE
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• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
Missing permissions despite of API calls could be an indication for miss-
configuration or plugin/library code which is not used. For more detailed
information application has to be reviewed manually. Application defines
a permission ( android.permission.RECORD_AUDIO ) accessing the micro-
phone, but there were no specific API calls found. This could be an indi-
cation for overprivileges, developer missconfiguration or confused deputy
attack.

• App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

– Google Maps

Runtime Security

• The application uses the following social libraries:

– twitter4j-core-4.0.4

• The application uses the following developement libraries:

– guava-17.0-rc1

– okhttp_3.6.0

– google-http-client-android_1.16.0-rc

– core-2.3.0

– signpost-core_1.2.1.1

– scribe-1.3.7

– gson-2.3.1

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• Dynamically loaded code at runtime type(s): java.
net.URLClassLoader(...), dalvik.system.
DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(...),
load(...), loadLibrary(...)
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• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– x86 32bit: lib/x86/libfolly_json.so

– x86 32bit: lib/x86/libreactnativejni.so

– x86 32bit: lib/x86/libfb.so

– x86 32bit: lib/x86/libreactnativejnifb.so

– x86 32bit: lib/x86/libimagepipeline.so

– x86 32bit: lib/x86/libglog.so

– x86 32bit: lib/x86/libjsc.so

– x86 32bit: lib/x86/libgnustl_shared.so

– x86 32bit: lib/x86/libicu_common.so

– x86 32bit: lib/x86/libglog_init.so

– ARM 32 bit: lib/armeabi-v7a/libfolly_json.so

– ARM 32 bit: lib/armeabi-v7a/
libreactnativejni.so

– ARM 32 bit: lib/armeabi-v7a/libfb.so

– ARM 32 bit: lib/armeabi-v7a/
libreactnativejnifb.so

– ARM 32 bit: lib/armeabi-v7a/
libimagepipeline.so

– ARM 32 bit: lib/armeabi-v7a/libglog.so

– ARM 32 bit: lib/armeabi-v7a/libjsc.so

– ARM 32 bit: lib/armeabi-v7a/libgnustl_
shared.so

– ARM 32 bit: lib/armeabi-v7a/libicu_common.so
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– ARM 32 bit: lib/armeabi-v7a/libglog_init.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:03:59.006

3.15 Runtastic Results Bodyweight Training ohne Geräte (Android)

3.15.1 Tests

The following Table 3.16 summarizes the results of the Android app
Runtastic Results Bodyweight Training ohne Geräte
with version 2.8.1.

Table 3.16:
Overview of
summarized test
results for
»Runtastic Results
Bodyweight
Training ohne
Geräte«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 117 entries, see details.
Communication with country: 14 entries, see details.
SSL/TLS used? Yes.
Domains accessed with http AND https: api.kaixin001.com,
foursquare.com, tools.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Constant initialization vectors found? Yes.
Key derivation iteration count: 1024
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Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: 20 entries, see details.
Overprivileged permissions: READ_CONTACTS, READ_EXTERNAL_
STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.
Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Device administration policy entries: None.
Accessed unique identifier(s): 14 entries, see details.
Advertisment-/tracking frameworks found: Adjust, Doubleclick,
HockeyApp, PushWoosh
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? Yes.
Permissions checked dynamically? Yes.
Sensor usage: Camera, Location (inactive)

Runtime Security

Social libraries used? Yes.
Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), load(...), loadLibrary(...)
Allow app debugging Flag? No.
Allow autoexecute after Phone Reboot? No.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Contains native libraries: Yes.
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3.15.2 Details

The following sections describe details about the test results of Runtastic
Results Bodyweight Training ohne Geräte with version 2.8.1.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://%s/%s.bundle?platform=android&dev=%s&
hot=%s&minify=%s

– http://api.kaixin001.com/oauth/authorize?
oauth_token=%s

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– http://api.mendeley.com/oauth/authorize?
oauth_token=%s
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– http://api.t.163.com/oauth/authenticate?
oauth_token=%s

– http://api.t.163.com/oauth/authorize?oauth_
token=%s

– http://api.t.sina.com.cn/oauth/authorize?
oauth_token=%s

– http://api.t.sohu.com/oauth/authorize?oauth_
token=%s

– http://digg.com/oauth/authorize?oauth_token=
%s

– http://foursquare.com/oauth/authorize?oauth_
token=%s

– http://getglue.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/authorize?oauth_
token=%s

– http://tools.google.com/dlpage/gaoptout?hl=
de

– http://vimeo.com/oauth/authorize?oauth_
token=%s

– http://www.flickr.com/services/oauth/
authorize?oauth_token=

– http://www.freelancer.com/users/api-token/
auth.php?oauth_token=%s

– http://www.meetup.com/authenticate?oauth_
token=%s

– http://www.plurk.com/OAuth/authorize?oauth_
token=%s

– http://www.plurk.com/m/authorize?oauth_
token=%s

– http://www.sandbox.freelancer.com/users/api-
token/auth.php?oauth_token=%s

– https://api.500px.com/v1/oauth/authorize?
oauth_token=%s

– https://api.imgur.com/oauth/authorize?oauth_
token=%s

Fraunhofer SIT
Appicaptor Report

179

http://api.t.163.com/oauth/authenticate?oauth_token=%s
http://api.t.163.com/oauth/authenticate?oauth_token=%s
http://api.t.163.com/oauth/authorize?oauth_token=%s
http://api.t.163.com/oauth/authorize?oauth_token=%s
http://api.t.sina.com.cn/oauth/authorize?oauth_token=%s
http://api.t.sina.com.cn/oauth/authorize?oauth_token=%s
http://api.t.sohu.com/oauth/authorize?oauth_token=%s
http://api.t.sohu.com/oauth/authorize?oauth_token=%s
http://digg.com/oauth/authorize?oauth_token=%s
http://digg.com/oauth/authorize?oauth_token=%s
http://foursquare.com/oauth/authorize?oauth_token=%s
http://foursquare.com/oauth/authorize?oauth_token=%s
http://getglue.com/oauth/authorize?oauth_token=%s
http://getglue.com/oauth/authorize?oauth_token=%s
http://gomiso.com/oauth/authorize?oauth_token=%s
http://gomiso.com/oauth/authorize?oauth_token=%s
http://tools.google.com/dlpage/gaoptout?hl=de
http://tools.google.com/dlpage/gaoptout?hl=de
http://vimeo.com/oauth/authorize?oauth_token=%s
http://vimeo.com/oauth/authorize?oauth_token=%s
http://www.flickr.com/services/oauth/authorize?oauth_token=
http://www.flickr.com/services/oauth/authorize?oauth_token=
http://www.freelancer.com/users/api-token/auth.php?oauth_token=%s
http://www.freelancer.com/users/api-token/auth.php?oauth_token=%s
http://www.meetup.com/authenticate?oauth_token=%s
http://www.meetup.com/authenticate?oauth_token=%s
http://www.plurk.com/OAuth/authorize?oauth_token=%s
http://www.plurk.com/OAuth/authorize?oauth_token=%s
http://www.plurk.com/m/authorize?oauth_token=%s
http://www.plurk.com/m/authorize?oauth_token=%s
http://www.sandbox.freelancer.com/users/api-token/auth.php?oauth_token=%s
http://www.sandbox.freelancer.com/users/api-token/auth.php?oauth_token=%s
https://api.500px.com/v1/oauth/authorize?oauth_token=%s
https://api.500px.com/v1/oauth/authorize?oauth_token=%s
https://api.imgur.com/oauth/authorize?oauth_token=%s
https://api.imgur.com/oauth/authorize?oauth_token=%s


3 Results For internal use only!

– https://api.kaixin001.com/oauth2/access_
token?grant_type=authorization_code

– https://api.linkedin.com/uas/oauth/
authenticate?oauth_token=%s

– https://api.linkedin.com/uas/oauth/
requestToken?scope=

– https://api.login.yahoo.com/oauth/v2/
request_auth?oauth_token=%s

– https://api.netprospex.com/1.0/oauth/
authorize?oauth_token=%s

– https://api.skyrock.com/v2/oauth/authorize?
oauth_token=%s

– https://api.twitter.com/oauth/authenticate?
oauth_token=%s

– https://api.twitter.com/oauth/authorize?
oauth_token=%s

– https://api.weibo.com/oauth2/access_token?
grant_type=authorization_code

– https://api.weibo.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– https://api.weibo.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– https://api.xing.com/v1/authorize?oauth_
token=%s

– https://auth.aweber.com/1.0/oauth/authorize?
oauth_token=%s

– https://facebook.com/device?user_code=%1$s&
qr=1

– https://foursquare.com/oauth2/access_token?
grant_type=authorization_code

– https://foursquare.com/oauth2/authenticate?
client_id=%s&response_type=code&redirect_
uri=%s

– https://graph.facebook.com/%s/picture?width=
800&height=800
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For internal use only! 3 Results

– https://graph.renren.com/oauth/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– https://graph.renren.com/oauth/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– https://graph.renren.com/oauth/token?grant_
type=authorization_code

– https://id.sapo.pt/oauth/authorize?oauth_
token=%s

– https://login.live.com/oauth20_authorize.
srf?client_id=%s&redirect_uri=%s&response_
type=code

– https://login.live.com/oauth20_authorize.
srf?client_id=%s&redirect_uri=%s&response_
type=code&scope=%s

– https://login.live.com/oauth20_token.srf?
grant_type=authorization_code

– https://oauth.constantcontact.com/ws/oauth/
confirm_access?oauth_token=%s

– https://oauth.vk.com/authorize?client_id=%s&
redirect_uri=%s&response_type=code

– https://oauth2.constantcontact.com/oauth2/
oauth/siteowner/authorize?client_id=%s&
response_type=code&redirect_uri=%s

– https://oauth2.constantcontact.com/oauth2/
oauth/token?grant_type=authorization_code

– https://one.ubuntu.com/oauth/authorize/
?oauth_token=%s

– https://open.t.qq.com/cgi-bin/authorize?
oauth_token=%s

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=%s

– https://play.google.com/store/apps/dev?id=
8438666261259599516
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3 Results For internal use only!

– https://play.google.com/store/apps/
developer?id=Runtastic

– https://rbt.runtastic.com/v1/referral/?key=
c7140144f14e3ecec56c6dd57e7d458f&target=
runtastic&target_link=http%3A%2F%2Fwww.
runtastic.com%2Fmusic%2Fruntastic-power-
workout-vol-1&utm_source=results.lite&utm_
medium=android&utm_campaign=apps_built_in_
links&utm_content=music_vol1

– https://rbt.runtastic.com/v1/referral/
?key=c7140144f14e3ecec56c6dd57e7d458f&
target=runtastic&target_link=http%3A%2F%
2Fwww.runtastic.com%2Fresults-groups&utm_
source=results.lite&utm_medium=android&utm_
campaign=apps_built_in_links&utm_content=
results_groups

– https://rbt.runtastic.com/v1/referral/?key=
c7140144f14e3ecec56c6dd57e7d458f&target=
runtastic&target_link=https%3A%2F%2Fmobile.
twitter.com%2FRuntastic&utm_source=results.
lite&utm_medium=android&utm_campaign=apps_
built_in_links&utm_content=twitter

– https://rbt.runtastic.com/v1/referral/?key=
c7140144f14e3ecec56c6dd57e7d458f&target=
runtastic&target_link=https%3A%2F%2Fopen.
spotify.com%2Fuser%2Fdigsterdeutschland%
2Fplaylist%2F4iiZhtC5QrzPdCxmLtHK6N&utm_
source=results.lite&utm_medium=android&utm_
campaign=apps_built_in_links&utm_content=
spotify

– https://rbt.runtastic.com/v1/referral/
?key=c7140144f14e3ecec56c6dd57e7d458f&
target=runtastic&target_link=https%3A%
2F%2Fplus.google.com%2F%2Bruntastic&utm_
source=results.lite&utm_medium=android&utm_
campaign=apps_built_in_links&utm_content=
google_plus

– https://rbt.runtastic.com/v1/referral/?key=
c7140144f14e3ecec56c6dd57e7d458f&target=
runtastic&target_link=https%3A%2F%2Fwww.
runtastic.com%2Fzendesk%2Fjwtlogin&utm_
source=results.lite&utm_medium=android&utm_
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For internal use only! 3 Results

campaign=apps_built_in_links&utm_content=
support_login

– https://rbt.runtastic.com/v1/referral/?key=
c7140144f14e3ecec56c6dd57e7d458f&target=
runtastic&target_link=https%3A%2F%2Fwww.
runtastic.com&utm_source=results.lite&utm_
medium=android&utm_campaign=apps_built_in_
links&utm_content=about

– https://rbt.runtastic.com/v1/referral/
?key=c7140144f14e3ecec56c6dd57e7d458f&
target=runtastic&target_link=https%3A%2F%
2Fwww.youtube.com%2FruntasticFitness&utm_
source=results.lite&utm_medium=android&utm_
campaign=apps_built_in_links&utm_content=
youtube_fitness_channel

– https://secure.viadeo.com/oauth-provider/
access_token2?grant_type=authorization_code

– https://secure.viadeo.com/oauth-provider/
authorize2?client_id=%s&redirect_uri=%s&
response_type=code

– https://secure.viadeo.com/oauth-provider/
authorize2?client_id=%s&redirect_uri=%s&
response_type=code&scope=%s

– https://service.smt.docomo.ne.jp/r4d/web/
auth/ugaccept.html?response_type=code&
client_id=%s&redirect_uri=%s&scope=%s

– https://support.google.com/dfp_premium/
answer/2839090?hl=de

– https://support.google.com/dfp_premium/
answer/2839090?hl=de.

– https://support.google.com/dfp_premium/
answer/2839090?hl=en

– https://support.google.com/dfp_premium/
answer/2839090?hl=en.

– https://tools.google.com/dlpage/gaoptout?hl=
en

– https://tools.google.com/dlpage/gaoptout?hl=
en.

Fraunhofer SIT
Appicaptor Report

183
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– https://trello.com/1/OAuthAuthorizeToken?
oauth_token=%s

– https://www.dropbox.com/1/oauth/authorize?
oauth_token=

– https://www.facebook.com/dialog/oauth?
client_id=%s&redirect_uri=%s

– https://www.facebook.com/dialog/oauth?
client_id=%s&redirect_uri=%s&scope=%s

– https://www.google.com/accounts/
OAuthAuthorizeToken?oauth_token=%s

– https://www.lovefilm.com/activate?oauth_
token=%s

– https://www.tumblr.com/oauth/authorize?
oauth_token=%s

– https://www.whatsapp.com/legal/?I=en#
privacy-policy

– https://www.yammer.com/oauth/authorize?
oauth_token=%s

– https://%7Bbase_url%7D/apps/%7Bplatform%
7D/%7Btarget_app_branch%7D/%7Btarget_
app_feature_set%7D?utm_source=%7Bapp_
branch%7D.%7Bapp_feature_set%7D&utm_medium=
%7Bplatform%7D&utm_campaign=%7Bcampaign%7D&
utm_content=%7Bcontent%7D

– market://details?id=%s

– market://details?id=com.google.android.gms.
ads

– market://dev?id=8438666261259599516

– market://search?q=pub:Runtastic

– ws://%s/debugger-proxy?role=client

– ws://%s/message?role=shell

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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• Communication endpoints: %s.api.pushwoosh.com,
.facebook.com, accounts.google.com, api.500px.
com, api.dropbox.com, api.freelancer.com, api.
getglue.com, api.imgur.com, api.kaixin001.com, api.
linkedin.com, api.login.yahoo.com, api.meetup.com,
api.mendeley.com, api.netprospex.com, api.sandbox.
freelancer.com, api.skyrock.com, api.smt.docomo.
ne.jp, api.t.163.com, api.t.sina.com.cn, api.t.sohu.
com, api.twitter.com, api.vkontakte.ru, api.weibo.
com, api.xing.com, app-measurement.com, app.adjust.
com, app.yinxiang.com, appws.runtastic.com, auth.
aweber.com, cp.pushwoosh.com, creativecommons.org,
csi.gstatic.com, d18kyx573glnap.cloudfront.net,
d2fuswvd2kg7pl.cloudfront.net, d2z0k43lzfi12d.
cloudfront.net, dev.twitter.com, developers.
facebook.com, developers.google.com, digg.com,
ems-me-deviceevent.herokuapp.com, facebook.com,
foursquare.com, gate.hockeyapp.net, getglue.com,
github.com, go.pushwoosh.com, gomiso.com, google.
com, googleads.g.doubleclick.net, graph-video.%s,
graph.%s, graph.%s.facebook.com, graph.facebook.
com, graph.renren.com, help.runtastic.com, hubs.
runtastic.com, id.sapo.pt, imasdk.googleapis.
com, login.live.com, lspf-ap01.apl01.spmode.
ne.jp, mozilla.org, oauth.constantcontact.com,
oauth.vk.com, oauth2.constantcontact.com, one.
ubuntu.com, open.t.qq.com, openapi.lovefilm.com,
opensource.org, pagead2.googlesyndication.com,
people.googleapis.com, play.google.com, plus.
google.com, psdev.de, push.eservice.emarsys.net,
rbt.runtastic.com, runtastic.zendesk.com, sandbox.
evernote.com, sdk.hockeyapp.net, secure.viadeo.com,
service.smt.docomo.ne.jp, services.digg.com,
sitestream.twitter.com, ssl.google-analytics.com,
staging-gf.runtastic.com, staging-hubs.runtastic.
com, staging-web.runtastic.com, stream.twitter.com,
support.google.com, tools.google.com, trello.
com, twitter.com, twitter4j.org, upload.twitter.
com, userstream.twitter.com, vimeo.com, www.%s.
facebook.com, www.android.com, www.dropbox.com,
www.evernote.com, www.facebook.com, www.flickr.com,
www.freelancer.com, www.google-analytics.com,
www.google.com, www.google.de, www.googleapis.com,
www.googletagmanager.com, www.gueei.com, www.
lovefilm.com, www.meetup.com, www.nttdocomo.co.jp,
www.plurk.com, www.runtastic.com, www.sandbox.

Fraunhofer SIT
Appicaptor Report

185
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freelancer.com, www.tumblr.com, www.whatsapp.com,
www.yammer.com

• App communicates with servers in 14 countries.

• Communication with country: Hong Kong, United States,
Japan, United Kingdom, Portugal, unknown, Russia,
Canada, Austria, Netherlands, Ireland, China, France,
Germany

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://api.kaixin001.com/oauth/access_token

– http://api.kaixin001.com/oauth/authorize?
oauth_token=%s

– http://api.kaixin001.com/oauth/request_token

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– http://api.meetup.com/oauth/access/

– http://api.meetup.com/oauth/request/

– http://api.mendeley.com/oauth/access_token/
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– http://api.mendeley.com/oauth/authorize?
oauth_token=%s

– http://api.mendeley.com/oauth/request_token/

– http://api.t.163.com/oauth/access_token

– http://api.t.163.com/oauth/authenticate?
oauth_token=%s

– http://api.t.163.com/oauth/authorize?oauth_
token=%s

– http://api.t.163.com/oauth/request_token

– http://api.t.sina.com.cn/oauth/access_token

– http://api.t.sina.com.cn/oauth/authorize?
oauth_token=%s

– http://api.t.sina.com.cn/oauth/request_token

– http://api.t.sohu.com/oauth/access_token

– http://api.t.sohu.com/oauth/authorize?oauth_
token=%s

– http://api.t.sohu.com/oauth/request_token

– http://developers.facebook.com/docs/plugins/

– http://digg.com/oauth/authorize?oauth_token=
%s

– http://foursquare.com/oauth/access_token

– http://foursquare.com/oauth/authorize?oauth_
token=%s

– http://foursquare.com/oauth/request_token

– http://getglue.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/access_token

– http://gomiso.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/request_token

– http://openapi.lovefilm.com/oauth/access_
token

– http://openapi.lovefilm.com/oauth/request_
token
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– http://opensource.org/licenses/BSD-2-Clause

– http://opensource.org/licenses/BSD-3-Clause

– http://opensource.org/licenses/MIT

– http://play.google.com/store/apps/

– http://psdev.de/LicensesDialog

– http://services.digg.com/oauth/

– http://services.digg.com/oauth/access_token

– http://services.digg.com/oauth/request_token

– http://tools.google.com/dlpage/gaoptout?hl=
de

– http://twitter4j.org/en/twitter4j-

– http://vimeo.com/oauth/access_token

– http://vimeo.com/oauth/authorize?oauth_
token=%s

– http://vimeo.com/oauth/request_token

– http://www.facebook.com/about/privacy/

– http://www.flickr.com/services/oauth/access_
token

– http://www.flickr.com/services/oauth/
authorize?oauth_token=

– http://www.flickr.com/services/oauth/
request_token

– http://www.freelancer.com/users/api-token/
auth.php?oauth_token=%s

– http://www.google.com/ads/preferences

– http://www.google.com/analytics/terms/us.
html

– http://www.google.com/intl/de/policies/
privacy/

– http://www.google.com/intl/en/policies/
privacy/

– http://www.gueei.com/android-binding/

– http://www.meetup.com/authenticate?oauth_
token=%s
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– http://www.plurk.com/OAuth/access_token

– http://www.plurk.com/OAuth/authorize?oauth_
token=%s

– http://www.plurk.com/OAuth/request_token

– http://www.plurk.com/m/authorize?oauth_
token=%s

– http://www.runtastic.com/de/agb

– http://www.runtastic.com/en/terms

– http://www.sandbox.freelancer.com/users/api-
token/auth.php

– http://www.sandbox.freelancer.com/users/api-
token/auth.php?oauth_token=%s

– http://www.tumblr.com/oauth/access_token

– http://www.tumblr.com/oauth/request_token

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://api.kaixin001.com/oauth/authorize?
oauth_token=%s

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code

– http://api.kaixin001.com/oauth2/authorize?
client_id=%s&redirect_uri=%s&response_type=
code&scope=%s

– http://api.mendeley.com/oauth/authorize?
oauth_token=%s

– http://api.t.163.com/oauth/authenticate?
oauth_token=%s

– http://api.t.163.com/oauth/authorize?oauth_
token=%s

– http://api.t.sina.com.cn/oauth/authorize?
oauth_token=%s

– http://api.t.sohu.com/oauth/authorize?oauth_
token=%s

– http://digg.com/oauth/authorize?oauth_token=
%s
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– http://foursquare.com/oauth/authorize?oauth_
token=%s

– http://getglue.com/oauth/authorize?oauth_
token=%s

– http://gomiso.com/oauth/authorize?oauth_
token=%s

– http://tools.google.com/dlpage/gaoptout?hl=
de

– http://vimeo.com/oauth/authorize?oauth_
token=%s

– http://www.flickr.com/services/oauth/
authorize?oauth_token=

– http://www.freelancer.com/users/api-token/
auth.php?oauth_token=%s

– http://www.meetup.com/authenticate?oauth_
token=%s

– http://www.plurk.com/OAuth/authorize?oauth_
token=%s

– http://www.plurk.com/m/authorize?oauth_
token=%s

– http://www.sandbox.freelancer.com/users/api-
token/auth.php?oauth_token=%s

Data security

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– 16,74,71,-80,32,101,-47,72,117,-14,0,-29,70,65,-12,74

• Key derivation function used in the app with an amount of 1024 itera-
tions is considered secure.

• The application requires the following permissions from the protection-
level: NORMAL

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)
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– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– READ_CONTACTS (Allows an application to read the user’s contacts
data.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– AUTHENTICATE_ACCOUNTS (Allows an application to act as an
AccountAuthenticator for the AccountManager.)

– INTERNET (Allows applications to open network sockets.)

– USE_CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

– MANAGE_ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST_BADGE, com.htc.launcher.
permission.READ_SETTINGS, com.android.vending.
CHECK_LICENSE, com.huawei.android.launcher.
permission.WRITE_SETTINGS, me.everything.
badger.permission.BADGE_COUNT_READ, com.sec.
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android.provider.badge.permission.WRITE, com.
sec.android.provider.badge.permission.READ,
com.anddoes.launcher.permission.UPDATE_COUNT,
com.google.android.c2dm.permission.RECEIVE,
com.oppo.launcher.permission.WRITE_SETTINGS,
android.permission.READ_APP_BADGE, com.runtastic.
android.results.lite.permission.C2D_MESSAGE,
com.huawei.android.launcher.permission.CHANGE_
BADGE, com.android.vending.BILLING, com.majeur.
launcher.permission.UPDATE_BADGE, com.sonymobile.
home.permission.PROVIDER_INSERT_BADGE, com.htc.
launcher.permission.UPDATE_SHORTCUT, com.huawei.
android.launcher.permission.READ_SETTINGS, me.
everything.badger.permission.BADGE_COUNT_WRITE,
com.oppo.launcher.permission.READ_SETTINGS

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

192 Fraunhofer SIT
Appicaptor Report



For internal use only! 3 Results

Privacy

• The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build display, build fingerprint, build
brand, IMEI/MEID, SIM card serial, Wifi-MAC address,
country code + mobile network code for SIM
provider, MMC (Mobile Country Code), unique
Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.runtastic.android.results.activities.
DeepLinkingPremiumActivity

– com.runtastic.android.common.ui.activities.
ExpertModeProviderActivity

– com.runtastic.android.results.activities.
ResultsDeepLinkingActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.
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• App requests permission READ_CONTACTS to access the phones address
book.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.READ_PHONE_STATE

– android.permission.ACCESS_NETWORK_STATE

– android.permission.ACCESS_NETWORK_STATE

– android.permission.INTERNET

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

• The application uses the following social libraries:

– twitter4j-core-4.0.4

• The application uses the following developement libraries:

– okhttp_3.6.0

– timber-3.0.0

– google-http-client-android_1.16.0-rc

– core-2.3.0

– signpost-core_1.2.1.1

– scribe-1.3.7

– gson-2.3.1

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.
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• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• Loadable libraries found:

– x86 32bit: lib/x86/libfolly_json.so

– x86 32bit: lib/x86/libreactnativejni.so

– x86 32bit: lib/x86/libfb.so

– x86 32bit: lib/x86/libreactnativejnifb.so

– x86 32bit: lib/x86/libimagepipeline.so

– x86 32bit: lib/x86/libglog.so

– x86 32bit: lib/x86/libjsc.so

– x86 32bit: lib/x86/libgnustl_shared.so

– x86 32bit: lib/x86/libicu_common.so

– x86 32bit: lib/x86/libglog_init.so

– ARM 32 bit: lib/armeabi-v7a/libfolly_json.so

– ARM 32 bit: lib/armeabi-v7a/
libreactnativejni.so

– ARM 32 bit: lib/armeabi-v7a/libfb.so

– ARM 32 bit: lib/armeabi-v7a/
libreactnativejnifb.so

– ARM 32 bit: lib/armeabi-v7a/
libimagepipeline.so

– ARM 32 bit: lib/armeabi-v7a/libglog.so

– ARM 32 bit: lib/armeabi-v7a/libjsc.so

– ARM 32 bit: lib/armeabi-v7a/libgnustl_
shared.so

– ARM 32 bit: lib/armeabi-v7a/libicu_common.so
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– ARM 32 bit: lib/armeabi-v7a/libglog_init.so

Test Performance

• Execution time of all tests: 0:03:01.207

3.16 Schrittzähler (Android)

3.16.1 Tests

The following Table 3.17 summarizes the results of the Android app
Schrittzähler with version 5.20.

Table 3.17:
Overview of
summarized test
results for
»Schrittzähler«

App risks for enterprise usage

Implementation flaws? No.
Privacy risks? Yes.
Security risks? No.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 7 entries, see details.
Communication with country: United States, Ireland
SSL/TLS used? Yes.
Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Is application overprivileged? No.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.
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Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): build model, build
manufacturer, build display, build fingerprint,
unique Android ID
Advertisment-/tracking frameworks found: Doubleclick
App provides public accessible activities? No.
Backup of app is allowed? Yes.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: None.

Runtime Security

Scheduled Alarm Manager registered? Yes.
Alarm repeating types: RTC_WAKEUP
Alarm intervals dynamically? No.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), loadLibrary(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: com.tayu.tau.
pedometer.service.BootReceiver

3.16.2 Details

The following sections describe details about the test results of
Schrittzähler with version 5.20.

App risks for enterprise usage

• Reasons for category privacy risks:

– Code Execution At Boot: App executes code at phone boot without
user interaction, which is suspicious for detected app type.
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Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– market://details?id=com.google.android.gms.
ads

– market://details?id=com.tayu.tau.pedometer

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: csi.gstatic.com, googleads.g.
doubleclick.net, pagead2.googlesyndication.com,
plus.google.com, support.google.com, www.google.
com, www.googleapis.com

• App communicates with servers in 2 countries.

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Data security

• The application requires the following permissions from the protection-
level: NORMAL

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)
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– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– INTERNET (Allows applications to open network sockets.)

• No indicators for overprivilege/redundant permissions found! The defined
permission can not abused by foreign apps.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.
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• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Indicators for usage of advertisement/tracking framework were found.

• The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

– com.tayu.tau.pedometer.MainActivity

• In this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.WRITE_EXTERNAL_STORAGE

– com.google.android.providers.gsf.permission.
READ_GSERVICES

• No sensor usage Indicators found.

Runtime Security

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– com.tayu.tau.pedometer.MainActivity

– com.tayu.tau.pedometer.service.AlarmReceiver

– com.tayu.tau.pedometer.service.
PedometerService

• The scheduled task gets repeated in the following intervals:
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– 24 hours

– 1 hours

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• Loadable libraries found:

– ARMv8 64 bit: lib/arm64-v8a/libPedometer.so

– ARM 32 bit: lib/armeabi-v7a/libPedometer.so

– ARM 32 bit: lib/armeabi/libPedometer.so

– MIPS I: lib/mips/libPedometer.so

– MIPS I: lib/mips64/libPedometer.so

– x86 32bit: lib/x86/libPedometer.so

– x86 64bit: lib/x86_64/libPedometer.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:01:25.598

3.17 Schrittzähler & Abnehm Trainer (Android)

3.17.1 Tests

The following Table 3.18 summarizes the results of the Android app
Schrittzähler & Abnehm Trainer with version p5.3.1.
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Table 3.18:
Overview of
summarized test
results for
»Schrittzähler &
Abnehm Trainer«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 70 entries, see details.
Communication with country: United States, Ireland, China,
Germany, unknown
SSL/TLS used? Yes.
Domains accessed with http AND https: api.pacer.cc, play.
google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "DES/ECB/NoPadding", "RC4/NONE/
NoPadding"
Cryptographic keys found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: 7 entries, see details.
Overprivileged permissions: DISABLE_KEYGUARD, RECEIVE_
BOOT_COMPLETED, CAMERA, READ_EXTERNAL_STORAGE
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.
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Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
AWS Credentials found? Yes.
Accessed unique identifier(s): 13 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick, Flurry
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Remote auto backup with exclude enabled? Yes.
Sensor usage: GPS Location, Acceleration/Light
Unprotected preference files found? Yes.

Runtime Security

Social libraries used? Yes.
Development libraries used? Yes.
Scheduled Alarm Manager registered? Yes.
Alarm repeating types: RTC_WAKEUP
Dynamically alarm repeating types? Yes.
Alarm intervals dynamically? Yes.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), load(...), loadLibrary(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
Contains native libraries: Yes.
Executed component after Phone Reboot: com.evernote.
android.job.JobBootReceiver

3.17.2 Details

The following sections describe details about the test results of
Schrittzähler & Abnehm Trainer with version p5.3.1.

App risks for enterprise usage

• Reasons for category implementation flaws:
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– Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

Blacklisted by policy

• Reasons for category violations of default policy:

– Detected risks are not compliant to security policy requirements for
security apps.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– file:///android_asset/chart/insights.html?
width=

– http://api.dongdong17.com/dongdong/ios/web/
v7/campaigns?wid=group_upgrade

– http://api.pacer.cc/pacer/android/webclient/
v10/user/forgetPassword?a=

– http://fusion.qq.com/cgi-bin/qzapps/unified_
jump?appid=%1$s&from=%2$s&isOpenAppID=1

– http://play.google.com/store/apps/details?
id=com.facebook.orca

– http://share.mypacer.com/share/%s?code=

– https://api.myfitnesspal.com/client_api/
json/1.0.0?client_id=pacer
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– https://api.pacer.cc/pacer/android/api/v16/
accounts/%s/partner/fitbit/access_token?
force_refresh=%s

– https://api.pacer.cc/pacer/android/api/v16/
accounts/%s/partner/fitbit/auth?source=
pacer_android

– https://api.pacer.cc/pacer/android/api/v16/
accounts?social_id=

– https://api.pacer.cc/pacer/android/api/v16/
organizations?code=

– https://monitorsdk.%s/remote-debug?app_id=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=cc.pacer.androidapp

– https://play.google.com/store/apps/details?
id=com.myfitnesspal.android&referrer=%s

– https://stats.g.doubleclick.net/r/collect?t=
dc&aip=1&_r=3&

– https://www.google-analytics.com/gtm/js?id=

– https://www.myfitnesspal.com/oauth2/token?
grant_type=refresh_token&refresh_token=

– https://www.mypacer.com/teams?language=

– market://details?id=cc.pacer.androidapp

– market://details?id=com.facebook.orca

– market://details?id=com.google.android.gms.
ads

– market://details?id=com.mandian.android.
dongdong

– market://details?id=com.myfitnesspal.android

– market://details?id=com.myfitnesspal.
android&referrer=%s

– market://details?id=com.tencent.mm

– market://details?id=com.tencent.mobileqq

– mqqapi://share/to_fri?src_type=app&version=
1&file_type=news
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– weixin://registerapp?appid=

– weixin://sendreq?appid=

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: .facebook.com, acs.amazonaws.
com, api.%s, api.dongdong17.com, api.fitbit.com,
api.myfitnesspal.com, api.pacer.cc, api.weixin.qq.
com, appsupport.qq.com, attr.%s, c.isdspeed.qq.com,
cdn.pacer.cc, cdn1.dongdong, cdn1.dongdong17.com,
cgi.connect.qq.com, cloudfront.amazonaws.com,
csi.gstatic.com, data.flurry.com, e.crashlytics.
com, ec2.amazonaws.com, events.%s, facebook.
com, fusion.qq.com, github.com, googleads.g.
doubleclick.net, graph-video.%s, graph.%s, graph.
facebook.com, group-images.dongdong17.com, group-
images1.pacer.cc, log.pacer.cc, lorempixel.com,
monitoring.amazonaws.com, monitorsdk.%s, onelink.
%s, openmobile.qq.com, oss-cn-qingdao.aliyuncs.
com, pacer-note-images.pacer.cc, pacerhealth.
zendesk.com, pagead2.googlesyndication.com,
pingma.qq.com, play.google.com, plus.google.com,
proton.flurry.com, q.qlogo.cn, queue.amazonaws.com,
qzs.qq.com, register.%s, route53.amazonaws.com,
s3-us-west-1.amazonaws.com, s3.amazonaws.com,
settings.crashlytics.com, share.mypacer.com, sns.
amazonaws.com, stats.%s, stats.g.doubleclick.net,
sts.amazonaws.com, support.google.com, t.%s, watson.
dongdong17.com, werun.dongdong17.com, wspeed.qq.
com, www.amazon.com, www.google-analytics.com, www.
google.com, www.googleapis.com, www.myfitnesspal.
com, www.mypacer.com, www.pacer.cc, \protect \T1\
textbraceleft service\protect \T1\textbraceright
.amazonaws.com

• App communicates with servers in 5 countries.

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.
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• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

– Lcom/a/a/a/u$1.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://acs.amazonaws.com/groups/global/
AllUsers

– http://acs.amazonaws.com/groups/global/
AuthenticatedUsers

– http://acs.amazonaws.com/groups/s3/
LogDelivery

– http://api.dongdong17.com/dongdong/ios/web/
v7/campaigns?wid=group_upgrade

– http://api.pacer.cc/pacer/android/
coachclient/v16

– http://api.pacer.cc/pacer/android/webclient/
v10/group/

– http://api.pacer.cc/pacer/android/webclient/
v10/group/create

– http://api.pacer.cc/pacer/android/webclient/
v10/message/

– http://api.pacer.cc/pacer/android/webclient/
v10/user/

– http://api.pacer.cc/pacer/android/webclient/
v10/user/forgetPassword?a=
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– http://api.pacer.cc/pacer/android/webclient/
v10/weekly/

– http://appsupport.qq.com/cgi-bin/appstage/
mstats_batch_report

– http://cdn.pacer.cc/fitbit/faq.html

– http://cdn1.dongdong17.com/share/statistics/
2017_global_report.html

– http://cgi.connect.qq.com/qqconnectopen/
openapi/policy_conf

– http://cloudfront.amazonaws.com/doc/2016-01-
28/

– http://ec2.amazonaws.com/doc/2015-10-01

– http://fusion.qq.com/cgi-bin/qzapps/unified_
jump?appid=%1$s&from=%2$s&isOpenAppID=1

– http://github.com/dominictarr/crypto-
browserify

– http://lorempixel.com/256/256/people/

– http://monitoring.amazonaws.com/doc/2010-08-
01/

– http://openmobile.qq.com/oauth2.0/m_
authorize?

– http://openmobile.qq.com/oauth2.0/m_jump_by_
version?

– http://pingma.qq.com:80/mstat/report

– http://queue.amazonaws.com/doc/2012-11-05/

– http://qzs.qq.com/open/mobile/login/qzsjump.
html?

– http://s3.amazonaws.com/doc/2006-03-01/

– http://share.mypacer.com/share/%s?code=

– http://share.mypacer.com/share/groups/

– http://sns.amazonaws.com/doc/2010-03-31/

– http://watson.dongdong17.com/common/logs

– http://watson.dongdong17.com/common/
solutions
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– http://werun.dongdong17.com/pacer/android/
api/v15/werun/devices

– http://werun.dongdong17.com/pacer/android/
api/v15/werun/devices/%s/auth

– http://werun.dongdong17.com/pacer/common/
api/v15/werun/devices/%s/steps/%s

– http://www.amazon.com/Calorie-Counter-Diet-
Tracker-MyFitnessPal/dp/B004H6WTJI

– http://www.pacer.cc/faq/andfoid/

– http://www.pacer.cc/faq/android/

– http://www.pacer.cc/privacy/android/

– http://www.pacer.cc/privacy/android/cn

– http://www.pacer.cc/termsofservice/

– http://www.pacer.cc/termsofservice_zh/

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://api.dongdong17.com/dongdong/ios/web/
v7/campaigns?wid=group_upgrade

– http://api.pacer.cc/pacer/android/webclient/
v10/user/forgetPassword?a=

– http://fusion.qq.com/cgi-bin/qzapps/unified_
jump?appid=%1$s&from=%2$s&isOpenAppID=1

– http://play.google.com/store/apps/details?
id=com.facebook.orca

– http://share.mypacer.com/share/%s?code=

Data security

• Usage of RC4 was identified. RC4 is a weak algorithm and it’s use should
be avoided.

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– ""

• The application requires the following permissions from the protection-
level: NORMAL
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– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– INTERNET (Allows applications to open network sockets.)
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– DISABLE_KEYGUARD (Allows applications to disable the keyguard.)

– READ_PHONE_STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Userdefined permission usage: cc.pacer.androidapp.
permission.C2D_MESSAGE, com.android.vending.
BILLING, android.permission.BIND_JOB_SERVICE,
com.google.android.c2dm.permission.REGISTER,
com.google.android.c2dm.permission.RECEIVE,
com.google.android.gms.permission.ACTIVITY_
RECOGNITION, com.google.android.providers.gsf.
permission.READ_GSERVICES

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.
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Privacy

• The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• It is considered as a bad practice to use hard-coded AWS credentials in
the application. The following hard-coded AWS credentials were found:

– ""...InMethod:.cc.pacer.androidapp.dataaccess.core.pedometer.tracker.Pedometer:
java.lang.String a(cc.pacer.androidapp.dataaccess.network.api.a)....

– ""...InMethod:.cc.pacer.androidapp.dataaccess.core.pedometer.tracker.Pedometer:
java.lang.String a(cc.pacer.androidapp.dataaccess.network.api.a)....

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build display, build fingerprint, build
brand, IMEI/MEID, SIM card serial, Wifi-MAC address,
country code + mobile network code for SIM
provider, unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– cc.pacer.androidapp.ui.fitbit.controllers.
FitbitConnectActivity

– cc.pacer.androidapp.ui.main.MainActivity

– com.tencent.tauth.AuthActivity
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– com.mandian.android.dongdong.wxapi.
WXEntryActivity

– cc.pacer.androidapp.ui.
subscription.controllers.
StoreFrontVerticalButtonsActivity

– cc.pacer.androidapp.ui.mfp.MFPActivity

– cc.pacer.androidapp.wxapi.WXEntryActivity

• In this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

– android.permission.WRITE_EXTERNAL_STORAGE

– android.permission.WRITE_EXTERNAL_STORAGE

– android.permission.INTERNET

• In this application full remote auto backup is enabled. There will be a full
remote backup of almost all files created by the application. This includes
database entries, shared preferences as well as files on local and external
storage. The backup will be stored in the Google Cloud. All files are be-
ing remotely backuped except specified files which are excluded by black-
listing in the backup configuration. The application defines the following
files are being excluded from the remote backup:

– sharedpref:push_prefs.xml

– database:evernote_jobs.db

– database:tray_backup_excluded.db

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
Missing permissions despite of API calls could be an indication for miss-
configuration or plugin/library code which is not used. For more detailed
information application has to be reviewed manually.
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• World readable/writable preference files detected which can be read/writ-
ten by other applications.

– WORLD_READABLE

Runtime Security

• The application uses the following social libraries:

– facebook-android-sdk_4.12.0

• The application uses the following developement libraries:

– ormlite-core-4.49-SNAPSHOT

– picasso-2.5.1

– androidplot-core_0.9.7

– ormlite-android-4.41

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– cc.pacer.androidapp.common.util.c

– cc.pacer.androidapp.dataaccess.core.service.
pedometer.AutoStartStopManager

– com.evernote.android.job.v14.a

• Repeating types have been generated dynamically without the proper use
of the Android System Constants. This often indicates malicious behavior.

• The scheduled task gets repeated in the following intervals:

– Dynamic interval(s)

– 24 hours

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.
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• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• Loadable libraries found:

– ARM 32 bit: assets/libwbsafeedit

– ARMv8 64 bit: assets/libwbsafeedit_64

– x86 32bit: assets/libwbsafeedit_x86

– x86 64bit: assets/libwbsafeedit_x86_64

– ARM 32 bit: lib/armeabi-v7a/libijkffmpeg.so

– ARM 32 bit: lib/armeabi-v7a/libijkplayer.so

– ARM 32 bit: lib/armeabi-v7a/libijksdl.so

– ARM 32 bit: lib/armeabi-v7a/
libijksoundtouch.so

– ARM 32 bit: lib/armeabi-v7a/libmarsxlog.so

– ARM 32 bit: lib/armeabi-v7a/libpacercore.so

– ARM 32 bit: lib/armeabi-v7a/libstlport_
shared.so

– ARM 32 bit: lib/armeabi/libijkffmpeg.so

– ARM 32 bit: lib/armeabi/libijkplayer.so

– ARM 32 bit: lib/armeabi/libijksdl.so

– ARM 32 bit: lib/armeabi/libijksoundtouch.so

– ARM 32 bit: lib/armeabi/libmarsxlog.so

– ARM 32 bit: lib/armeabi/libpacercore.so

– ARM 32 bit: lib/armeabi/libstlport_shared.so

– x86 32bit: lib/x86/libijkffmpeg.so

– x86 32bit: lib/x86/libijkplayer.so

– x86 32bit: lib/x86/libijksdl.so

– x86 32bit: lib/x86/libijksoundtouch.so
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– x86 32bit: lib/x86/libmarsxlog.so

– x86 32bit: lib/x86/libpacercore.so

– x86 32bit: lib/x86/libstlport_shared.so

– x86 64bit: lib/x86_64/libijkffmpeg.so

– x86 64bit: lib/x86_64/libijkplayer.so

– x86 64bit: lib/x86_64/libijksdl.so

– x86 64bit: lib/x86_64/libijksoundtouch.so

– x86 64bit: lib/x86_64/libmarsxlog.so

– x86 64bit: lib/x86_64/libpacercore.so

– x86 64bit: lib/x86_64/libstlport_shared.so

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:03:57.292

3.18 Wasser Trinkwecker (Android)

3.18.1 Tests

The following Table 3.19 summarizes the results of the Android app Wasser
Trinkwecker with version 4.251.225.

Table 3.19:
Overview of
summarized test
results for
»Wasser
Trinkwecker«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? Yes.

Communication security

Client communication used? Yes.
Communication endpoints: 27 entries, see details.
Communication with country: United States, Ireland,
Germany
SSL/TLS used? Yes.
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Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/NoPadding"
Cryptographic keys found? Yes.
Constant initialization vectors found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: com.android.vending.
BILLING
Overprivileged permissions: READ_EXTERNAL_STORAGE, SET_
ALARM
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: application/octet-
stream, */*
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Device administration policy entries: None.
Accessed unique identifier(s): 10 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Facebook SDK, Mobvista, mopub
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Location (inactive)
Unprotected preference files found? Yes.

Runtime Security
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Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.
App uses insecure signature digest algorithm? Yes.
App uses outdated signature key? Yes.
Executed component after Phone Reboot: com.northpark.
drinkwater.service.SystemBootReceiver

3.18.2 Details

The following sections describe details about the test results of Wasser
Trinkwecker with version 4.251.225.

App risks for enterprise usage

• Reasons for category implementation flaws:

– Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

– Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

• Reasons for category privacy risks:

– Code Execution At Boot: App executes code at phone boot without
user interaction, which is suspicious for detected app type.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.
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Blacklisted by policy

• Reasons for category violations of default policy:

– Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://play.google.com/store/apps/details?
id=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://play.google.com/store/apps/details?
id=

– https://play.google.com/store/apps/details?
id=com.northpark.drinkwater

– market://details?id=

– market://details?id=%s

– market://details?id=com.package.name

– market://details?id=com.sec.android.app.
shealth

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: ad.northparkapp.com, analytics.
mopub.com, analytics.rayjump.com, detect.rayjump.
com, e.crashlytics.com, graph.%s.facebook.com,
graph.facebook.com, hub.samsungapps.com, m.
facebook.com, net.cleverjp.com, net.rayjump.com,
northparkapp.com, pagead2.googlesyndication.
com, play.google.com, plus.google.com, setting.
rayjump.com, settings.crashlytics.com, ssl.google-
analytics.com, twitter.com, www.%s.facebook.
com, www.android.com, www.facebook.com, www.
google-analytics.com, www.googleapis.com, www.
googletagmanager.com, www.northparkapp.com, youtu.
be
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• App communicates with servers in 3 countries.

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

– Lcom/mobi/if/catch.

– Lcom/mobi/if/char.

– Lcom/mobi/if/for.

– Lcom/mobi/if/long.

– Lcom/mobi/sdk/overload.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://ad.northparkapp.com/water

– http://detect.rayjump.com/mapi/find

– http://detect.rayjump.com/mapi/result

– http://m.facebook.com/ads/ad_choices

– http://northparkapp.com/FAQ.html

– http://northparkapp.com/language/thanks.html

– http://play.google.com/store/apps/details?
id=
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– http://www.northparkapp.com/errorreport.php

– http://www.northparkapp.com/privacypolicy.
html

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://play.google.com/store/apps/details?
id=

Data security

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– ""

– "8iLUnz1tcbfGwApQcpr2AQ=="

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– ""

• The application requires the following permissions from the protection-
level: NORMAL

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– VIBRATE (Allows access to the vibrator.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
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permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– SET_ALARM (Allows an application to broadcast an Intent to set an
alarm for the user.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– INTERNET (Allows applications to open network sockets.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.
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• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build fingerprint,
build brand, IMEI/MEID, Wifi-MAC address, country
code + mobile network code for SIM provider,
MMC (Mobile Country Code), unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.dropbox.core.android.AuthActivity

• In this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.
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• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.ACCESS_NETWORK_STATE

• Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

• World readable/writable preference files detected which can be read/writ-
ten by other applications.

– WORLD_READABLE

Runtime Security

• The application uses the following developement libraries:

– dropbox-core-sdk_2.0-beta-4

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:01:24.987
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3.19 Weight Watchers Mobile (Android)

3.19.1 Tests

The following Table 3.20 summarizes the results of the Android app Weight
Watchers Mobile with version 6.5.0.

Table 3.20:
Overview of
summarized test
results for
»Weight Watchers
Mobile«

App risks for enterprise usage

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 53 entries, see details.
Communication with country: United States, Ireland,
Brazil, Germany, unknown
SSL/TLS used? Yes.
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/CBC/
PKCS5PADDING", "AES/CBC/PKCS7Padding"
Cryptographic keys found? Yes.
Constant initialization vectors found? Yes.
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Application needs system/signature permissions? Yes.
Userdefined permission usage: com.weightwatchers.mobile.
permission.C2D_MESSAGE, com.weightwatchers.
mobile.permission.LAYER_PUSH, com.google.
android.c2dm.permission.RECEIVE
Overprivileged permissions: 10 entries, see details.
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
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JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: generic files
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
Device administration policy entries: None.
Accessed unique identifier(s): 7 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Camera, WIFI-Based Location, GPS
Location, Microphone
Unprotected preference files found? Yes.

Runtime Security

Development libraries used? Yes.
Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(..
.), loadLibrary(...)
Allow app debugging Flag? No.
Allow autoexecute after Phone Reboot? Yes.
App uses enhanced security signature? Yes.
App uses insecure signature digest algorithm? Yes.
Contains native libraries: Yes.

3.19.2 Details

The following sections describe details about the test results of Weight
Watchers Mobile with version 6.5.0.

App risks for enterprise usage

• Reasons for category implementation flaws:
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– Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

• Reasons for category privacy risks:

– App tries to access the device phone number which can be use to
identify the owner remotely.

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

– Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

– Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– http://docs.google.com/gview?embedded=true&
url=

– http://www.fr.weightwatchers.ca/templates/
print.aspx?PageId=1060071&amp.PrintFlag=yes

– http://www.weightwatchers.ca/util/art/index_
art.aspx?tabnum=1&amp.art_id=3541&amp.sc=68

– https://maps.googleapis.com/maps/api/
staticmap?zoom=16&maptype=roadmap&scale=2&
center=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– https://planos.vigilantesdopeso.com.br/
reunioes?app=true

– https://www.viktvaktarna.se/se/m/cms/find-a-
meeting?cid=WWAndroidAppLogin
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– https://www.viktvaktarna.se/se/sites/se/
files/styles/wwvs_image_original/public/
flex-i-mobil_150x90_0.jpg?itok=I9wntdV0

– https://www.viktvaktarna.se/se/sites/se/
files/styles/wwvs_image_original/public/
lagpointsrecept_150x90.jpg?itok=AGyuGwqt

– https://www.viktvaktarna.se/se/sites/se/
files/styles/wwvs_image_original/public/
rollovers_150x90.jpg?itok=PwmuEImD

– https://www.viktvaktarna.se/se/sites/se/
files/styles/wwvs_image_original/public/
veckomeny_150x90.jpg?itok=qHE9351A

– https://www.weightwatchers.co.uk/health/asm/
index.aspx?SKIPMAP=1

– https://www.weightwatchers.com/au/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/au/sites/
au/files/styles/wwvs_image_original/public/
dining_out_150x90.jpg?itok=JO5nC8Eq

– https://www.weightwatchers.com/au/sites/
au/files/styles/wwvs_image_original/public/
move-more_150x90.png?itok=u7LkWqAx

– https://www.weightwatchers.com/au/sites/
au/files/styles/wwvs_image_original/public/
rollovers_150x90.png?itok=K1MwJNe0

– https://www.weightwatchers.com/au/sites/
au/files/styles/wwvs_image_original/public/
starter-meal-plans_150x90.png?itok=KpS4s940

– https://www.weightwatchers.com/au/sites/
au/files/styles/wwvs_image_original/public/
zerofoods_150x90.jpg?itok=PdVVVg4C

– https://www.weightwatchers.com/au/sites/
au/files/styles/wwvs_image_original/public/
zerofoods_150x90_0.jpg?itok=lIAoIcd4

– https://www.weightwatchers.com/be/fr/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/be/nl/m/cms/
find-a-meeting?cid=WWAndroidAppLogin
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– https://www.weightwatchers.com/ca/en/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/ca/fr/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/ch/de/
treffen-finden?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/ch/fr/
trouver-une-reunion?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/de/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/de/sites/
de/files/styles/wwvs_image_original/public/
mahlzeitenplan_spice.jpg?itok=IICkaNSD

– https://www.weightwatchers.com/de/sites/
de/files/styles/wwvs_image_original/public/
rezepte_0-3-punkte_spice.jpg?itok=m-DfoRhZ

– https://www.weightwatchers.com/de/sites/
de/files/styles/wwvs_image_original/public/
smiley_spice-.jpg?itok=gpy31ouV

– https://www.weightwatchers.com/de/sites/
de/files/styles/wwvs_image_original/public/
tagebuch-fuehren_spice.jpg?itok=31NabxMU

– https://www.weightwatchers.com/de/sites/de/
files/styles/wwvs_image_original/public/ww_
your_way_spice.jpg?itok=Wn8iyOXM

– https://www.weightwatchers.com/fr/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/nl/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/uk/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– https://www.weightwatchers.com/us/m/cms/
find-a-meeting?cid=WWAndroidAppLogin

– market://details?id=

• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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• Communication endpoints: app-measurement.com, auth.fr.
weightwatchers.be, auth.fr.weightwatchers.ca,
auth.fr.weightwatchers.ch, auth.viktvaktarna.se,
auth.weightwatchers.be, auth.weightwatchers.ca,
auth.weightwatchers.ch, auth.weightwatchers.co.uk,
auth.weightwatchers.com, auth.weightwatchers.com.
au, auth.weightwatchers.de, auth.weightwatchers.fr,
auth.weightwatchers.nl, authn.lyr8.net, certs.
lyr8.net, conf.lyr8.net, de.surveymonkey.com,
docs.google.com, e.crashlytics.com, edge.api.
brightcove.com, fr.surveymonkey.com, javax.
xml.XMLConstants, logs-01.loggly.com, maps.
googleapis.com, metrics.brightcove.com, pagead2.
googlesyndication.com, planos.vigilantesdopeso.
com.br, plus.google.com, preview-players.
brightcove.net, settings.crashlytics.com, ssl.
google-analytics.com, sv.surveymonkey.com,
sync.lyr8.net, us-app-a5307.firebaseio.com,
weightwatchers.com, weightwatchers.prod.acquia-
sites.com, www.fr.weightwatchers.be, www.fr.
weightwatchers.ca, www.google-analytics.com,
www.google.com, www.googleapis.com, www.qat2.
weightwatchers.com, www.surveymonkey.com, www.
vigilantesdopeso.com.br, www.viktvaktarna.se,
www.weightwatchers.be, www.weightwatchers.ca,
www.weightwatchers.co.uk, www.weightwatchers.com,
www.weightwatchers.de, www.weightwatchers.fr,
www.youtube.com

• App communicates with servers in 5 countries.

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

– Lcom/layer/transport/auth/b$1.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.
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• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://docs.google.com/gview?embedded=true&
url=

– http://javax.xml.XMLConstants/feature/
secure-processing

– http://weightwatchers.com/be/fr/article/le-
programme-smartpoints

– http://weightwatchers.com/be/fr/article/les-
aliments-zero-pointsr-quest-ce-que-cest

– http://weightwatchers.com/be/fr/article/
voici-quoi-peut-ressembler-une-journee-
weight-watchers

– http://weightwatchers.com/be/fr/m/cms/
article/depart-en-fleche

– http://weightwatchers.com/be/fr/r/cms/
article/bases-de-repas

– http://weightwatchers.com/be/nl/article/
zero-pointsr-voedingsmiddelen-wat-zijn-dat

– http://weightwatchers.com/be/nl/article/zo-
kan-een-dag-met-ww-eruitzien

– http://weightwatchers.com/be/nl/m/cms/
article/snelle-start

– http://weightwatchers.com/be/nl/r/cms/
article/bouwpakketten

– http://weightwatchers.com/ca/en/article/
introducing-beyond-scale

– http://weightwatchers.com/ca/fr/m/cms/
article/presentation-de-plus-que-la-balance

– http://weightwatchers.com/ch/de/m/cms/
article/dein-mahlzeitenplan-fuer-eine-woche
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– http://weightwatchers.com/ch/de/m/cms/
article/punkte-sparen-ausgeben-abnehmen-so-
gehts

– http://weightwatchers.com/ch/de/m/cms/
article/rezepte-fuer-0-3-smartpoints

– http://weightwatchers.com/ch/de/m/cms/
article/wow-diese-lebensmittel-haben-0-
punkte

– http://weightwatchers.com/ch/de/m/cms/
article/ww-your-way-so-funktioniert-das-
neue-programm

– http://weightwatchers.com/ch/fr/m/cms/
article/decouvre-le-nouveau-programme-ww-
liberte

– http://weightwatchers.com/ch/fr/m/cms/
article/economiser-et-reporter-des-
smartpoints-tout-en-perdant-du-poids

– http://weightwatchers.com/ch/fr/m/cms/
article/recettes-pour-0-3-smartpoints

– http://weightwatchers.com/ch/fr/m/cms/
article/une-semaine-de-repas-avec-ww-liberte

– http://weightwatchers.com/ch/fr/m/cms/
article/waouh-ces-aliments-ont-0-point

– http://weightwatchers.com/de/m/cms/article/
dein-mahlzeitenplan-fuer-eine-woche

– http://weightwatchers.com/de/m/cms/article/
jetzt-neu-im-programm-mehr-als-200-zero-
points-lebensmittel

– http://weightwatchers.com/de/m/cms/article/
leckere-rezepte-fuer-0-3-smartpoints

– http://weightwatchers.com/de/m/cms/article/
punkte-sparen-ausgeben-abnehmen

– http://weightwatchers.com/de/m/cms/article/
ww-your-way-das-neue-programm

– http://weightwatchers.com/fr/m/cms/article/
decouvrez-ww-liberte

– http://weightwatchers.com/uk/m/cms/article/
0-3-smartpoints-recipes
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– http://weightwatchers.com/uk/m/cms/article/
7-day-meal-plan

– http://weightwatchers.com/uk/m/cms/article/
all-about-zero-points-foods

– http://weightwatchers.com/uk/m/cms/article/
how-track-smartpoints

– http://weightwatchers.com/uk/m/cms/article/
how-ww-flex-works

– http://weightwatchers.com/uk/m/cms/article/
understanding-your-smartpoints-budget

– http://weightwatchers.com/uk/m/cms/article/
using-your-rollovers

– http://weightwatchers.com/uk/m/cms/article/
welcome-ww-flex

– http://weightwatchers.com/uk/m/cms/article/
zero-points-foods

– http://weightwatchers.prod.acquia-sites.com/
uk/terms-conditions

– http://www.fr.weightwatchers.be/legal/
gensubagreement.aspx

– http://www.fr.weightwatchers.be/legal/
privacy.aspx

– http://www.fr.weightwatchers.ca/juridique/
confidentialite.aspx

– http://www.fr.weightwatchers.ca/juridique/
conventionabonnementgen.aspx

– http://www.fr.weightwatchers.ca/templates/
print.aspx?PageId=1060071&amp.PrintFlag=yes

– http://www.weightwatchers.be/legal/
gensubagreement.aspx

– http://www.weightwatchers.be/legal/privacy.
aspx

– http://www.weightwatchers.ca/util/art/index_
art.aspx?tabnum=1&amp.art_id=3541&amp.sc=68

– http://www.weightwatchers.com/legal/privacy.
aspx
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– http://www.weightwatchers.de/util/news/
cntrl_cntr_login.aspx

– http://www.weightwatchers.fr/legal/privacy.
aspx

• The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

– http://docs.google.com/gview?embedded=true&
url=

– http://www.fr.weightwatchers.ca/templates/
print.aspx?PageId=1060071&amp.PrintFlag=yes

– http://www.weightwatchers.ca/util/art/index_
art.aspx?tabnum=1&amp.art_id=3541&amp.sc=68

Data security

• It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

– "undefined"

• Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

– "undefined"

• The application requires the following permissions from the protection-
level: NORMAL

– GET_ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)
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– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)

– VIBRATE (Allows access to the vibrator.)

– ACCESS_LOCATION_EXTRA_COMMANDS (Allows an application to
access extra location provider commands.)

– ACCESS_WIFI_STATE (Allows applications to access information
about Wi-Fi networks)

– FLASHLIGHT (Allows access to the flashlight.)

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– ACCESS_COARSE_LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– INTERNET (Allows applications to open network sockets.)

– READ_PHONE_STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

– RECORD_AUDIO (Allows an application to record audio.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)
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• The application requires the following permissions from the protection-
level: SYSTEM or SIGNATURE

– MANAGE_DOCUMENTS (Allows an application to manage access to
documents, usually as part of a document picker.)

– READ_LOGS (Allows an application to read the low-level system log
files. Not for use by third-party applications, because Log entries
can contain the user’s private information.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Overprivileged permissions: READ_LOGS, FLASHLIGHT, GET_
ACCOUNTS, MANAGE_DOCUMENTS, RECEIVE_BOOT_COMPLETED,
ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION,
ACCESS_WIFI_STATE, READ_EXTERNAL_STORAGE, ACCESS_
LOCATION_EXTRA_COMMANDS

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for a specific file/ mimeType found. But the application de-
fines a scheme for generic file processing. This means the tested applica-
tion can process on different file types, depending of the user decision.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build display, build
brand, phone number, unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

– com.weightwatchers.mobile.ui.activity.
SplashScreen

– com.weightwatchers.community.connect.
profile.UserProfileActivity

– com.weightwatchers.community.connect.tag.
TopicActivity

– com.google.android.gms.tagmanager.
TagManagerPreviewActivity

– com.weightwatchers.mobile.ui.activity.
MainSearchActivity

– com.weightwatchers.community.connect.post.
NewPostActivity

– com.weightwatchers.mobile.ui.activity.
MainActivity
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• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.WAKE_LOCK

– android.permission.WAKE_LOCK

• Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

• World readable/writable preference files detected which can be read/writ-
ten by other applications.

– WORLD_READABLE

Runtime Security

• The application uses the following developement libraries:

– library-1.2.3-SNAPSHOT

– okhttp_2.3.0

– timber-3.0.0

– gson-2.3.1

– simple-xml-2.6.8

• The application does not contain a scheduled alarm.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The app contains a signature that uses an insecure signature algorithm:
SHA-1

• Loadable libraries found:

– ARM 32 bit: assets/armeabi-v7a/ffmpeg

– x86 32bit: assets/x86/ffmpeg

– ARM 32 bit: lib/armeabi-v7a/libARM_ARCH.so

– ARM 32 bit: lib/armeabi/libARM_ARCH.so

– x86 32bit: lib/x86/libARM_ARCH.so

Test Performance

• Execution time of all tests: 0:02:38.263

3.20 YAZIO Kalorienzähler: Ernährungsplan zum Abnehmen (Android)

3.20.1 Tests

The following Table 3.21 summarizes the results of the Android app YAZIO
Kalorienzähler: Ernährungsplan zum Abnehmen with version
3.8.0-2.

Table 3.21:
Overview of
summarized test
results for »YAZIO
Kalorienzähler:
Ernährungsplan
zum Abnehmen«

App risks for enterprise usage

Implementation flaws? No.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

Violations of default policy? No.

Communication security

Client communication used? Yes.
Communication endpoints: 44 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
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SSL/TLS using custom error handling? Yes.
SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CTR/NOPADDING", "AES/ECB/NOPADDING"
Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: com.yazio.android.
permission.C2D_MESSAGE, com.android.vending.
BILLING, com.google.android.c2dm.permission.
RECEIVE
Overprivileged permissions: READ_EXTERNAL_STORAGE,
RECEIVE_BOOT_COMPLETED
Is application overprivileged? Yes.
Application defines content provider? Yes.
Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.
WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.
Obfuscation level is: HIGH
Obfuscation framework used: Proguard
Device administration policy entries: None.
Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick
App provides public accessible activities? Yes.
Backup of app is allowed? No.
Log Statement Enabled? Yes.
Permission to access address book? No.
Permissions checked dynamically? Yes.
Sensor usage: Camera, GPS Location, Acceleration/
Light

Runtime Security

Scheduled Alarm Manager registered? Yes.
Dynamically alarm repeating types? Yes.
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Alarm intervals dynamically? Yes.
Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...), dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.
App uses enhanced security signature? Yes.
Executed component after Phone Reboot: com.evernote.
android.job.JobBootReceiver

3.20.2 Details

The following sections describe details about the test results of YAZIO
Kalorienzähler: Ernährungsplan zum Abnehmen with version
3.8.0-2.

App risks for enterprise usage

• Reasons for category security risks:

– Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

• Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

– https://buy.garmin.com/sv-SE/SE/
c10002-p1.html?series=BRAND562&sorter=
featuredProducts-desc

– https://monitorsdk.%s/remote-debug?app_id=

– https://pagead2.googlesyndication.com/
pagead/gen_204?id=gmob-apps

– market://details?id=com.google.android.gms.
ads

– market://details?id=com.sec.android.app.
shealth
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• Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

• Communication endpoints: api-project-121867625151.
firebaseio.com, api.%s, app-measurement.com, attr.
%s, buy.garmin.com, csi.gstatic.com, currentmillis.
com, e.crashlytics.com, events.%s, explore.garmin.
com, googleads.g.doubleclick.net, health.nokia.com,
help.yazio.com, hub.samsungapps.com, images.yazio.
com, imasdk.googleapis.com, monitorsdk.%s, onelink.
%s, pagead2.googlesyndication.com, play.google.com,
plus.google.com, redirect.yazio.com, register.%s,
settings.crashlytics.com, shop.samsung.com, ssl.
google-analytics.com, stats.%s, support.google.
com, t.%s, vision.googleapis.com, www.apple.com,
www.facebook.com, www.fitbit.com, www.garmin.com,
www.google-analytics.com, www.google.com, www.
googleapis.com, www.polar.com, www.samsung.com,
www.withings.com, www.yazio.com, www.y.direct,
www.y.rect, yzapi.yazio.com

• App communicates with servers in 6 countries.

• Communication with country: Netherlands, United States,
Ireland, Finland, Germany, unknown

• Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

• Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

• Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

• Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

– Interface HostnameVerifier is implemented or extended.

• The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

– http://www.garmin.com/pl-PL/

– http://www.samsung.com/br/wearables/gear-
fit-2-r360-small/SM-R3600DANZTO/
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– http://www.samsung.com/es/wearables/

– http://www.samsung.com/es/wearables/gear-
fit-2-r360/SM-R3600ZBAPHE/

– http://www.samsung.com/it/consumer/mobile-
devices/wearables/fitness-trackers/SM-
R3600DANITV

– http://www.samsung.com/pl/promocje/gear-s3/
#intro

– http://www.samsung.com/pl/wearables/

– http://www.samsung.com/se/wearables/

– http://www.samsung.com/se/wearables/gear-
fit-2-r360-large/SM-R3600DAANEE/

– http://www.samsung.com/us/explore/gear-fit2

– http://www.samsung.com/us/explore/gear-s3

– http://www.samsung.com/us/mobile/wearables

Data security

• ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

• The application requires the following permissions from the protection-
level: NORMAL

– ACCESS_NETWORK_STATE (Allows applications to access informa-
tion about networks.)

– WAKE_LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

– READ_EXTERNAL_STORAGE (Allows an application to
read from external storage. Any app that declares the
WRITE_EXTERNAL_STORAGE permission is implicitly granted this
permission. Currently, this permission is not enforced and all apps
still have access to read from external storage without this permis-
sion. That will change in a future release and apps will require this
permission to read from external storage. Note: If both minSdkVer-
sion and targetSdkVersion values are set to 3 or lower, the system
implicitly grants this permission to the app.)
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– RECEIVE_BOOT_COMPLETED (Allows an application to receive the
android.content.Intent ACTION_BOOT_COMPLETED that is broad-
cast after the system finishes booting. If you don’t request this per-
mission, you will not receive the broadcast at that time. Though
holding this permission does not have any security implications, it
can have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

• The application requires the following permissions from the protection-
level: DANGEROUS

– INTERNET (Allows applications to open network sockets.)

– WRITE_EXTERNAL_STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

– CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

– ACCESS_FINE_LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

• Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

• Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

• The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

• Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

• Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.
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• Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa_supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

• No indicators for file handling found. The app does not define a filter
scheme to process specific files.

• The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

• The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

• Code obfuscation techniques were detected for the app.

• Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

• In general code obfuscation is done automatically by different ob-
fuscation frameworks or obfuscation service providers. Detailed in-
formation to the detected framework Proguard can be found under:
http://developer.android.com/tools/help/proguard.html

• Device administration features not used.

• Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

• Accessed unique identifier(s): build model, build
manufacturer, build product, build display, build
fingerprint, build brand, country code + mobile
network code for SIM provider, unique Android ID

• Indicators for usage of advertisement/tracking framework were found.

• The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:
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– com.google.android.gms.appinvite.
PreviewActivity

– com.yazio.android.feature.MainActivity

• In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

• Logging statements found in app. This might leak security or privacy rele-
vant information.

• Permission READ_CONTACTS not used.

• Permissions are cross-checked dynamically to see if the application al-
ready possess the required permissions

– android.permission.WAKE_LOCK

– android.permission.INTERNET

• Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

• The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

– com.evernote.android.job.v14.a

• Repeating types have been generated dynamically without the proper use
of the Android System Constants. This often indicates malicious behavior.

• The scheduled task gets repeated in the following intervals:

– Dynamic interval(s)

• The alarm manager has been initialized properly.

• Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

• Android dalvik code is loaded dynamically by the listed methods.
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• In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

• The app is signed using the new enhanced APK Signature Scheme v2.

• The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

• Execution time of all tests: 0:02:04.105
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4 Glossary

3DES Triple DES or 3DES is the common name for the Triple Data
Encryption Algorithm (TDEA or Triple DEA) symmetric-key
block cipher, which applies the Data Encryption Standard
(DES) cipher algorithm three times to each data block. The
original DES cipher’s key size of 56 bits was generally suffi-
cient when that algorithm was designed, but the availability
of increasing computational power made brute-force attacks
feasible.
URL: http://en.wikipedia.org/wiki/Triple_
DES

Address book All sorts of information about a person can be stored within
the global address book including email addresses, phone
numbers, addresses, websites, chat names, and more. Apps
can access the address book based on different require-
ments or methods (Android: permission based, iOS: access
with user interaction or direct access without user interac-
tion (deprecated)). Appicaptor evaluates the methods and
API function calls of address book access as well as their con-
text (e.g. user interaction, permission analysis)
URL: http://developer.android.com/
reference/android/Manifest.permission.
html#READ_CONTACTS,
https://developer.apple.com/
library/ios/documentation/
ContactData/Conceptual/
AddressBookProgrammingGuideforiPhone/
Introduction.html

Advertisement
frameworks

Appicaptor evaluates different advertisement and tracking
frameworks e.g., Apple ID Support for Ads, Google AdMob,
Apple iAd, OpenUDID, Google Analytics, possibly other AD/-
Tracking, MillennialMedia, mopub, MobClix, TapJoy, Flurry,
inMobi AD Tracker, MobFox, mdotm, AdWhirl, Crashlyt-
ics, inneractive, AdFonic, Mocean Mobile, GreyStripe, in-
Mobi ADs, RevMob Ads, AdMarvel, Madvertise, Crittercism,
Adobe Omniture Tracker, Burstly, Jumptap, Urban Airship,
Unity3D. Advertisement frameworks grant apps access to
identifiers that can be used for serving advertisements or ad
tracking.
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Content
provider
(Android)

Content providers manage access to a structured set of
data. They encapsulate the data, and provide mechanisms
for defining data security. Content providers are the stan-
dard interface that connects data in one process with code
running in another process. As content providers are one po-
tential way to leak data to other apps Appicaptor searches
for content provider creation in apps.
URL: http://developer.android.com/guide/
topics/providers/content-providers.html

AES Advanced Encryption Standard (AES) is the standard
symmetric-key block encryption algorithm with a block size
of 128 bits and encryption key length of 128, 192 or 256
bits.
URL: http://en.wikipedia.org/wiki/
Advanced_Encryption_Standard

ARC
(iOS)

see Automatic reference counting (ARC)

ASLR-PIE
(iOS)

Address space layout randomization (ASLR) protects apps
from buffer overflow attacks. In order to prevent an at-
tacker from reliably jumping to a particular exploited func-
tion in memory, ASLR involves randomly arranging the posi-
tions of key data areas of a program, including the base of
the executable and the positions of the stack, heap, and
libraries, in a process’s address space. For full ASLR pro-
tection, the app has to be compiled with support for PIE
(position-independent executable). Appicaptor evaluates
whether or not the ASLR-PIE compile option was set during
app creation.
URL: http://en.wikipedia.org/wiki/
Address_space_layout_randomization,
https://developer.apple.com/library/
ios/qa/qa1788/_index.html
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Automatic ref-
erence counting
(ARC)
(iOS)

In Objective-C programming, Automatic Reference Count-
ing (ARC) is a memory management enhancement where
the burden of keeping track of an object’s reference count
is lifted from the programmer to the compiler. In traditional
Objective-C, the programmer would send retain and release
messages to objects in order to mark objects for dealloca-
tion or to prevent deallocation. Under ARC, the compiler
does this automatically by examining the source code and
then adding the retain and release messages in the com-
piled code.Appicaptor evaluates whether or not the ARC
compile option was set during app deployment.
URL: http://en.wikipedia.org/wiki/
Automatic_Reference_Counting,
https://developer.apple.com/library/
ios/releasenotes/ObjectiveC/RN-
TransitioningToARC/Introduction/
Introduction.html

Background ac-
tivities

If the user performs an action that starts another app or
switches to another app, the operating system moves the
previously running app into the background (where the ac-
tivity is no longer visible, but the instance and its state re-
mains intact). Appicaptor evaluates the methods and API
function calls of iOS background modes for audio (play and
record audible content in background), location (provide
location-based information to the user), voip (provide Voice-
over-IP services and automatically launch after system boot
so that the app can reestablish VoIP services (and is allowed
to play and record background audio)), newsstand-content
(process content that was recently downloaded in the back-
ground using the Newsstand Kit framework), external-
accessory (communicate with an accessory that delivers
data at regular intervals), bluetooth-central (use the Core-
Bluetooth framework to communicate with a Bluetooth ac-
cessory while in the background), bluetooth-peripheral (use
the CoreBluetooth framework to communicate in periph-
eral mode with a Bluetooth accessory), remote-notification
(use remote notifications to resume or launch the app in the
background for downloading new content), fetch (request a
launch or resume by the system to fetch new content from
the network on a regular basis).
URL: https://developer.apple.com/library/
ios/#documentation/general/Reference/
InfoPlistKeyReference/Articles/
iPhoneOSKeys.html#//apple_ref/doc/uid/
TP40009252-SW22
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Blacklist Application blacklisting is a common administration practice
to prevent the execution of undesirable programs. Such pro-
grams may include apps known to contain security threats
or vulnerabilities but also those that are deemed inappropri-
ate within an organization. Appicaptor will mark an app as
blacklisted when Appicaptor findings are not compliant to
your policy rule set.

CAST CAST is a symmetric-key block cipher with a block size of 64
bits and encryption key length of 40 to 128 bits. It is used in
a number of products, notably as the default cipher in some
versions of GPG and PGP.
URL: http://en.wikipedia.org/wiki/CAST-
128

CBC In Cipher-block chaining (CBC) mode, each block of plain-
text is XORed with the previous ciphertext block before be-
ing encrypted. This way, each ciphertext block depends on
all plaintext blocks processed up to that point. To make each
message unique, an initialization vector must be used in the
first block.
URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

Client communi-
cation

The client–server model of computing is a distributed appli-
cation structure that partitions tasks or workloads between
the providers of a resource or service, called servers, and
service requesters, called clients. Often clients and servers
communicate over a computer network on separate hard-
ware. A server host runs one or more server programs which
share their resources with clients. A client requests a server’s
content or service function and therefore initiate communi-
cation sessions with servers which await incoming requests.
Appicaptor evaluates the methods and API function calls
that initiate, perform and end communication processes
with external entities.
URL: http://en.wikipedia.org/wiki/Client%
E2%80%93server_model

Communication
security

Secure communication is achieved when two entities are
communicating in a way not susceptible to eavesdropping,
interception and manipulation. Appicaptor validates the
communication security characteristics in terms of correct
communication counterpart authenticity check implemen-
tations, and communication protection characteristics (in-
tegrity and encryption).
URL: http://en.wikipedia.org/wiki/Secure_
communication
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Compiler Flags The compiler transforms source code written in a program-
ming language into another computer language (the target
language, often resulting in a binary form known as object
code). Several compile-time options can be used to help
hardening a resulting binary e.g., against memory corrup-
tion attacks. Appicaptor evaluates the compile-time options
applied during app deployment.

Custom SSL/TLS
trust manager

See SSL Trust Management Modification

Data Protection Data at rest on the mobile device is subject to multiple
threats. To prevent this data from being unauthorizedly ac-
cessed, modified or stolen, mobile operating systems em-
ploy security protection measures such as password protec-
tion, data encryption, or a combination of both.

Data Protection
(iOS)

Data protection is available for iOS devices that offer hard-
ware encryption, including iPhone 3GS and later, all iPad
models, and iPod touch (3rd generation and later). Data
protection enhances the built-in hardware encryption by
protecting the hardware encryption keys with the device
passcode. This provides an additional layer of protection for
specific data on rest. Especially if a device is lost.
URL: http://support.apple.com/kb/ht4175

Data protection
classes
(iOS)

When a new file is created on an iOS device, it is assigned
to a specific class by the app that creates it or the default
class is utilized when no specific class is assigned. The de-
fault class is NSFileProtectionComplete when an app was
installed on iOS 7 whereas it is NSFileProtectionNone when
an app was installed on iOS6 or prior. Each class uses differ-
ent policies to determine when the data is accessible. The
basic classes and policies are as follows: complete protec-
tion (NSFileProtectionComplete), protected unless open (NS-
FileProtectionCompleteUnlessOpen), protected until first
user authentication (NSFileProtectionCompleteUntilFirstUser-
Authentication) and no protection (NSFileProtectionNone).
Appicaptor evaluates all file generation and modification
processes within the evaluated app and monitors the (de-
fault) assignment of data protection classes to these files.
URL: https://www.apple.com/privacy/docs/
iOS_Security_Guide_Oct_2014.pdf

Data security Appicaptor evaluates different aspects of data security: data
protection (data on rest protection, see data protection),
permission analysis, etc.

Default trust
anchor
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DES The Data Encryption Standard (DES) is an outdated
symmetric-key encryption algorithm which is now consid-
ered to be insecure for many applications.
URL: http://en.wikipedia.org/wiki/Data_
Encryption_Standard

Document types If an app is capable of opening specific types of files, the
app may indicate that support to the operating system. This
allows other apps to offer the user the option to hand off
those files to that mentioned app. Appicaptor extracts all
document types an app can handle.
URL: https://developer.apple.com/library/
ios/Documentation/FileManagement/
Conceptual/DocumentInteraction_
TopicsForIOS/Articles/
RegisteringtheFileTypesYourAppSupports.
html ,
http://developer.android.com/reference/
android/content/Intent.html

Domains ac-
cessed with
HTTP and HTTPS

See Mixed usage of HTTP and HTTPS

Dynamically
loaded code
(Android)

Loading (external) executable code while an app is running.

ECB The simplest of the encryption modes of a block cipher al-
gorithm is the electronic codebook (ECB) mode. The mes-
sage is divided into blocks, and each block is encrypted sepa-
rately.
URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

Flaw A software flaw is an error, failure, or fault in a computer
program or system that causes it to produce an incorrect or
unexpected result, or to behave in unintended ways.

fstack-protector-
all
(iOS)

iOS applications can apply stack smashing protection at
compile time. This can be achieved by specifying the com-
piler option named fstack-protector-all
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iCloud Usage iCloud is a cloud storage and cloud computing service pro-
vided by Apple. It allows data syncing for email, contacts,
calendars, bookmarks, notes, reminders (to-do lists), iWork
documents, photos and other data. The service also al-
lows users to wirelessly back up their iOS devices to iCloud.
Appicaptor examines iCloud usage as an option to store pri-
vate or sensitive data with potentially different protection
measures than the app‘s selected protection measures on
the mobile device.
URL: https://www.icloud.com/

Implementation
flaw

See flaw

InApp purchase In-App purchase in apps enables the app developer to sell
content or features directly within a free or paid app, e.g.,
premium content, virtual goods, or subscriptions.

JavaScript to
SDK API bridge
(Android)

WebViews JavaScript API Calls to all Android Java methods
are possible in case the app is executed on Android before
4.2 (remote code injection)
URL: http://developer.android.com/
reference/android/webkit/WebView.html#
addJavascriptInterface%28java.lang.
Object,%20java.lang.String%29,
http://sseblog.ec-spride.de/2013/09/
java-script-attack-vector/

Keychain
(iOS)

Apps need to handle passwords and other sensitive data,
such as keys or tokens. The iOS keychain provides a way
to store these items. Rather than limiting access to a single
process or app, access groups allow keychain items to be
shared between apps. Keychain items can only be shared
between apps from the same developer.
URL: https://www.apple.com/privacy/docs/
iOS_Security_Guide_Oct_2014.pdf
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Keychain classes
(iOS)

The basic classes are as follows: Access to keychain entries
when device is unlocked (kSecAttrAccessibleWhenUnlocked),
after first unlock (kSecAttrAccessibleAfterFirstUnlock) or al-
ways (kSecAttrAccessibleAlways). Apps with background
refresh services in iOS 7 require the keychain class kSecAt-
trAccessibleAfterFirstUnlock for keychain items when that in-
formation is accessed during background updates. Each key-
chain class has a “This device only” counterpart, which is al-
ways protected with device specific Key (the UID-key) when
being copied from the device during a backup, rendering
it useless if restored to a different device. Appicaptor eval-
uates all keychain generation and modification processes
within the evaluated app and monitors the assignment of
keychain entry classes.
URL: https://www.apple.com/privacy/docs/
iOS_Security_Guide_Oct_2014.pdf

Log Statement For e.g., application debugging there is the opportunity to
utilize log statements to write data to the global device log.
As the usage of log statements is one potential way to leak
data Appicaptor searches for the usage of log statements in
apps.

Malicious be-
haviour

Malicious app behavior affects the app user directly e.g.
through some action within a malicious app that harms
the user’s data, information or processes. Malicious actions
could be e.g. unauthorized data leakage, data modification
or social engineering.

MD5 The MD5 message-digest algorithm is a widely used crypto-
graphic hash function producing a 128-bit (16-byte) hash
value. The security of the MD5 hash function is severely
compromised, as a collision attack exists that can find col-
lisions within seconds.
URL: http://en.wikipedia.org/wiki/MD5

Message UI
(iOS)

The Message UI framework provides view controllers for pre-
senting composition interfaces for email and SMS messages
within a 3rd party app without requiring the user to leave
the app.
URL: https://developer.apple.com/library/
ios/Documentation/MessageUI/Reference/
MessageUI_Framework_Reference/_index.
html
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Mixed usage of
HTTP and HTTPS

When an app transmits data to a server via http that is capa-
ble of https the app does not utilize the maximum amount
of protection that is offered by its communication counter-
part. To detect potential but avoidable information leakage
based on unprotected communication Appicaptor searches
and documents for http usage when the target server is ca-
pable of https communication, as this characteristic is crucial
to data in transit protection.

OpenSSL Usage The OpenSSL Project develops a Open Source toolkit imple-
menting the Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) protocols. The project is managed by a world-
wide community of volunteers. Appicaptor checks whether
or not OpenSSL used within an app.
URL: https://www.openssl.org/

Overprivileged Serveral apps ask for more permissions than necessary (ac-
cording to their app functionality and utilized API methods
within the app). This is because they are integrated with
the operating system at a low level by device manufacturers
or app developer requests more permissions than required
(e.g., within Android app manifest file).

Padding A block cipher works on units of a fixed size (known as a
block size), but messages come in a variety of lengths. So
some modes (namely ECB and CBC) require that the fi-
nal block be padded before encryption. Several padding
schemes exist. The simplest is to add null bytes to the plain-
text to bring its length up to a multiple of the block size,
but care must be taken so that the original length of the
plaintext can be recovered. As an example the value of each
added byte by PKCS7 padding is the number of bytes that
are added.
URL: http://en.wikipedia.org/wiki/
Padding_(cryptography)

Passbook
(iOS)

With Passbook apps can store boarding passes, event tick-
ets, retail coupons, store cards and generic passes. These
elements include barcodes that can be scanned in order to
convey information stored in the pass to perform actions in
the physical world. As the usage of passbook is one poten-
tial way to leak data Appicaptor searches for the usage of
passbook in apps.
URL: https://developer.apple.com/
passbook/
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Pasteboard
Types
(iOS)

When the user requests a copy or cut operation on a selec-
tion in the user interface an object in the app writes data to
a pasteboard. Another object in the same or a different app
then reads that data from the pasteboard and presents it to
the user at a new location; this usually happens when the
user requests a paste operation. The copy and paste actions
can be processed with two different apps. To share data
with any other app, the app can either use the system-wide
pasteboard; or to share data with another app that has the
same team ID as the initial app, the app-specific pasteboards
can be utilized. As the usage of pasteboards is one potential
way to leak data Appicaptor searches for the utilized paste-
board type and the usage of the system-wide pasteboard if
available.
URL: https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIPasteboard_Class/Reference.html

Permission
(Android)

Android is a privilege-separated operating system, in which
each application runs with a distinct system identity (Linux
user ID and group ID). Additional finer-grained security fea-
tures are provided through a "permission" mechanism that
enforces restrictions on the specific operations that a par-
ticular process can perform, and per-URI permissions for
granting ad hoc access to specific pieces of data.
URL: http://developer.android.com/guide/
topics/security/permissions.html

PIE
(iOS)

see ASLR-PIE

Privacy Data privacy deals with the ability of an organization or indi-
vidual to restrict the sharing of data with third parties.

Privacy viola-
tions

Privacy violations refers to a process in which personal, sen-
sitive information are exposed to unauthorized third parties.
Appicaptor detects privacy violations based on e.g., unau-
thorized screenshot captures, access to device identifiers,
address book usage without notification, advertisement-
/tracking frameworks usage, sensor usage (location, micro-
phone, camera, etc.), log statements utilized, message UI
usage, iCloud usage, Pasteboard or passbook usage, etc.

RC2 RC2 a symmetric-key block cipher with a block size of 64
bits and encryption key length of 8–1024 bits, in steps of 8
bits.
URL: http://en.wikipedia.org/wiki/RC2
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RC4 Stream cipher used in popular protocols such as Transport
Layer Security (TLS) (to protect Internet traffic) and WEP (to
secure wireless networks). While remarkable for its simplic-
ity and speed in software, RC4 has weaknesses that argue
against its use in new systems.
URL: http://en.wikipedia.org/wiki/RC4

Runtime Secu-
rity

Runtime security summarizes Appicaptor test cases that re-
fer to methods to harden the application binary based on
compile-time options as well as the ability to execute dynam-
ically loaded code.

Security viola-
tions

Security violations refers to a circumstance that a process or
data handling is not protected in an appropriate manner.

Sensor usage App’s access to smartphone sensors, with or without user
interaction. Appicaptor detects access to sensor data such
as location data and location updates, microphone, and
camera data.

SHA1 The SHA1 message-digest algorithm is a widely used cryp-
tographic hash function producing a 160-bit (20-byte) hash
value. Attacks were found on SHA-1 therefore it is recom-
mended to move to SHA-2.
URL: http://en.wikipedia.org/wiki/SHA-1

Social Network
usage

App’s interaction with social networks, based on social net-
work framework or library usage. Appicaptor detects social
network interaction with Twitter, Facebook and Weibo.

SSL Secure Sockets Layer (SSL), and its successor Transport Layer
Security (TLS), are cryptographic protocols which were de-
signed to provide communication security (integrity, authen-
ticity and confidentiality) over untrusted communication
channels.
URL: http://tools.ietf.org/html/rfc6101

SSL Error Han-
dling Modifica-
tion

If using WebViews in coordination with SSL/TLS the app
developer can modify the SSLErrorHandler. One intention
to do so is to accept self-signed or even all certificates, even
incorrect ones. Appicaptor detects and notifies SSL error
handling modifications as these open the opportunity to
improper SSL error handling and therefore facilitate Man-in-
the-Middle attacks.
URL: http://developer.android.
com/reference/android/webkit/
SslErrorHandler.html

SSL/TLS usage See SSL or TLS
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SSL/TLS using
custom error
handling

See SSL Error Handling Modification

SSL/TLS using
faulty custom
error handling

This refers also to SSL Error Handling Modification, but in
this circumstance there is at least one point of execution
where the communication proceeds even if an error is in-
dicated. Appicaptor detects and notifies faulty custom SSL
error handling modifications as these open the opportunity
to improper SSL error handling and therefore facilitate Man-
in-the-Middle attacks.

SSL/TLS using
improper certifi-
cate validation

The communications security of SSL/TLS bases on the au-
thenticity and integrity of the utilized server certificates. If
an app implements a SSL/TLS certificate check itself and
does not use the operating system’s functions to validate
certificates. Faulty checks can render the SSL/TLS usage for
communication security useless. Appicaptor detects im-
proper certificate validation as this opens the opportunity
for Man-in-the-Middle attacks.

SSL/TLS using
manual domain
name verifica-
tion

The ALLOW_ALL HostnameVerifier essentially turns host-
name verification off.
URL: http://developer.android.com/
reference/org/apache/http/conn/ssl/
AllowAllHostnameVerifier.html

SSL/TLS with
changed cipher
list

Appicaptor detects wether or not the app implementation
changes the default SSL/TLS cipher sets.

stack smashing
protection
(iOS)

Stack buffer overflows occur when a program writes to a
memory address on the program’s call stack outside of the
intended data structure. The stack smashing protection is a
compile-time option to mitigate the effects of stack buffer
overflows.

Static pass-
words in URLs

Some apps transmit certain static credentials in URL param-
eters. As URL parameters are not protected as they are part
of the HTTP header, this is a potential way to unintentionally
leak sensitive data.

TLS Transport Layer Security (TLS) and its predecessor, Secure
Sockets Layer (SSL), is a cryptographic protocol which is
designed to provide communication security (integrity and
confidentiality) over untrusted communication channels
URL: http://tools.ietf.org/html/rfc2246,
http://tools.ietf.org/html/rfc4346 ,
http://tools.ietf.org/html/rfc5246
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Tracking frame-
work

See Advertisement frameworks

URL schemata Apps that support custom URL schemes can use those
schemes to receive messages. Appicaptor searches if an app
registers for these URL schemes to receive external data.
URL: https://developer.apple.com/library/
ios/featuredarticles/iPhoneURLScheme_
Reference/Introduction/Introduction.
html

Web view A Web View is an element that displays web pages within
apps without starting a dedicated stand alone browser.
Appicaptor checks if Web Views are used within apps.
URL: http://developer.android.com/
reference/android/webkit/WebView.html ,
https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIWebView_Class/Reference/Reference.
html
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