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1 Terms of Use
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The Results and accompanying information generated by Fraunhofer SIT and
provided to the client are protected by copyright for Fraunhofer Gesellschaft e.
V., all rights reserved. The Results will be provided to the client at Fraunhofer
SIT" sole discretion and are be subject to strict confidentiality and use restric-
tions as detailed below as the Results - among others - contain benchmark test
results with regard to third party software.

The client shall only be granted a non-exclusive, non-transferable, non-sublicensable
right to use the Results for its own internal evaluation purposes only. The client
shall not be entitled to release, transfer, assign, rent, lease, sell, disclose or oth-
erwise publish the Results.

The client shall not be entitled to allow access to the Results - in whole or in
part - or any information contained therein by any third party and shall be liable
that its employees shall comply with the obligations above.

Each violation of the restrictions to use the Results as outlined above by the
client shall be subject to damage claims and claims to refrain from any unautho-
rized use of the Results. In addition, the client shall indemnify Fraunhofer from
any third party claim resulting from the client’s violation of these obligations.
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2 Qverview
Appicaptor is a framework for semi-automated security testing of apps. Gen-
erated by the framework, this report represents an aggregated interpretation
of the performed tests to answer questions about security and privacy related
properties of apps.
The apps listed in Table 2.1 were selected by the customer to be tested with
the Appicaptor Framework. For each app a test model was derived which de-
scribes the nature of the app best. The test model is used to configure tests and
it provides information for correlating single test results to an overall result. A
generic model is applied for apps that are not tagged for tests specific to a cer-
tain class of apps. The listed versions corresponds to the values specified in the
app archives and may differ from those displayed in the app store if a developer
had chosen to use a diffrent version string for the app store.
Table 2.1: App Name Version 0S Test Model
Overview of
tested apps, ABOUT YOU Mode Online Shop 3.4.0 Android Shop
versions and AliExpress Shopping App 5.1.0 Android Shop
applied test Amazon Shopping 8.9.2.100 Android Shop
models Barcode Scanner 4.7.6 Android Generic
Barcode-Scanner Pro 1.1.27 Android Generic
bonprix . Mode online shoppen 1.5.1 Android Shop
eBay - kaufen & verkaufen 5.5.1.17 Android Shop
eBay Kleinanzeigen 6.9.7 Android Shop
Groupon - Deals und Shopping 16.14. Android Shop
73230
kaufDA - Prospekte & Angebote 11.3.0-715 Android Shop
Kaufland - Angebote und mehr 1.0.9 Android Shop
Kleiderkreisel 6.20.2.0 Android Shop
Lidl . Prospekte & Angebote 1.39.0(470) Android Shop
momox . Blcher, CD, DVD Ankauf 2.4.3 Android Shop
OTTO - Mode & Fashion-Shopping 6.7.0 Android Shop
PAYBACK 5.2.1 Android Shop
REWE Lieferservice, Supermarkt 2.10.1-62 Android Shop
Shpock Flohmarkt Kleinanzeigen 3.6.7 Android Shop
Wish - Freude am Einkaufen 4.2.1 Android Shop
Zalando - Fashion & Shopping 4.3.1 Android Shop
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3 Results

The presented results are based on automated test procedures. All test metrics
are carefully chosen and cross-checked. For stating a single app property, multi-
ple independent tests are conducted and correlated to prevent incorrect results.
Conflicting results or results that break specified assumptions are denoted by

a question mark in the results to prevent false interpretation. Those potential
ambiguous results are subject to further improvements of test procedures by
integrating insights of manual investigations into improved tests.

Due to the nature of automated tests, however, the correctness of the pre-
sented results can not be guaranteed. The results are based on work created
to the best of our knowledge and belief.

Table 3.1: Legend  [X tested property was found
X[i] tested property was found (see detail section for limitations)
L] tested property was not found
[][i] tested property was not found (see detail section for limitations)
test created proper test results
test created no test results
test created conflicting results
error conditions during test

RSRIEN

3.1 ABOUT YOU Mode Online Shop (Android)

3.1.1 Tests
The following Table 3.2 summarizes the results of the Android app ABOUT
YOU Mode Online Shop with version 3.4.0.

Table 3.2: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for X Privacy risks? Yes.

»ABOUT YOU X Security risks? Yes.

Mode Online Blacklisted by policy

Shop«

X Violations of default policy? Yes.

Communication security

6 Fraunhofer SIT
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3 Results

Client communication used? Yes.

Communication endpoints: 51 entries, see details.
Communication with country: 8 entries, see details.
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

Data security

NN X XA

XX 0K X

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.
Userdefined permission usage: 11 entries, see details.
Overprivileged permissions: RECEIVE-BOOT-COMPLETED, READ—
EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? Yes.

Input interface security

=]
[]
[

App can handle documents of mimeType: None.
Screenshot protection used? No.
Tap Jacking Protection used? No.

v
=.
<
Q
)
<

NOXXOODKNDNRN XX

X

Installed app list accessed? Yes.

Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

Device administration policy entries: None.
Accessed unique identifier(s): 14 entries, see details.
Advertisment-/tracking frameworks found: None.
App provides public accessible activities? No.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera (inactive), Location (inactive),
Acceleration/Light

Unprotected preference files found? Yes.

Runtime Security

Fraunhofer SIT 7
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X Cordova WebApp? Yes.

Cordova WebApp Plattform Version: 5.2 .2

Cordova WebApp Access Whitelist: = .pushwoosh.com, *

Ll Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass (...),
load(...), loadLibrary (...)

L1 Allow app debugging Flag? No.

X App uses outdated signature key? Yes.

X Contains native libraries: Yes.

Executed component after Phone Reboot: com.pushwoosh.

local.BootReceiver

3.1.2 Details

The following sections describe details about the test results of ABOUT YOU
Mode Online Shop with version 3.4.0.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

- JavaScript Bridge attackable: App uses a bridge between web con-
tent and native code. In combination with the detected loading of
unprotected web content, the functionality provided by the bridge
can be exploited by man-in-the-middle attackers.

8 Fraunhofer SIT
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3 Results

— Cordova Warning: Before moving a Cordova app to production, a
whitelist should be formulated to grand only access to specific net-
work domains and subdomains. This app, however, uses a whitelist
that allows access to any network domain.

Blacklisted by policy

e Reasons for category violations of default policy:

— Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

- http://pushapi.localytics.com/push_test?
platform=androidé&type=prod&campaign=%s&
creative=%s&token=%s&install_id=%s&client_
Ls=%s

- http://tools.google.com/dlpage/gaoptout?hl=
de

- market://details?id=

- market://details?id=de.aboutyou.mobile.app

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: about .pinterest.com, aboutyou.
de, accounts.google.com, app-measurement.com,
app.adjust.com, ayms—-integration.collins.kg,
ayms—staging.collins.kg, cdn.aboutyou.de, co—
mapp .aboutyou.at, co—mapp.aboutyou.ch, co—-

mapp .aboutyou.de, coaymapp-staging.collins.

kg, coaymappat-staging.collins.kg, coaymappch-
staging.collins.kqg, cp.pushwoosh.com, ec.europa.
eu, feed.aboutyou.at, feed.aboutyou.ch, feed.
aboutyou.de, feed.ay-staging.collins.kqg, feed.
ayat—-staging.collins.kg, feed.aych-staging.
collins.kg, instagram.com, ionicframework.com,
logging.aboutyou.de, login.live.com, login.yahoo.
com, m.aboutyou.at, m.aboutyou.ch, m.aboutyou.de,

Fraunhofer SIT 9
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http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://tools.google.com/dlpage/gaoptout?hl=de
http://tools.google.com/dlpage/gaoptout?hl=de
market://details?id=
market://details?id=de.aboutyou.mobile.app

3 Results
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m.aboutyou.dev, noscript.net, plus.google.com,
pushapi.localytics.com, ssl.google—analytics.com,
ssl.gstatic.com, static.pushwoosh.com, tools.
google.com, tracking.aboutyou.de, twitter.com,

www .aboutyou.ch, www.aboutyou.de, www. facebook.
com, www.google—analytics.com, www.google.com,
WWW.googleapis.com, www.googletagmanager.com,
www.linkedin.com, www.paypal.com www.ratepay.comn,
www.whatsapp.com

App communicates with servers in 8 countries.

Communication with country: Netherlands, United States,
Ireland, Luxembourg, Denmark, United Kingdom,
Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lorg/apache/cordova/filetransfer/
FileTransfers$3.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://instagram.com/about/legal/privacy/

http://static.pushwoosh.com/RichPush/
Android/

http://about.pinterest.com/de/privacy

http://twitter.com/account/settings


http://instagram.com/about/legal/privacy/
http://static.pushwoosh.com/RichPush/Android/
http://static.pushwoosh.com/RichPush/Android/
http://about.pinterest.com/de/privacy
http://twitter.com/account/settings
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http://m.aboutyou.at/api/
http://m.aboutyou.ch/api/
http://m.aboutyou.dev/api/

http://tools.google.com/dlpage/gaoptout?hl=
de

http://pushapi.localytics.com/push_test?
platform=android&type=prod&campaign=%s&
creative=%s&token=%s&install_ id=%s&client__
ts=%s

http://www.ratepay.com/zusaetzliche-
geschaeftsbedingungen-und-datenschutzhinweis

http://ec.europa.eu/consumers/odr/

http://www.google.com/intl/de/policies/
privacy

http://www.aboutyou.de/newsletterabmeldung

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://pushapi.localytics.com/push_test?

platform=android&type=prod&campaign=%s&
creative=%s&token=%s&install_id=%s&client__
ts=%s

- http://tools.google.com/dlpage/gaoptout?hl=

de

Data security

e The application requires the following permissions from the protection-
level: NORMAL

VIBRATE (Allows access to the vibrator.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

Fraunhofer SIT ’I ‘]
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RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e The application requires the following permissions from the protection-

level:

DANGEROUS

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Userdefined permission usage: de . aboutyou.mobile.app.
permission.C2D-MESSAGE, de.aboutyou.mobile.

app

.permission.RECEIVE-ADM-MESSAGE, com.

sonyericsson.home.permission.BROADCAST-BADGE,

com.
com.
.majeur.launcher.permission.UPDATE-BADGE,

com

com.
com.
com.
com.
com.

htc.launcher.permission.READ-SETTINGS,
amazon.device.messaging.permission.RECEIVE,

htc.launcher.permission.UPDATE-SHORTCUT,
sec.android.provider.badge.permission.WRITE,
sec.android.provider.badge.permission.READ,
anddoes.launcher.permission.UPDATE-COUNT,
google.android.c2dm.permission.RECEIVE

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.
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The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

There is a possible risk for devices with WiFi-Direct enabled

on android due to a buffer overflow vulnerability in the

wpa-supplicant module responsible for wlan management
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service).
Possible risks are denial of service, data leakage and possibly remote code
execution.

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

e The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e The Application gathers a list of installed applications. Even though some

legitimate applications may use this functionality, it can be misused to
send this information to third parties.

e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-

pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

¢ Device administration features not used.

Fraunhofer SIT 'I 3
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, SIM card serial, Wifi-MAC address,
country code + mobile network code for SIM
provider, MMC (Mobile Country Code), unique
Android ID

No indicators for usage of advertisement/tracking framework were
found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- de.aboutyou.mobile.app.MainActivity

In this application the allow backup option is enabled. This means the
application and all application data will be considered by doing a de-
vice backup. If an application contains sensitive information these can
be cloned by backing up the data and extracted from the backup archive
off device.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no Permission defined for camera usage, but the application
contains specific API calls accessing the camera. There was no permis-
sion defined for location sensors, but the application contains API calls
accessing location information. Missing permissions despite of API calls
could be an indication for missconfiguration or plugin/library code which
is not used. For more detailed information application has to be reviewed
manually.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

- WORLD-READABLE
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Runtime Security

e App contains Apache Cordova framework which enables software pro-
grammers to build applications for mobile devices using JavaScript,
HTML5, and CSS3. The following Cordova plugins were detected:

— cordova-plugin-file/www/Metadata. js

- cordova-plugin-file/www/
resolvelLocalFileSystemURI. js

- cordova-plugin-file/www/android/FileSystem.
js

- google-app-indexing-cordova/www/google—app-
indexing. Jjs

- cordova-plugin-file/www/fileSystems—roots. Js

— pushwoosh-cordova-plugin/www/
PushNotification. js

- cordova-plugin-file/www/ProgressEvent. js
- cordova-plugin-file/www/requestFileSystem. js

- cordova-plugin-splashscreen/www/
splashscreen. js

- cordova-universal-links-plugin/www/
universal_links. js

- com.napolitano.cordova.plugin.intent/www/
android/IntentPlugin. js

- cordova-plugin-globalization/www/
GlobalizationError. js

- cordova-plugin-file/www/LocalFileSystem. js

- cordova-plugin-file-transfer/www/
FileTransfer. js

- cordova-plugin-device/www/device. Js

- ionic-plugin-keyboard/www/android/keyboard.
Js

- cordova-plugin-x-socialsharing/www/
SocialSharing. js

- cordova-plugin-file/www/FileError. js

- com.adjust.sdk/www/adjust_config. js

Fraunhofer SIT 'I 5
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- cordova-plugin—-customurlscheme/www/android/
LaunchMyApp. js

- com.adjust.sdk/www/adjust. js
- cordova-plugin-camera/www/CameraConstants. js

- cordova-plugin—-camera/www/
CameraPopoverOptions. js

- cordova-plugin-file/www/DirectoryReader. js
- cordova-plugin—-file/www/browser/isChrome. js
— cordova-plugin-file/www/FileWriter. js

- cordova-plugin-file/www/FileUploadResult. Js

- com.localytics.phonegap.LocalyticsPlugin/
www/localytics. Jjs

— cordova-plugin-file/www/Entry.Jjs
- cordova-plugin-file/www/Flags. js
- cordova-plugin—-file/www/fileSystemPaths. js

- cordova-plugin-file-transfer/www/
FileTransferError. js

- cordova-plugin-inappbrowser/www/
inappbrowser. js

- cordova-plugin-file/www/FileReader. js

- cordova-plugin-file/www/fileSystems. js

- cordova-plugin-statusbar/www/statusbar. js

- cordova-plugin-file/www/FileUploadOptions. Jjs
- cordova-plugin-file/www/DirectoryEntry. js

- cordova-plugin-file/www/File. js

- cordova-plugin-file/www/FileEntry.js

- cordova-plugin—-globalization/www/
globalization. js

— cordova-plugin-camera/www/
CameraPopoverHandle. js

- cordova-plugin-file/www/FileSystem. js
- com.adjust.sdk/www/adjust_event. js

- cordova-plugin-camera/www/Camera. js

‘I 6 Fraunhofer SIT
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The plattfrom build version information was found in app bundle.
The network access whitelist information was found in app bundle.
The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:

— ARM 32 bit: lib/armeabi-v7a/libxwalkcore.so

- ARM 32 bit: lib/armeabi-v7a/libxwalkdummy.so

The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:00:55.088

3.2 AliExpress Shopping App (Android)

The following Table 3.3 summarizes the results of the Android app
AliExpress Shopping App with version 5.7.0.

App risks for enterprise usage

3.2.1 Tests

Table 3.3:

Overview of
summarized test X
results for L]
»AliExpress X

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Shopping App«

Fraunhofer SIT ‘I 7
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Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 39 entries, see details.
Communication with country: 7 entries, see details.
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXNKOXXXNXKNNKX

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "RSA/
ECB/PKCS1Padding"

Constant initialization vectors found? Yes.

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Application needs system/signature permissions? Yes.

Userdefined permission usage: android.permission.READ-
SETTINGS

Overprivileged permissions: 6 entries, see details.

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NXNX XX

XX XK

Input interface security

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
[]  Tap Jacking Protection used? No.

Privacy

Obfuscation used? Yes.

Obfuscation level is: HIGH

Device administration policy entries: None.
Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: None.
App provides public accessible activities? Yes.
Backup of app is allowed? No.

Log Statement Enabled? Yes.

XOX DK INX
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3.2.2 Details

[ ] Permission to access address book? No.
Sensor usage: Camera, Location (inactive),
Acceleration/Light

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugging Flag? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

Executed component after Phone Reboot: com.taobao.accs.
EventReceiver, com.evernote.android. job.
JobBootReceiver

NX ]

NX X[

The following sections describe details about the test results of AliExpress
Shopping App with version 5.7.0.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

- Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

Fraunhofer SIT 'I 9
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aecmd://QandADetail?productId=%s&questionId=
$s&read=%s&isPop=%s

aecmd://native/channel?sceneld=
AppDiscoverVenue

aecmd://native/channel?scenelId=AppLP_
PhotoReviews_L2&productIds=

aecmd://native/channel?sceneld=AppMainVenue

aecmd://native/channel?sceneId=AppMyVenues&
window_color=F43F25

aecmd://store/home?sellerAdminSeqg=

aecmd: //webapp/goto/url?_login=YES&

_ssoLogin=YES&url=

aecmd: //webapp/goto/url?_ssoLogin=YES&

_login=YES&url=

aecmd://webapp/goto/url?_usePullRefresh=
true& _title=

aecmd://webapp/share?title=
aliexpress://goto?url=
aliexpress://product/detail?productId=

android-app://com.alibaba.aliexpresshd/
aliexpress/list?outSource=aia&cateld=%sé&
cateName=%s

android-app://com.alibaba.aliexpresshd/
aliexpress/product/detail?outSource=aias&
productId=%$s&subject=%s

background:url (https://h.online-metrix.net/
fp/clear.png?org_id=1lsnnb5n9w&amp.session_id=
%$7B0%7/D&amp.m=1)

http://m.aliexpress.com/app_feedback_form/
android.html?_t=

http://m.aliexpress.com/item/%$s.html?from=
aia

http://m.aliexpress.com/product/
appProductDescription.htm?productId=

http://m.aliexpress.com/search.htm?keywords=
$s&from=aia


aecmd://QandADetail?productId=%s&questionId=%s&read=%s&isPop=%s
aecmd://QandADetail?productId=%s&questionId=%s&read=%s&isPop=%s
aecmd://native/channel?sceneId=AppDiscoverVenue
aecmd://native/channel?sceneId=AppDiscoverVenue
aecmd://native/channel?sceneId=AppLP_PhotoReviews_L2&productIds=
aecmd://native/channel?sceneId=AppLP_PhotoReviews_L2&productIds=
aecmd://native/channel?sceneId=AppMainVenue
aecmd://native/channel?sceneId=AppMyVenue&window_color=F43F25
aecmd://native/channel?sceneId=AppMyVenue&window_color=F43F25
aecmd://store/home?sellerAdminSeq=
aecmd://webapp/goto/url?_login=YES&_ssoLogin=YES&url=
aecmd://webapp/goto/url?_login=YES&_ssoLogin=YES&url=
aecmd://webapp/goto/url?_ssoLogin=YES&_login=YES&url=
aecmd://webapp/goto/url?_ssoLogin=YES&_login=YES&url=
aecmd://webapp/goto/url?_usePullRefresh=true&_title=
aecmd://webapp/goto/url?_usePullRefresh=true&_title=
aecmd://webapp/share?title=
aliexpress://goto?url=
aliexpress://product/detail?productId=
android-app://com.alibaba.aliexpresshd/aliexpress/list?outSource=aia&cateId=%s&cateName=%s
android-app://com.alibaba.aliexpresshd/aliexpress/list?outSource=aia&cateId=%s&cateName=%s
android-app://com.alibaba.aliexpresshd/aliexpress/list?outSource=aia&cateId=%s&cateName=%s
android-app://com.alibaba.aliexpresshd/aliexpress/product/detail?outSource=aia&productId=%s&subject=%s
android-app://com.alibaba.aliexpresshd/aliexpress/product/detail?outSource=aia&productId=%s&subject=%s
android-app://com.alibaba.aliexpresshd/aliexpress/product/detail?outSource=aia&productId=%s&subject=%s
background:url(https://h.online-metrix.net/fp/clear.png?org_id=1snn5n9w&amp.session_id=%7B0%7D&amp.m=1)
background:url(https://h.online-metrix.net/fp/clear.png?org_id=1snn5n9w&amp.session_id=%7B0%7D&amp.m=1)
background:url(https://h.online-metrix.net/fp/clear.png?org_id=1snn5n9w&amp.session_id=%7B0%7D&amp.m=1)
http://m.aliexpress.com/app_feedback_form/android.html?_t=
http://m.aliexpress.com/app_feedback_form/android.html?_t=
http://m.aliexpress.com/item/%s.html?from=aia
http://m.aliexpress.com/item/%s.html?from=aia
http://m.aliexpress.com/product/appProductDescription.htm?productId=
http://m.aliexpress.com/product/appProductDescription.htm?productId=
http://m.aliexpress.com/search.htm?keywords=%s&from=aia
http://m.aliexpress.com/search.htm?keywords=%s&from=aia

For internal use only!

3 Results

http://m.aliexpress.com/store/StoreCategory.
htm?sellerAdminSeqg=

http://m.aliexpress.com/store/sellerInfo.
htm?sellerAdminSeq=

http://m.aliexpress.com/store/storeHome.htm?
sellerAdminSeqg=

http://m\.aliexpress\.com/group/ ([0-9]*)
—([0-9]*)—-detail.html\?.+promotionType= (\w+)

http://play.google.com/store/apps/details?
id=
http://sale.aliexpress.com/myawardsmobile.

htm?_ssoLogin=YES&_login=YES

http://tb.cn/n/poplayerdebug?windvane=%sé&
log_cache_size=%s

http://us.my.alibaba.com/user/company/
forget_password_input_email.htm?email=

https://chart.googleapis.com/chart?cht=qré&
chl=%7B0%7D&choe=UTF-8&chs=300x300

https://h.online-metrix.net/fp/clear.png?
org_id=1lsnnbn9w&amp.session_id=%7B1%$7D&amp.
m=2

https://h.online-metrix.net/fp/fp.swf?org_
id=1lsnnbn9w&amp.session_id=%7B2%7D

https://h.online-metrix.net/fp/fp.swf?org_
id=lsnnbn9wé&amp.session_id=%7B3%7D

https://oauth.vk.com/authorize?client_id=%s&
scope=%s&redirect_uri=%s&display=mobile&v=
$s&response_type=token&revoke=%d

https://www.googleapis.com/ocauth2/v1/
userinfo?access_token=

itao://app/dispatcher?target=

market://details?id=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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http://m.aliexpress.com/store/StoreCategory.htm?sellerAdminSeq=
http://m.aliexpress.com/store/StoreCategory.htm?sellerAdminSeq=
http://m.aliexpress.com/store/sellerInfo.htm?sellerAdminSeq=
http://m.aliexpress.com/store/sellerInfo.htm?sellerAdminSeq=
http://m.aliexpress.com/store/storeHome.htm?sellerAdminSeq=
http://m.aliexpress.com/store/storeHome.htm?sellerAdminSeq=
http://m\.aliexpress\.com/group/([0-9]*)-([0-9]*)-detail.html\?.*promotionType=(\w+)
http://m\.aliexpress\.com/group/([0-9]*)-([0-9]*)-detail.html\?.*promotionType=(\w+)
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://sale.aliexpress.com/myawardsmobile.htm?_ssoLogin=YES&_login=YES
http://sale.aliexpress.com/myawardsmobile.htm?_ssoLogin=YES&_login=YES
http://tb.cn/n/poplayerdebug?windvane=%s&log_cache_size=%s
http://tb.cn/n/poplayerdebug?windvane=%s&log_cache_size=%s
http://us.my.alibaba.com/user/company/forget_password_input_email.htm?email=
http://us.my.alibaba.com/user/company/forget_password_input_email.htm?email=
https://chart.googleapis.com/chart?cht=qr&chl=%7B0%7D&choe=UTF-8&chs=300x300
https://chart.googleapis.com/chart?cht=qr&chl=%7B0%7D&choe=UTF-8&chs=300x300
https://h.online-metrix.net/fp/clear.png?org_id=1snn5n9w&amp.session_id=%7B1%7D&amp.m=2
https://h.online-metrix.net/fp/clear.png?org_id=1snn5n9w&amp.session_id=%7B1%7D&amp.m=2
https://h.online-metrix.net/fp/clear.png?org_id=1snn5n9w&amp.session_id=%7B1%7D&amp.m=2
https://h.online-metrix.net/fp/fp.swf?org_id=1snn5n9w&amp.session_id=%7B2%7D
https://h.online-metrix.net/fp/fp.swf?org_id=1snn5n9w&amp.session_id=%7B2%7D
https://h.online-metrix.net/fp/fp.swf?org_id=1snn5n9w&amp.session_id=%7B3%7D
https://h.online-metrix.net/fp/fp.swf?org_id=1snn5n9w&amp.session_id=%7B3%7D
https://oauth.vk.com/authorize?client_id=%s&scope=%s&redirect_uri=%s&display=mobile&v=%s&response_type=token&revoke=%d
https://oauth.vk.com/authorize?client_id=%s&scope=%s&redirect_uri=%s&display=mobile&v=%s&response_type=token&revoke=%d
https://oauth.vk.com/authorize?client_id=%s&scope=%s&redirect_uri=%s&display=mobile&v=%s&response_type=token&revoke=%d
https://www.googleapis.com/oauth2/v1/userinfo?access_token=
https://www.googleapis.com/oauth2/v1/userinfo?access_token=
itao://app/dispatcher?target=
market://details?id=
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e Communication endpoints: a.aliexpress.com, accounts.

google.com, activities.aliexpress.com, aec01.
alicdn.com, ams.alibaba-inc.com, api.aliexpress.
com, api.m.aliexpress.com, chart.googleapis.

com, d.aliexpress.com, en.itao.com gw.alicdn.

com, gw.api.alibaba.com h.online-metrix.net,
iclientgw.alipay.com, img.alibaba.com, imgl.daily.
taobaocdn.net, imgl.tbcdn.cn,intl.alipay.com,
kfupload.alibaba.com m-adash.m.taobao.com, m.
aliexpress.com m\Tl\textbackslash .aliexpress\
Tl\textbackslash .com, mobi.aliexpress.com, news.
alibaba.com, cauth.vk.com, pg.aliexpress.com play.
google.com, sale.aliexpress.com, star.aliexpress.
com, tb.cn, translate.google.com, twitter.com,
us.my.alibaba.com, vk.com, www.l7track.net, www.
aliexpress.com, www.facebook.com, www.googleapis.
com, www.plinterest.com

App communicates with servers in 7 countries.

Communication with country: Netherlands, United States,
Ireland, China, Germany, unknown, Russia

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

— Lanet/channel/util/eS$bS$a.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://m.aliexpress.com/item/%s.html?from=
aia


http://m.aliexpress.com/item/%s.html?from=aia
http://m.aliexpress.com/item/%s.html?from=aia

For internal use only!

3 Results

http://sale.aliexpress.com/myawardsmobile.
htm?_ssoLogin=YES&_ login=YES

http://m.aliexpress.com/login.htm

http://m.aliexpress.com/search.htm?keywords=
$s&from=aia

http://iclientgw.alipay.com/gateway.htm

http://activities.aliexpress.com/h5_help_
center.php

http://imgl.daily.taobaocdn.net/L1/429/
1286354249/

http://imgl.tbcdn.cn/L1/429/49823646/

http://m.aliexpress.com/product/
appProductDescription.htm?productId=

http://news.alibaba.com/article/detail/help/
100453670-1-alibaba.com-free-membership-
agreement .html

http://m.aliexpress.com/app_feedback_form/
android.html?_t=

http://m.aliexpress.com/ok. jsp

http://m.aliexpress.com/store/storeHome.htm?
sellerAdminSeqg=

http://m.aliexpress.com/downloadapp/myOrder.
htm

http://en.itao.com/terms
http://m—adash.m.taobao.com/rest/sur
http://www.l7track.net/en/
http://sale.aliexpress.com/wd-home.htm

http://m.aliexpress.com/tools/exchangeRate.
htm

http://m.aliexpress.com/store/StoreCategory.
htm?sellerAdminSeqg=

http://vk.com/share.php

http://activities.aliexpress.com/adcms/help—-
aliexpress—com/product_listing policy.php

http://kfupload.alibaba.com/mupload%s%s
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http://sale.aliexpress.com/myawardsmobile.htm?_ssoLogin=YES&_login=YES
http://sale.aliexpress.com/myawardsmobile.htm?_ssoLogin=YES&_login=YES
http://m.aliexpress.com/login.htm
http://m.aliexpress.com/search.htm?keywords=%s&from=aia
http://m.aliexpress.com/search.htm?keywords=%s&from=aia
http://iclientgw.alipay.com/gateway.htm
http://activities.aliexpress.com/h5_help_center.php
http://activities.aliexpress.com/h5_help_center.php
http://img1.daily.taobaocdn.net/L1/429/1286354249/
http://img1.daily.taobaocdn.net/L1/429/1286354249/
http://img1.tbcdn.cn/L1/429/49823646/
http://m.aliexpress.com/product/appProductDescription.htm?productId=
http://m.aliexpress.com/product/appProductDescription.htm?productId=
http://news.alibaba.com/article/detail/help/100453670-1-alibaba.com-free-membership-agreement.html
http://news.alibaba.com/article/detail/help/100453670-1-alibaba.com-free-membership-agreement.html
http://news.alibaba.com/article/detail/help/100453670-1-alibaba.com-free-membership-agreement.html
http://m.aliexpress.com/app_feedback_form/android.html?_t=
http://m.aliexpress.com/app_feedback_form/android.html?_t=
http://m.aliexpress.com/ok.jsp
http://m.aliexpress.com/store/storeHome.htm?sellerAdminSeq=
http://m.aliexpress.com/store/storeHome.htm?sellerAdminSeq=
http://m.aliexpress.com/downloadapp/myOrder.htm
http://m.aliexpress.com/downloadapp/myOrder.htm
http://en.itao.com/terms
http://m-adash.m.taobao.com/rest/sur
http://www.17track.net/en/
http://sale.aliexpress.com/wd-home.htm
http://m.aliexpress.com/tools/exchangeRate.htm
http://m.aliexpress.com/tools/exchangeRate.htm
http://m.aliexpress.com/store/StoreCategory.htm?sellerAdminSeq=
http://m.aliexpress.com/store/StoreCategory.htm?sellerAdminSeq=
http://vk.com/share.php
http://activities.aliexpress.com/adcms/help-aliexpress-com/product_listing_policy.php
http://activities.aliexpress.com/adcms/help-aliexpress-com/product_listing_policy.php
http://kfupload.alibaba.com/mupload%s%s
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http://m.aliexpress.com/coupon/myCoupon.htm
http://m.aliexpress.com/store/sellerInfo.htm
http://www.aliexpress.com/store/

http://ams.alibaba-inc.com/page/preview/
source/1117

http://tb.cn/n/poplayerdebug?windvane=%s&
log_cache_size=%s

http://www.aliexpress.com/item/—/
http://www.aliexpress.com/ok. jsp
http://www.pinterest.com/pin/create/button/

http://m.aliexpress.com/store/sellerInfo.
htm?sellerAdminSeqg=

http://us.my.alibaba.com/user/company/
forget_password_input_email.htm?email=

http://play.google.com/store/apps/details?
id=

http://kfupload.alibaba.com/mupload

http://www.aliexpress.com/buyerprotection/
index.html

http://www.aliexpress.com/about.html
http://gw.alicdn.com/L1/429/49823646/
http://sale.aliexpress.com/listrules.htm
http://m.aliexpress.com/item

http://sale.aliexpress.com/ru/__mobile/
public_offer 4pl.htm

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://m.aliexpress.com/app_feedback_form/
android.html?_t=

http://m.aliexpress.com/item/%$s.html?from=
aia

http://m.aliexpress.com/product/
appProductDescription.htm?productId=

http://m.aliexpress.com/search.htm?keywords=
$s&from=aia


http://m.aliexpress.com/coupon/myCoupon.htm
http://m.aliexpress.com/store/sellerInfo.htm
http://www.aliexpress.com/store/
http://ams.alibaba-inc.com/page/preview/source/1117
http://ams.alibaba-inc.com/page/preview/source/1117
http://tb.cn/n/poplayerdebug?windvane=%s&log_cache_size=%s
http://tb.cn/n/poplayerdebug?windvane=%s&log_cache_size=%s
http://www.aliexpress.com/item/-/
http://www.aliexpress.com/ok.jsp
http://www.pinterest.com/pin/create/button/
http://m.aliexpress.com/store/sellerInfo.htm?sellerAdminSeq=
http://m.aliexpress.com/store/sellerInfo.htm?sellerAdminSeq=
http://us.my.alibaba.com/user/company/forget_password_input_email.htm?email=
http://us.my.alibaba.com/user/company/forget_password_input_email.htm?email=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://kfupload.alibaba.com/mupload
http://www.aliexpress.com/buyerprotection/index.html
http://www.aliexpress.com/buyerprotection/index.html
http://www.aliexpress.com/about.html
http://gw.alicdn.com/L1/429/49823646/
http://sale.aliexpress.com/listrules.htm
http://m.aliexpress.com/item
http://sale.aliexpress.com/ru/__mobile/public_offer_4pl.htm
http://sale.aliexpress.com/ru/__mobile/public_offer_4pl.htm
http://m.aliexpress.com/app_feedback_form/android.html?_t=
http://m.aliexpress.com/app_feedback_form/android.html?_t=
http://m.aliexpress.com/item/%s.html?from=aia
http://m.aliexpress.com/item/%s.html?from=aia
http://m.aliexpress.com/product/appProductDescription.htm?productId=
http://m.aliexpress.com/product/appProductDescription.htm?productId=
http://m.aliexpress.com/search.htm?keywords=%s&from=aia
http://m.aliexpress.com/search.htm?keywords=%s&from=aia
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3 Results

http://m.aliexpress.com/store/StoreCategory.
htm?sellerAdminSeqg=

http://m.aliexpress.com/store/sellerInfo.
htm?sellerAdminSeq=

http://m.aliexpress.com/store/storeHome.htm?
sellerAdminSeqg=

http://m\.aliexpress\.com/group/ ([0-9]*)
—([0-9]*)—-detail.html\?.+promotionType= (\w+)

http://play.google.com/store/apps/details?
id=
http://sale.aliexpress.com/myawardsmobile.

htm?_ssoLogin=YES&_login=YES

http://tb.cn/n/poplayerdebug?windvane=%ss&
log_cache_size=%s

http://us.my.alibaba.com/user/company/
forget_password_input_email.htm?email=

Data security

e Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- "0129130405060718"

e The application requires the following permissions from the protection-
level: NORMAL

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-

cessor from sleeping or screen from dimming.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

WRITE-SETTINGS (Allows an application to read or write the system
settings.)

Fraunhofer SIT
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— CHANGE-NETWORK-STATE (Allows applications to change network

connectivity state.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— VIBRATE (Allows access to the vibrator.)

e The application requires the following permissions from the protection-
level: DANGEROUS

INTERNET (Allows applications to open network sockets.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

GET-TASKS (Allows an application to get information about the cur-
rently or recently running tasks.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

CHANGE-WIFI-STATE (Allows applications to change Wi-Fi connec-
tivity state.)

READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— CHANGE-CONFIGURATION (Allows an application to modify the

current configuration, such as locale.)
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— DELETE-CACHE-FILES (Allows an application to delete cache files.
Not for use by third-party applications.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Overprivileged permissions: CHANGE—-CONFIGURATION, DELETE-
CACHE-FILES, CHANGE-WIFI-STATE, CHANGE-NETWORK-
STATE, READ-EXTERNAL-STORAGE, WRITE-SETTINGS

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

e The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

¢ Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH

or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.
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¢ Device administration features not used.

e Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

e Accessed unique identifier(s): build model, build
manufacturer, build product,build brand, IMEI/MEID,
subscriber ID (IMSI),Wifi-MAC address, unique
Android ID

e No indicators for usage of advertisement/tracking framework were
found.

e The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

— com.alibaba.aliexpresshd.module.hybrid.
DispatcherActivity

- com.alibaba.aliexpresshd.module.hybrid.
HttpDispatcherActivity

e |n this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

e |Logging statements found in app. This might leak security or privacy rele-
vant information.

e Permission READ-CONTACTS not used.

e Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ii-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

e The application does not contain a scheduled alarm.
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e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

¢ |Loadable libraries found:

- ARM 32 bit: lib/armeabi-v7a/
libEdgeRiskAnalyzer.so

- ARM 32 bit: lib/armeabi-v7a/libandfix.so
- ARM 32 bit: lib/armeabi-v7a/libwebp.so

- ARM 32 bit: lib/armeabi/libandfix.so

- ARM 32 bit: lib/armeabi/libtnet-3.1.7.s0
- ARM 32 bit: lib/armeabi/libwebp.so

- x86 32bit: lib/x86/libandfix.so

- x86 32bit: 1ib/x86/libtnet-3.1.7.so0

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:01:31.479

3.3 Amazon Shopping (Android)

3.3.1 Tests

The following Table 3.4 summarizes the results of the Android app Amazon
Shopping with version 8.9.2.700.
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Table 34 App risks for enterprise usage
Overview of

summarized test X Implementation flaws? Yes.
results for X Privacy risks? Yes.

»Amazon X Security risks? Yes.
Shopping«

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 83 entries, see details.
Communication with country: United States, Ireland, Chinag,
unknown

SSL/TLS used? Yes.

Domains accessed with http AND https: 11 entries, see details.
Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXX OXX XN X

Data security

Cryptographic Primitives: 6 entries, see details.
Cryptographic salt values found? Yes.

Key derivation iteration count: 1000

Application needs normal permissions? Yes.
Application needs dangerous permissions? Yes.
Userdefined permission usage: 19 entries, see details.
Overprivileged permissions: 6 entries, see details.

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

OXITXXNNX XA XK

Input interface security

=l App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
I=I Device administration policy entries: None.
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Accessed unique identifier(s): 13 entries, see details.
Advertisment-/tracking frameworks found: Amazon Ad System
App provides public accessible activities? Yes.

Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? Yes.

Sensor usage: Camera, WIFI-Based Location, GPS
Location, Acceleration/Light

NXNXOXKEK

Runtime Security

Cordova WebApp? Yes.

Cordova WebApp Access Whitelist: =

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...),
loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

NXONKX

X0

3.3.2 Details

The following sections describe details about the test results of Amazon
Shopping with version 8.9.2.700.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App tries to access the device phone number which can be use to
identify the owner remotely.

e Reasons for category security risks:
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Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Crypto: Constant salt detected. This should be avoided, as it can
make app vulnerable to bruteforce attacks.

JavaScript Bridge attackable: App uses a bridge between web con-
tent and native code. In combination with the detected loading of
unprotected web content, the functionality provided by the bridge
can be exploited by man-in-the-middle attackers.

Cordova Warning: Before moving a Cordova app to production, a
whitelist should be formulated to grand only access to specific net-
work domains and subdomains. This app, however, uses a whitelist
that allows access to any network domain.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

a.href=https://www.amazon.com.mx/gp/aw/help?
id=mpa

amzn://apps/android?asin=%s
amzn://apps/android?p=%1$s
amzn://apps/android?p=%s
amznapp://page?app-action=dismiss—all
audible://store/detail?sku=%s

http://www.amazon.ca/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.cn/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.co.jp/gp/help/customer/
display.html?nodeId=201422770

http://www.amazon.co.jp/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.co.uk/gp/help/customer/
display.html/?&nodeId=201376320


a.href=https://www.amazon.com.mx/gp/aw/help?id=mpa
a.href=https://www.amazon.com.mx/gp/aw/help?id=mpa
amzn://apps/android?asin=%s
amzn://apps/android?p=%1$s
amzn://apps/android?p=%s
amznapp://page?app-action=dismiss-all
audible://store/detail?sku=%s
http://www.amazon.ca/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.ca/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.cn/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.cn/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201422770
http://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201422770
http://www.amazon.co.jp/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.jp/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.uk/gp/help/customer/display.html/?&nodeId=201376320
http://www.amazon.co.uk/gp/help/customer/display.html/?&nodeId=201376320
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http://www.amazon.co.uk/gp/help/customer/
display.html?ie=UTF8&nodeId=201422760&pop—
up=1

http://www.amazon.co.uk/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.com.mx/s/browse/
categories/?dataVersion=v0.l&format=json

http://www.amazon.com/gp/help/customer/
display.html?nodeId=201422780

http://www.amazon.com/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.de/gp/help/customer/
display.html/ref=sv_atv_3?ie=UTF8&nodeld=
201376320

http://www.amazon.de/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.es/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.fr/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.in/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.it/s/browse/categories/
?dataVersion=v0.l&format=json

https://%1$s/1/action-impressions/1/
OP/mshop/action/%$2$s?requestId=%3S$s&
marketplaceld=%4$s&session=%5Ss&marketplace=
%$6Ss

https://%1$s/gp/switch-language/homepage.
html/ref=cs_switchlang?ie=UTF8&amp.language=
%$25s

https://%1$s/gp/switch—-language/homepage.
html/ref=cs_switchlang?ie=UTF8&language=%2Ss

https://%s/?app-action=browse&node=%s&data-
uri==%ss

https://play.google.com/store/apps/details?
id=%1Ss
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http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.uk/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com.mx/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com.mx/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com/gp/help/customer/display.html?nodeId=201422780
http://www.amazon.com/gp/help/customer/display.html?nodeId=201422780
http://www.amazon.com/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.de/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.es/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.es/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.fr/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.fr/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.in/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.in/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.it/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.it/s/browse/categories/?dataVersion=v0.1&format=json
https://%1$s/1/action-impressions/1/OP/mshop/action/%2$s?requestId=%3$s&marketplaceId=%4$s&session=%5$s&marketplace=%6$s
https://%1$s/1/action-impressions/1/OP/mshop/action/%2$s?requestId=%3$s&marketplaceId=%4$s&session=%5$s&marketplace=%6$s
https://%1$s/1/action-impressions/1/OP/mshop/action/%2$s?requestId=%3$s&marketplaceId=%4$s&session=%5$s&marketplace=%6$s
https://%1$s/1/action-impressions/1/OP/mshop/action/%2$s?requestId=%3$s&marketplaceId=%4$s&session=%5$s&marketplace=%6$s
https://%1$s/gp/switch-language/homepage.html/ref=cs_switchlang?ie=UTF8&amp.language=%2$s
https://%1$s/gp/switch-language/homepage.html/ref=cs_switchlang?ie=UTF8&amp.language=%2$s
https://%1$s/gp/switch-language/homepage.html/ref=cs_switchlang?ie=UTF8&amp.language=%2$s
https://%1$s/gp/switch-language/homepage.html/ref=cs_switchlang?ie=UTF8&language=%2$s
https://%1$s/gp/switch-language/homepage.html/ref=cs_switchlang?ie=UTF8&language=%2$s
https://%s/?app-action=browse&node=%s&data-uri=%s
https://%s/?app-action=browse&node=%s&data-uri=%s
https://play.google.com/store/apps/details?id=%1$s
https://play.google.com/store/apps/details?id=%1$s
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https://play.google.com/store/apps/details?
id=com.amazon.kindle&hl=it

https://www.amazon.ca/gp/aw/s/%$1$s?1ie=UTF-8
https://www.amazon.ca/gp/aw/ya/?ac=od
https://www.amazon.ca/gp/aw/ya?ie=UTF8&ac=0oc
https://www.amazon.ca/gp/aw/ya?ie=UTF8&ac=st

https://www.amazon.ca/gp/customer—
preferences/mobile?t=1

https://www.amazon.ca/gp/registry/atwl/
popover.html?isJson=1&type=wishlists&
ellipsize=200

https://www.amazon.cn/gp/aw/fp.html?id=
gclanding

https://www.amazon.cn/gp/aw/s/%$1$s?__mk_zh

https://www.amazon.cn/gp/aw/ya/?ac=od
https://www.amazon.cn/gp/aw/ya?ie=UTF8&ac=0cC
https://www.amazon.cn/gp/aw/ya?ie=UTF8&ac=st

https://www.amazon.cn/gp/customer—
preferences/mobile?t=1

https://www.amazon.cn/gp/registry/atwl/
popover.html?isdson=1l&type=wishlisté&
ellipsize=200

https://www.amazon.co.jp/b/?node=2351652051

https://www.amazon.co.jp/gp/aw/s/%1$s?__mk_
Ja_JdP=....

https://www.amazon.co.jp/gp/aw/ya/?ac=od

https://www.amazon.co.jp/gp/aw/ya?ie=UTF8&
ac=oc

https://www.amazon.co.jp/gp/aw/ya?ie=UTF8&
ac=st

https://www.amazon.co.jp/gp/bia/?ref=bia_
gno_android

https://www.amazon.co. Jjp/gp/customer—
preferences/mobile?t=1


https://play.google.com/store/apps/details?id=com.amazon.kindle&hl=it
https://play.google.com/store/apps/details?id=com.amazon.kindle&hl=it
https://www.amazon.ca/gp/aw/s/%1$s?ie=UTF-8
https://www.amazon.ca/gp/aw/ya/?ac=od
https://www.amazon.ca/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.ca/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.ca/gp/customer-preferences/mobile?t=1
https://www.amazon.ca/gp/customer-preferences/mobile?t=1
https://www.amazon.ca/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.ca/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.ca/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.cn/gp/aw/fp.html?id=gclanding
https://www.amazon.cn/gp/aw/fp.html?id=gclanding
https://www.amazon.cn/gp/aw/s/%1$s?__mk_zh_CN=.....
https://www.amazon.cn/gp/aw/s/%1$s?__mk_zh_CN=.....
https://www.amazon.cn/gp/aw/ya/?ac=od
https://www.amazon.cn/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.cn/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.cn/gp/customer-preferences/mobile?t=1
https://www.amazon.cn/gp/customer-preferences/mobile?t=1
https://www.amazon.cn/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.cn/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.cn/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.co.jp/b/?node=2351652051
https://www.amazon.co.jp/gp/aw/s/%1$s?__mk_ja_JP=....
https://www.amazon.co.jp/gp/aw/s/%1$s?__mk_ja_JP=....
https://www.amazon.co.jp/gp/aw/ya/?ac=od
https://www.amazon.co.jp/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.co.jp/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.co.jp/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.co.jp/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.co.jp/gp/bia/?ref=bia_gno_android
https://www.amazon.co.jp/gp/bia/?ref=bia_gno_android
https://www.amazon.co.jp/gp/customer-preferences/mobile?t=1
https://www.amazon.co.jp/gp/customer-preferences/mobile?t=1
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3 Results

https://www.amazon.co.jp/gp/help/customer/
display.html?nodeId=201706050

https://www.amazon.co.jp/gp/help/customer/
display.html?nodeId=201730770

https://www.amazon.co.jp/gp/help/customer/
display.html?nodeId=201730860

https://www.amazon.co.jp/gp/help/customer/
display.html?nodeId=201756790

https://www.amazon.co.uk/b/?node=1571304031

https://www.amazon.co.uk/b?_encoding=UTF8&
node=3046737031

https://www.amazon.co.uk/b?_encoding=UTF8&
node=3046738031

https://www.amazon.co.uk/gp/aw/help?id=
1040616

https://www.amazon.co.uk/gp/aw/help?id=
502584

https://www.amazon.co.uk/gp/aw/s/%$1$s?__mk_
en_GB=.M.Z..&ie=UTF-8

https://www.amazon.co.uk/gp/aw/ya/?ac=od

https://www.amazon.co.uk/gp/aw/ya?ie=UTF8&
ac=oc

https://www.amazon.co.uk/gp/aw/ya?ie=UTF8&
ac=st

https://www.amazon.co.uk/gp/customer—
preferences/mobile?t=1

https://www.amazon.co.uk/gp/help/customer/
display.html?nodeId=201706050

https://www.amazon.co.uk/gp/help/customer/
display.html?nodeId=201730770

https://www.amazon.co.uk/gp/help/customer/
display.html?nodeId=201730860

https://www.amazon.co.uk/gp/help/customer/
display.html?nodeId=201756790

https://www.amazon.co.uk/gp/help/customer/
display.html?nodeId=201820470
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https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.co.uk/b/?node=1571304031
https://www.amazon.co.uk/b?_encoding=UTF8&node=3046737031
https://www.amazon.co.uk/b?_encoding=UTF8&node=3046737031
https://www.amazon.co.uk/b?_encoding=UTF8&node=3046738031
https://www.amazon.co.uk/b?_encoding=UTF8&node=3046738031
https://www.amazon.co.uk/gp/aw/help?id=1040616
https://www.amazon.co.uk/gp/aw/help?id=1040616
https://www.amazon.co.uk/gp/aw/help?id=502584
https://www.amazon.co.uk/gp/aw/help?id=502584
https://www.amazon.co.uk/gp/aw/s/%1$s?__mk_en_GB=.M.Z..&ie=UTF-8
https://www.amazon.co.uk/gp/aw/s/%1$s?__mk_en_GB=.M.Z..&ie=UTF-8
https://www.amazon.co.uk/gp/aw/ya/?ac=od
https://www.amazon.co.uk/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.co.uk/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.co.uk/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.co.uk/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.co.uk/gp/customer-preferences/mobile?t=1
https://www.amazon.co.uk/gp/customer-preferences/mobile?t=1
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201820470
https://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201820470

3 Results For internal use only!

- https://www.amazon.co.uk/gp/registry/
atwl/popover.html?isJson=1&type=wishlisté&
ellipsize=200

- https://www.amazon.com.br/gp/aw/fp.html?id=
mobile_windowshop_opensource

- https://www.amazon.com.br/gp/aw/help?id=cou
- https://www.amazon.com.br/gp/aw/help?id=mpa

- https://www.amazon.com.br/gp/aw/s/%$1$s?ie=
UTF-8

- https://www.amazon.com.br/gp/aw/ya?ac=od

- https://www.amazon.com.br/gp/aw/ya?ie=UTF8¢&
ac=oc

- https://www.amazon.com.br/gp/aw/ya?ie=UTF8&
ac=st

- https://www.amazon.com.br/gp/customer—
preferences/mobile?t=1

- https://www.amazon.com.br/gp/registry/
atwl/popover.html?isJson=1&type=wishlisté&
ellipsize=200

- https://www.amazon.com.mx/gp/aw/fp.html?id=
mobile_windowshop_opensource

- https://www.amazon.com.mx/gp/aw/help?id=cou
- https://www.amazon.com.mx/gp/aw/help?id=mpa

- https://www.amazon.com.mx/gp/aw/s/%$1$s?ie=
UTF-8

- https://www.amazon.com.mx/gp/aw/ya?ac=od

- https://www.amazon.com.mx/gp/aw/ya?i1e=UTF8¢&
ac=oc

- https://www.amazon.com.mx/gp/aw/ya?ie=UTF8&
ac=st

- https://www.amazon.com.mx/gp/customer—
preferences/mobile?t=1

- https://www.amazon.com/b/ref=gcx_menu?node=
13245981011&ref_=gcx_menu

- https://www.amazon.com/b/ref=gcx_menu?node=
2238192011&ref_=gcx_menu
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https://www.amazon.co.uk/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.co.uk/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.co.uk/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.com.br/gp/aw/fp.html?id=mobile_windowshop_opensource
https://www.amazon.com.br/gp/aw/fp.html?id=mobile_windowshop_opensource
https://www.amazon.com.br/gp/aw/help?id=cou
https://www.amazon.com.br/gp/aw/help?id=mpa
https://www.amazon.com.br/gp/aw/s/%1$s?ie=UTF-8
https://www.amazon.com.br/gp/aw/s/%1$s?ie=UTF-8
https://www.amazon.com.br/gp/aw/ya?ac=od
https://www.amazon.com.br/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.com.br/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.com.br/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.com.br/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.com.br/gp/customer-preferences/mobile?t=1
https://www.amazon.com.br/gp/customer-preferences/mobile?t=1
https://www.amazon.com.br/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.com.br/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.com.br/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.com.mx/gp/aw/fp.html?id=mobile_windowshop_opensource
https://www.amazon.com.mx/gp/aw/fp.html?id=mobile_windowshop_opensource
https://www.amazon.com.mx/gp/aw/help?id=cou
https://www.amazon.com.mx/gp/aw/help?id=mpa
https://www.amazon.com.mx/gp/aw/s/%1$s?ie=UTF-8
https://www.amazon.com.mx/gp/aw/s/%1$s?ie=UTF-8
https://www.amazon.com.mx/gp/aw/ya?ac=od
https://www.amazon.com.mx/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.com.mx/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.com.mx/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.com.mx/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.com.mx/gp/customer-preferences/mobile?t=1
https://www.amazon.com.mx/gp/customer-preferences/mobile?t=1
https://www.amazon.com/b/ref=gcx_menu?node=13245981011&ref_=gcx_menu
https://www.amazon.com/b/ref=gcx_menu?node=13245981011&ref_=gcx_menu
https://www.amazon.com/b/ref=gcx_menu?node=2238192011&ref_=gcx_menu
https://www.amazon.com/b/ref=gcx_menu?node=2238192011&ref_=gcx_menu

For internal use only!

3 Results

https://www.amazon.com/b?_encoding=UTF8&
node=2858905011

https://www.amazon.com/b?_encoding=UTF8&
node=2864549011

https://www.amazon.com/gp/aw/fp.html?id=
mobile_windowshop_opensource

https://www.amazon.com/gp/aw/help?id=cou
https://www.amazon.com/gp/aw/help?id=mpa
https://www.amazon.com/gp/aw/s/%$1$s?ie=UTF-8
https://www.amazon.com/gp/aw/ya?ac=od

https://www.amazon.com/gp/aw/ya?ie=UTF8&ac=
oc

https://www.amazon.com/gp/aw/ya?ie=UTF8&ac=
st

https://www.amazon.com/gp/customer—
preferences/mobile?t=1

https://www.amazon.com/gp/help/customer/
display.html?ie=UTF8&nodeId=537868&pop-up=1

https://www.amazon.com/gp/help/customer/
display.html?nodeId=201706050

https://www.amazon.com/gp/help/customer/
display.html?nodeId=201730770

https://www.amazon.com/gp/help/customer/
display.html?nodeId=201730860

https://www.amazon.com/gp/help/customer/
display.html?nodeId=201756790

https://www.amazon.com/gp/mas/dl/android?p=
$1S$s

https://www.amazon.com/gp/registry/atwl/
popover.html?isdson=1l&type=wishlisté&
ellipsize=200

https://www.amazon.com/s/browse/ref=af_ms_
gn_in?node=10329849011

https://www.amazon.de/b/?node=1571256031

https://www.amazon.de/b?_encoding=UTF8&node=
3015915031
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https://www.amazon.com/b?_encoding=UTF8&node=2864549011
https://www.amazon.com/b?_encoding=UTF8&node=2864549011
https://www.amazon.com/gp/aw/fp.html?id=mobile_windowshop_opensource
https://www.amazon.com/gp/aw/fp.html?id=mobile_windowshop_opensource
https://www.amazon.com/gp/aw/help?id=cou
https://www.amazon.com/gp/aw/help?id=mpa
https://www.amazon.com/gp/aw/s/%1$s?ie=UTF-8
https://www.amazon.com/gp/aw/ya?ac=od
https://www.amazon.com/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.com/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.com/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.com/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.com/gp/customer-preferences/mobile?t=1
https://www.amazon.com/gp/customer-preferences/mobile?t=1
https://www.amazon.com/gp/help/customer/display.html?ie=UTF8&nodeId=537868&pop-up=1
https://www.amazon.com/gp/help/customer/display.html?ie=UTF8&nodeId=537868&pop-up=1
https://www.amazon.com/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.com/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.com/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.com/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.com/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.com/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.com/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.com/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.com/gp/mas/dl/android?p=%1$s
https://www.amazon.com/gp/mas/dl/android?p=%1$s
https://www.amazon.com/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.com/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.com/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.com/s/browse/ref=af_ms_gn_in?node=10329849011
https://www.amazon.com/s/browse/ref=af_ms_gn_in?node=10329849011
https://www.amazon.de/b/?node=1571256031
https://www.amazon.de/b?_encoding=UTF8&node=3015915031
https://www.amazon.de/b?_encoding=UTF8&node=3015915031

3 Results
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https://www.

3015916031

https://www.

3046737031

https://www.

3046738031

https://www.
https://www.

https://www.

DE=.M.Z..

https://www.
https://www.

https://www.

https://www

amazon

amazon

.dmazon.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

For internal use only!

de/b?_encoding=UTF8&node=

de/b?_encoding=UTF8&node=

de/b?_encoding=UTF8&node=

.de/gp/aw/help?id=3312401

de/gp/aw/help?id=505048
de/gp/aw/s/%$1$s?__mk_de_

de/gp/aw/ya/?ac=od

.de/gp/aw/ya?ie=UTF8&ac=ocC

de/gp/aw/ya?ie=UTF8&ac=st

de/gp/customer-—

preferences/mobile?t=1

https://www.amazon.de/gp/help/customer/
display.html/?&nodeId=201376320

https://www.amazon.de/gp/help/customer/
display.html/?nodeId=201422760&pop-up=1

https://www.amazon.de/gp/help/customer/

display.html?ie=UTF8&nodeId=201422760&pop—

up=1
https://www.amazon.de/gp/help/customer/
display.html?nodeId=201706050

https://www.amazon.de/gp/help/customer/
display.html?nodeId=201730770

https://www.amazon.de/gp/help/customer/
display.html?nodeId=201730860

https://www.amazon.de/gp/help/customer/
display.html?nodeId=201756790

https://www.amazon.de/gp/registry/atwl/
popover.html?isdson=1l&type=wishlisté&
ellipsize=200

https://www.amazon.es/b/?node=3564279031

https://www.amazon.es/gp/aw/s/%$1$s?__mk_es_

ES=.M.Z..
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https://www.amazon.de/gp/aw/help?id=3312401
https://www.amazon.de/gp/aw/help?id=505048
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https://www.amazon.de/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.de/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.de/gp/customer-preferences/mobile?t=1
https://www.amazon.de/gp/customer-preferences/mobile?t=1
https://www.amazon.de/gp/help/customer/display.html/?&nodeId=201376320
https://www.amazon.de/gp/help/customer/display.html/?&nodeId=201376320
https://www.amazon.de/gp/help/customer/display.html/?nodeId=201422760&pop-up=1
https://www.amazon.de/gp/help/customer/display.html/?nodeId=201422760&pop-up=1
https://www.amazon.de/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
https://www.amazon.de/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
https://www.amazon.de/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
https://www.amazon.de/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.de/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.de/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.de/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.de/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.de/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.de/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.de/gp/help/customer/display.html?nodeId=201756790
https://www.amazon.de/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.de/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.de/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.es/b/?node=3564279031
https://www.amazon.es/gp/aw/s/%1$s?__mk_es_ES=.M.Z..
https://www.amazon.es/gp/aw/s/%1$s?__mk_es_ES=.M.Z..

For internal use only! 3 Results

- https://www.amazon.es/gp/aw/ya/?ac=od
- https://www.amazon.es/gp/aw/ya?ie=UTF8&ac=oc
- https://www.amazon.es/gp/aw/ya?ie=UTF8&ac=st

- https://www.amazon.es/gp/customer—
preferences/mobile?t=1

- https://www.amazon.es/gp/help/customer/
display.html?nodeId=201706050

- https://www.amazon.es/gp/help/customer/
display.html?nodeId=201730770

- https://www.amazon.es/gp/help/customer/
display.html?nodeId=201730860

- https://www.amazon.es/gp/registry/atwl/
popover.html?isdson=1l&type=wishlisté&
ellipsize=200

- https://www.amazon.fr/gp/aw/fp.html?id=
android-appsé&mn=0

- https://www.amazon.fr/gp/aw/fp.html?id=
gclanding

- https://www.amazon.fr/gp/aw/s/%$1$s?__mk_fr_
FR=.M.Z..

- https://www.amazon.fr/gp/aw/ya/?ac=od
- https://www.amazon.fr/gp/aw/ya?ie=UTF8&ac=0cC
- https://www.amazon.fr/gp/aw/ya?ie=UTF8&ac=st

- https://www.amazon.fr/gp/customer—
preferences/mobile?t=1

- https://www.amazon.fr/gp/help/customer/
display.html?nodeId=201706050

- https://www.amazon.fr/gp/help/customer/
display.html?nodeId=201730770

- https://www.amazon.fr/gp/help/customer/
display.html?nodeId=201730860

- https://www.amazon.fr/gp/registry/atwl/
popover.html?isdson=1l&type=wishlisté&
ellipsize=200

- https://www.amazon.in/gp/aw/help/ref=mhp_
200939490_a-z/1d=2012162702foff=1
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https://www.amazon.fr/gp/aw/fp.html?id=android-apps&mn=0
https://www.amazon.fr/gp/aw/fp.html?id=android-apps&mn=0
https://www.amazon.fr/gp/aw/fp.html?id=gclanding
https://www.amazon.fr/gp/aw/fp.html?id=gclanding
https://www.amazon.fr/gp/aw/s/%1$s?__mk_fr_FR=.M.Z..
https://www.amazon.fr/gp/aw/s/%1$s?__mk_fr_FR=.M.Z..
https://www.amazon.fr/gp/aw/ya/?ac=od
https://www.amazon.fr/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.fr/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.fr/gp/customer-preferences/mobile?t=1
https://www.amazon.fr/gp/customer-preferences/mobile?t=1
https://www.amazon.fr/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.fr/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.fr/gp/help/customer/display.html?nodeId=201730770
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https://www.amazon.fr/gp/help/customer/display.html?nodeId=201730860
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https://www.amazon.fr/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.fr/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.fr/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.in/gp/aw/help/ref=mhp_200939490_a-z/id=201216270?foff=1
https://www.amazon.in/gp/aw/help/ref=mhp_200939490_a-z/id=201216270?foff=1

3 Results For internal use only!

- https://www.amazon.in/gp/aw/s/%1$s?1e=UTF-8
- https://www.amazon.in/gp/aw/ya?ac=od

- https://www.amazon.in/gp/aw/ya?ie=UTF8&ac=oc
- https://www.amazon.in/gp/aw/ya?ie=UTF8&ac=st

- https://www.amazon.in/gp/customer—
preferences/mobile?t=1

- https://www.amazon.in/gp/registry/atwl/
popover.html?isdson=1l&type=wishlisté&
ellipsize=200

- https://www.amazon.in/1l/mobile?node=
3704982031&device=mobile

- https://www.amazon.it/gp/aw/fp.html?id=
gclanding

- https://www.amazon.it/gp/aw/s/%$1$s?__mk_it
IT=.M.Z..

- https://www.amazon.it/gp/aw/ya/?ac=od
- https://www.amazon.it/gp/aw/ya?ie=UTF8&ac=oc
- https://www.amazon.it/gp/aw/ya?ie=UTF8&ac=st

- https://www.amazon.it/gp/customer—
preferences/mobile?t=1

- https://www.amazon.it/gp/help/customer/
display.html?nodeId=200680480#atoz

- https://www.amazon.it/gp/help/customer/
display.html?nodeId=201706050

- https://www.amazon.it/gp/help/customer/
display.html?nodeId=201730770

- https://www.amazon.it/gp/help/customer/
display.html?nodeId=201730860

- https://www.amazon.it/gp/registry/atwl/
popover.html?isJdson=1&type=wishlisté&
ellipsize=200

- https://www.amazon. jp/gp/registry/atwl/
popover.html?isdson=1l&type=wishlisté&
ellipsize=200

- https://www.www.amazon.de/gp/help/customer/
display.html?nodeId=201756790
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https://www.amazon.in/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.in/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.in/l/mobile?node=3704982031&device=mobile
https://www.amazon.in/l/mobile?node=3704982031&device=mobile
https://www.amazon.it/gp/aw/fp.html?id=gclanding
https://www.amazon.it/gp/aw/fp.html?id=gclanding
https://www.amazon.it/gp/aw/s/%1$s?__mk_it_IT=.M.Z..
https://www.amazon.it/gp/aw/s/%1$s?__mk_it_IT=.M.Z..
https://www.amazon.it/gp/aw/ya/?ac=od
https://www.amazon.it/gp/aw/ya?ie=UTF8&ac=oc
https://www.amazon.it/gp/aw/ya?ie=UTF8&ac=st
https://www.amazon.it/gp/customer-preferences/mobile?t=1
https://www.amazon.it/gp/customer-preferences/mobile?t=1
https://www.amazon.it/gp/help/customer/display.html?nodeId=200680480#atoz
https://www.amazon.it/gp/help/customer/display.html?nodeId=200680480#atoz
https://www.amazon.it/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.it/gp/help/customer/display.html?nodeId=201706050
https://www.amazon.it/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.it/gp/help/customer/display.html?nodeId=201730770
https://www.amazon.it/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.it/gp/help/customer/display.html?nodeId=201730860
https://www.amazon.it/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.it/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.it/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.jp/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.jp/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.amazon.jp/gp/registry/atwl/popover.html?isJson=1&type=wishlist&ellipsize=200
https://www.www.amazon.de/gp/help/customer/display.html?nodeId=201756790
https://www.www.amazon.de/gp/help/customer/display.html?nodeId=201756790
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3 Results

— kindle://store/openstore/?asin=%s&
storefront-context=periodicals

- kindle://store/openstore/asin/?asin=%s
- market://details?id=%1$s

- market://details?id=com.google.android.
webview

- market://details?id=in.amazon.mShop.android.
shoppingé&hl=en

- market://search?g=pname:
- markt://details?id=%15Ss
- mshop://featured?ASIN=

- ..https://www.amazon.com/gp/aw/fp.html/ref=
me_amb_369535547_4/276-6362283-48689342aid=
aw_plegal_index_page&mn=0&apid=369535547&
arc=1201&arid=0Q0ZRX5PJV55BBYWMORZT&asn=
center-5&id=mobile_windowshop_opensour

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: amazon—-adsystem. com, app.
local, cdn.amazon.com, credential-locker—-service.
amazon.com, d71lsvnfghoygo.cloudfront.net, det-
ta-g7g.amazon.com, det-ta-g7g.vipinteg.amazon.
com, development .amazon.com, device-metrics—
us—-2.amazon.com, device-metrics—-us.amazon.com,
dom4d j.org, dp—mont.integ.amazon.com, drs—web-
eu.amazon.co.uk, drs-web—-eu.amazon.de, drs—-web—
eu.amazon.es, drs—-web—-eu.amazon. fr, drs-web-eu.
amazon.it, drs-web.amazon.co. jp, drs—-web.amazon.
com, dwxjayoxbnyrr.cloudfront.net, eventlog-
visualsearch.amazon.com, fls—-na.amazon.com, g—ecx.
images—amazon.com, in-pre-prod.amazon.com, mads.
amazon—adsystem.com, maps.google.com mash-test.
integ.amazon.com match-visualsearch-br.amazon.
com, match-visualsearch—-ca.amazon.com, match-
visualsearch-cn.amazon.cn, match-visualsearch-
de.amazon.com match-visualsearch—-es.amazon.
com, match-visualsearch-fr.amazon.com, match-
visualsearch—-in.amazon.com, match-visualsearch-
it.amazon.com match-visualsearch—-Jjp.amazon.
com, match-visualsearch-mx.amazon.com, match—
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kindle://store/openstore/?asin=%s&storefront-context=periodicals
kindle://store/openstore/?asin=%s&storefront-context=periodicals
kindle://store/openstore/asin/?asin=%s
market://details?id=%1$s
market://details?id=com.google.android.webview
market://details?id=com.google.android.webview
market://details?id=in.amazon.mShop.android.shopping&hl=en
market://details?id=in.amazon.mShop.android.shopping&hl=en
market://search?q=pname:
markt://details?id=%1$s
mshop://featured?ASIN=
..https://www.amazon.com/gp/aw/fp.html/ref=me_amb_369535547_4/276-6362283-4868934?aid=aw_plegal_index_page&mn=0&apid=369535547&arc=1201&arid=0QZRX5PJV55BBYWM0RZT&asn=center-5&id=mobile_windowshop_opensour
..https://www.amazon.com/gp/aw/fp.html/ref=me_amb_369535547_4/276-6362283-4868934?aid=aw_plegal_index_page&mn=0&apid=369535547&arc=1201&arid=0QZRX5PJV55BBYWM0RZT&asn=center-5&id=mobile_windowshop_opensour
..https://www.amazon.com/gp/aw/fp.html/ref=me_amb_369535547_4/276-6362283-4868934?aid=aw_plegal_index_page&mn=0&apid=369535547&arc=1201&arid=0QZRX5PJV55BBYWM0RZT&asn=center-5&id=mobile_windowshop_opensour
..https://www.amazon.com/gp/aw/fp.html/ref=me_amb_369535547_4/276-6362283-4868934?aid=aw_plegal_index_page&mn=0&apid=369535547&arc=1201&arid=0QZRX5PJV55BBYWM0RZT&asn=center-5&id=mobile_windowshop_opensour
..https://www.amazon.com/gp/aw/fp.html/ref=me_amb_369535547_4/276-6362283-4868934?aid=aw_plegal_index_page&mn=0&apid=369535547&arc=1201&arid=0QZRX5PJV55BBYWM0RZT&asn=center-5&id=mobile_windowshop_opensour
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visualsearch—-uk.amazon.com match-visualsearch.
amazon.com, microformats.org, msh.amazon.ca, msh.
amazon.cn, msh.amazon.co. jp, msh.amazon.co.uk,
msh.amazon.com, msh.amazon.com.br, msh.amazon.com.
mx, msh.amazon.de, msh.amazon.es, msh.amazon. fr,
msh.amazon.in, msh.amazon.it, mshop-linktree-
fetcher.integ.amazon.com, mshopss—-referral-gamma.
amazon.com, play.google.com, plus.google.com,
pre-prod.amazon.com, rio-mobile-ingress—eu.
amazon.com, rio-mobile-ingress.amazon.com, s3—
us-west—-2.amazonaws.com, sif-contacts—in—-gamma.
amazon.com, sif-contacts—-us—-gamma.amazon.com,
specs.openid.net, ssl.gstatic.com, us—-mc-pj.inteqg.
amazon.com, user.desktop.amazon.com, Www.amazon.ca,
WWW.amazon.cn, Wwow.amazon.co. ja, Www.amazon.co. jp,
WWW.amazon.co.uk, www.amazon.com, WWw.amazon. com.
br, www.amazon.com.mx, WWw.amazon.de, www.amazon.es,
WwWww.amazon.fr, www.amazon.in, www.amazon.it, www.
amazon. jp, WWww.wWww.amazon.de, www21l.amazon.com,
www21.amazon.in

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Domains accessed with http AND https: www.amazon.ca, www.
amazon.cn, WWww.amazon.co. jp, Www.amazon. co.uk,
WWW . alazon . COomM, WWW.amazon.Com.mx, www.amazon.de,
WWW.amazon.es, www.amazon. fr, WwWw.amazon. in, WWW .
amazon.it

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lorg/apache/http/conn/ssl/
SSLContextBuilder$TrustManagerDelegate.

- Lorg/apache/cordova/filetransfer/
FileTransfer$3.
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3 Results

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

e Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

Abstract class AbstractVerifier is extended.
Class AllowAllHostnameVerifier is used or extended.
Interface HostnameVerifier is implemented or extended.

Interface X509HostnameVerifier is implemented or extended.

* The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://maps.google.com/maps

http://www.amazon.com/gp/help/customer/
display.html?nodeId=201422780

http://www.amazon.com/workAroundDcpBlackList
http://www.amazon.com/gp/product/
http://www.amazon.com/ap/ext/oauth/2
http://www.amazon.co.uk/gp/video/settings

http://specs.openid.net/auth/2.0/identifier
select

http://www.amazon.de/gp/vide
http://microformats.org/profile/hcard

http://www.amazon.com/ap/specs/auth/confirm_
credentials

http://www.amazon.co.jp/gp/help/customer/
display.html?nodeId=201422770

http://www.amazon.de/gp/help/customer/
display.html/ref=sv_atv_3?1e=UTF8&nodeld=
201376320

http://microformats.org/wiki/hcard

http://www.amazon.co.uk/gp/help/customer/
display.html?ie=UTF8&nodeId=201422760&pop—
up=1
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http://maps.google.com/maps
http://www.amazon.com/gp/help/customer/display.html?nodeId=201422780
http://www.amazon.com/gp/help/customer/display.html?nodeId=201422780
http://www.amazon.com/workAroundDcpBlackList
http://www.amazon.com/gp/product/
http://www.amazon.com/ap/ext/oauth/2
http://www.amazon.co.uk/gp/video/settings
http://specs.openid.net/auth/2.0/identifier_select
http://specs.openid.net/auth/2.0/identifier_select
http://www.amazon.de/gp/vide
http://microformats.org/profile/hcard
http://www.amazon.com/ap/specs/auth/confirm_credentials
http://www.amazon.com/ap/specs/auth/confirm_credentials
http://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201422770
http://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201422770
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://microformats.org/wiki/hcard
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
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e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://www.amazon.ca/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.cn/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.co.jp/gp/help/customer/
display.html?nodeId=201422770

http://www.amazon.co.jp/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.co.uk/gp/help/customer/
display.html/?&nodeId=201376320

http://www.amazon.co.uk/gp/help/customer/
display.html?ie=UTF8&nodeId=201422760&pop—
up=1
http://www.amazon.co.uk/s/browse/categories/

?dataVersion=v0.l&format=json

http://www.amazon.com.mx/s/browse/
categories/?dataVersion=v0.l&format=json

http://www.amazon.com/gp/help/customer/
display.html?nodeId=201422780

http://www.amazon.com/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.de/gp/help/customer/
display.html/ref=sv_atv_3?1e=UTF8&nodeld=
201376320

http://www.amazon.de/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.es/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.fr/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.in/s/browse/categories/
?dataVersion=v0.l&format=json

http://www.amazon.it/s/browse/categories/
?dataVersion=v0.l&format=json


http://www.amazon.ca/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.ca/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.cn/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.cn/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201422770
http://www.amazon.co.jp/gp/help/customer/display.html?nodeId=201422770
http://www.amazon.co.jp/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.jp/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.uk/gp/help/customer/display.html/?&nodeId=201376320
http://www.amazon.co.uk/gp/help/customer/display.html/?&nodeId=201376320
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/gp/help/customer/display.html?ie=UTF8&nodeId=201422760&pop-up=1
http://www.amazon.co.uk/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.co.uk/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com.mx/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com.mx/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com/gp/help/customer/display.html?nodeId=201422780
http://www.amazon.com/gp/help/customer/display.html?nodeId=201422780
http://www.amazon.com/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.com/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/gp/help/customer/display.html/ref=sv_atv_3?ie=UTF8&nodeId=201376320
http://www.amazon.de/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.de/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.es/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.es/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.fr/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.fr/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.in/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.in/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.it/s/browse/categories/?dataVersion=v0.1&format=json
http://www.amazon.it/s/browse/categories/?dataVersion=v0.1&format=json

For internal use only!

3 Results

Data security

ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all. Usage of RC4 was identified. RC4 is
a weak algorithm and it’s use should be avoided.

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CBC/PKCS7Padding", "AES/ECB/PKCS7Padding", "DES/
ECB/NoPadding", "RC4/NONE/NoPadding", "RSA/ECB/
PKCS1Padding"

Use of constant salts can make application vulnerable to bruteforce at-
tacks. The following constant salts were found:

- "AES/CBC/PKCS7Padding"
- "HmacSHA256"

Key derivation function used in the app with an amount of 1000 itera-
tions is considered secure.

The application requires the following permissions from the protection-
level: NORMAL

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— FLASHLIGHT (Allows access to the flashlight.)
— VIBRATE (Allows access to the vibrator.)

- WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)
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e The application requires the following permissions from the protection-
level: DANGEROUS

— USE-CREDENTIALS (Allows an application to request authtokens

from the AccountManager.)

MANAGE-ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

RECEIVE-SMS (Allows an application to monitor incoming SMS mes-
sages, to record or perform processing on them.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

READ-CONTACTS (Allows an application to read the user’s contacts
data.)

CHANGE-WIFI-STATE (Allows applications to change Wi-Fi connec-
tivity state.)

ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

INTERNET (Allows applications to open network sockets.)

AUTHENTICATE-ACCOUNTS (Allows an application to act as an Ac-
countAuthenticator for the AccountManager.)

READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

BLUETOOTH (Allows applications to connect to paired Bluetooth
devices.)

BLUETOOTH-ADMIN (Allows applications to discover and pair blue-
tooth devices.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

RECORD-AUDIO (Allows an application to record audio.)
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e Application uses userdefined permissions. Application can access data of

a foreign application which requires this permission to access data.

Userdefined permission usage: com.amazon.dcp.metrics.
permission.METRICS-PERMISSION, com.amazon.
identity.permission.CAN-CALL-MAP-INFORMATION-
PROVIDER, amazon.permission.COLLECT-METRICS, com.
amazon.dcp.sso.permission.CUSTOMER-ATTRIBUTE-
SERVICE, com.amazon.client.metrics.nexus.
permission.TRIGGER-UPLOAD, com.amazon.appmanager.
preload.permission.READ-PRELOAD-DEVICE—-INFO-
PROVIDER, com.google.android.c2dm.permission.
RECEIVE, com.android.launcher.permission.
INSTALL-SHORTCUT, com.amazon.dcp.sso.permission.
USE-DEVICE-CREDENTIALS, com.amazon.identity.
permission.GENERIC-IPC, com.amazon.mShop.android.
permission.MAPS-RECEIVE, com.android.launcher.
permission.READ-SETTINGS, com.amazon.identity.
auth.device.perm.AUTH-SDK, com.amazon.dcp.
config.permission.DYN-CONFIG-VALUES-UPDATED,
com.amazon.mShop.android.shopping.permission.
C2D-MESSAGE, com.amazon.dcp.sso.permission.
MANAGE-COR-PFM, com.amazon.dcp.sso.permission.
AmazonAccountPropertyService.property.changed,
com.amazon.identity.permission.CALL-AMAZON-
DEVICE-INFORMATION-PROVIDER, com.amazon.dcp.sSso.
permission.account.changed

Overprivileged permissions: READ—-CONTACTS, FLASHLIGHT,
BLUETOOTH-ADMIN, RECORD—-AUDIO, CHANGE-WIFI-STATE,
READ-EXTERNAL-STORAGE

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.
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Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation technigues were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display, build fingerprint, build
brand, IMEI/MEID, phone number, Wifi-MAC address,
MMC (Mobile Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.amazon.identity.auth.device.
AuthPortalUIActivity
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- com.amazon.mShop.location.
ChangeCountryActivity

- com.amazon.mShop.recommendations.
RecommendationsActivity

- com.amazon.mShop.httpUrlDeeplLink.
HttpUrlDeeplLinkingActivity

- com.amazon.mShop.search.
RetailSearchFragmentActivity

- com.amazon.mShop.splashscreen.
StartupActivity

- com.amazon.mShop.search.RetailSearchActivity
- com.amazon.mShop.search.SearchActivity

- com.amazon.mShop.pushnotification.
WebNotificationsSettingsActivity

— com.amazon.mShop.details.
ProductDetailsActivity

- com.amazon.mShop.aiv.
ATVGatewayStartupActivity

- com.amazon.mShop.aiv.AivHttpIntentActivity

- com.amazon.mShop.clouddrive.
CloudDriveUploadActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

App requests permission READ-CONTACTS to access the phones address
book.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
Missing permissions despite of API calls could be an indication for miss-
configuration or plugin/library code which is not used. For more detailed
information application has to be reviewed manually. Application defines
a permission ( android.permission.RECORD-AUDIO ) accessing the micro-
phone, but there were no specific API calls found. This could be an indi-
cation for overprivileges, developer missconfiguration or confused deputy
attack.
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Runtime Security

e App contains Apache Cordova framework which enables software pro-
grammers to build applications for mobile devices using JavaScript,
HTML5, and CSS3. The following Cordova plugins were detected:

e The network access whitelist information was found in app bundle.
e The application does not contain a scheduled alarm.

e |ndicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

¢ |n the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

¢ |Loadable libraries found:

— ARM 32 bit: lib/armeabi/libblueshift-
audioprocessing.so

- ARM 32 bit: lib/armeabi/libicu_common.so

- ARM 32 bit: lib/armeabi/libjsc.so

- ARM 32 bit: lib/armeabi/libglog_init.so

— ARM 32 bit: lib/armeabi/libreactnativejni.so
— ARM 32 bit: lib/armeabi/libgnustl_shared.so
— ARM 32 bit: lib/armeabi/libfolly_json.so

- ARM 32 bit: lib/armeabi/libfb.so

- ARM 32 bit: lib/armeabi/libfbijni.so

- ARM 32 bit: lib/armeabi/libglog.so

- ARM 32 bit: lib/armeabi/libblueshift-opus.so
- ARM 32 bit: lib/armeabi/libimagepipeline.so
— ARM 32 bit: lib/armeabi/libwebp.so

- ARM 32 bit: lib/armeabi/libmemchunk.so

— ARM 32 bit: lib/armeabi/libgifimage.so
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- ARM 32 bit: lib/armeabi/libbitmaps.so
— ARM 32 bit: lib/armeabi/libwebpimage.so

— ARM 32 bit: lib/armeabi/libA9VSMobile.so

- ARM 32 bit: lib/armeabi/libTabletSICS-2.5.

24 .s0

Test Performance

e Execution time of all tests: 0:01:28.878

3.4 Barcode Scanner (Android)

3.4.1 Tests

Table 3.5:
Overview of
summarized test
results for
»Barcode
Scanner«

The following Table 3.5 summarizes the results of the Android app Barcode

Scanner with version 4.7.6.

App risks for enterprise usage

[
X
X

Implementation flaws? No.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

[]

Violations of default policy? No.

Communication security

XXOOOXKNRNX

Client communication used? Yes.

Communication endpoints: 6 entries, see details.
Communication with country: United States, unknown
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.

SSL/TLS using custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

Data security

N XX

(11X

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Overprivileged permissions: READ—CONTACTS, FLASHLIGHT,
READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

WiFi-Direct enabled? No.
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Input interface security

App can handle documents of mimeType: text /x—vcard, text/
plain

| Screenshot protection used? No.

L] Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.

Obfuscation used? Yes.

Obfuscation level is: MED IUM

Device administration policy entries: None.
Accessed unique identifier(s): 6 entries, see details.
Advertisment-/tracking frameworks found: None.
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? Yes.

Sensor usage: Camera

NXXNXXOKNDINRN XX

Runtime Security

Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? No.
Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.
App uses outdated signature key? Yes.

X O 00

3.4.2 Details
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The following sections describe details about the test results of Barcode
Scanner with version 4.7.6.
App risks for enterprise usage

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

e Reasons for category security risks:

- Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

http://www.google.com/books?id=

http://www.google.com/books?vid=isbn

https://www.googleapis.com/books/vl/volumes?
g=isbn:

market://details?id=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: github.com, google.com, www.
google, www.google.com, www.googleapis.com, zxing.
appspot.com

e App communicates with servers in 2 countries.

e Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

* App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://www.google.com/books?id=

http://google.com/books

http://www.google.com/books?vid=1isbn

http://zxing.appspot.com/scan

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://www.google.com/books?id=

- http://www.google.com/books?vid=1isbn
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Data security

e The application requires the following permissions from the protection-
level: NORMAL

— VIBRATE (Allows access to the vibrator.)
— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— FLASHLIGHT (Allows access to the flashlight.)

e The application requires the following permissions from the protection-
level: DANGEROUS

READ-HISTORY-BOOKMARKS (Allows an application to read (but
not write) the user’s browsing history and bookmarks.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

INTERNET (Allows applications to open network sockets.)

READ-CONTACTS (Allows an application to read the user’s contacts
data.)

CHANGE-WIFI-STATE (Allows applications to change Wi-Fi connec-
tivity state.)

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.
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e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability

in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation technigues were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of MEDIUM provides basic
protection against manual analysis which requires some effort to reverse
the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, build brand

No indicators for usage of advertisement/tracking framework were
found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:
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- com.google.zxing.client.android.
CaptureActivity

- com.google.zxing.client.android.encode.
EncodeActivity

- com.google.zxing.client.android.share.
ShareActivity

- com.google.zxing.client.android.book.
SearchBookContentsActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

App requests permission READ-CONTACTS to access the phones address
book.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security
e The application does not contain a scheduled alarm.

e In the AndroidManifest.xml file the debuggable option is disabled. This

prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Test Performance

e Execution time of all tests: 0:00:09.510
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3.5 Barcode-Scanner Pro (Android)

3.5.1 Tests

Table 3.6:
Overview of
summarized test
results for
»Barcode-Scanner
Pro«

The following Table 3.6 summarizes the results of the Android app Barcode—

Scanner Pro with version 1.7.27.

App risks for enterprise usage

[ ] Implementation flaws? No.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 16 entries, see details.
Communication with country: Netherlands, United States,
Ireland, United Kingdom, unknown
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXOOXOKX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Overprivileged permissions: READ—CONTACTS, FLASHLIGHT,
READ-EXTERNAL-STORAGE, READ-HISTORY-BOOKMARKS
Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NX XA

(TX X

Input interface security

App can handle documents of mimeType: text /x-vcard, text/
plain

[l Screenshot protection used? No.

] Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.
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X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.

Advertisment-/tracking frameworks found: Doubleclick

X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

X Permission to access address book? Yes.

Sensor usage: Camera

X Unprotected preference files found? Yes.

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)

L] Allow app debugging Flag? No.

] Allow autoexecute after Phone Reboot? No.

3.5.2 Details
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The following sections describe details about the test results of Barcode-
Scanner Pro with version 1.1.27.
App risks for enterprise usage

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://www.google.com/books?id=
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- http://www.google.com/books?vid=isbn

- https://www.googleapis.com/books/vl/volumes?
g=isbn:

- market://details?id=

- market://details?id=com.google.android.gms.
ads

Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, csi.
gstatic.com, github.com, google.com, googleads.qg.
doubleclick.net, login.live.com, login.yahoo.com,
plus.google.com, twitter.com, www. facebook.com,
WWW.google, www.google.com, www.googleapis.com, Wwww.
linkedin.com, www.paypal.com, zxing.appspot .com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://github.com/zxing/zxing

http://www.google.com/books?id=

http://zxing.appspot.com/generator/

http://google.com/books

http://www.google.com/books?vid=1isbn

http://zxing.appspot.com/scan

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://www.google.com/books?id=

- http://www.google.com/books?vid=1isbn
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Data security

e The application requires the following permissions from the protection-
level: NORMAL

— FLASHLIGHT (Allows access to the flashlight.)
— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— VIBRATE (Allows access to the vibrator.)

e The application requires the following permissions from the protection-
level: DANGEROUS

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

CHANGE-WIFI-STATE (Allows applications to change Wi-Fi connec-
tivity state.)

INTERNET (Allows applications to open network sockets.)

READ-CONTACTS (Allows an application to read the user’s contacts
data.)

READ-HISTORY-BOOKMARKS (Allows an application to read (but
not write) the user’s browsing history and bookmarks.)
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e Application is propably overprivileged. Application has too much permis-

sions. Foreign applications may be able to abuse this permission.

e |ndicator for JavaScript bridge to Android API usage found. JavaScript

used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e \Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability

in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e The application or application components define specific type filter for

handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation technigues were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, build brand, unique Android ID

Indicators for usage of advertisement/tracking framework were found.
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The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

— com.geekslab.grbarcodescanner.book.
SearchBookContentsActivity

- com.geekslab.grbarcodescanner.share.
ShareActivity

— com.geekslab.grbarcodescanner.encode.
EncodeActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

App requests permission READ-CONTACTS to access the phones address
book.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

- WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.
Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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Test Performance

e Execution time of all tests: 0:00:24.180

3.6 bonprix . Mode online shoppen (Android)

3.6.1 Tests
The following Table 3.7 summarizes the results of the Android app bonprix
Mode online shoppen with version 7.5.7.

Table 3.7: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for X Privacy risks? Yes.

»bonprix . Mode DXl Security risks? Yes.
online shoppen«

Blacklisted by policy

X Violations of default policy? Yes.

Communication security

Client communication used? Yes.

Communication endpoints: 74 entries, see details.
Communication with country: 11 entries, see details.
SSL/TLS used? Yes.

Domains accessed with http AND https: 12 entries, see details.
Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected JavaScripts? Yes.

Unprotected communication? Yes.

XX XOOONXRKNJNKX

Data security

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: de .bonprix.permission.C2D—
MESSAGE, com.google.android.c2dm.permission.
RECEIVE

Overprivileged permissions: FLASHLIGHT

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NX X

XXX K
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Input interface security

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
L | Tap Jacking Protection used? No.

-
=.
<
Q
)

<

Installed app list accessed? Yes.

Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.
Advertisment-/tracking frameworks found: HockeyApp
App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, Location (inactive)
Unprotected preference files found? Yes.

XNOXXXNRNDINNXKX

Runtime Security

L] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...)

L] Allow app debugging Flag? No.

L1 Allow autoexecute after Phone Reboot? No.

3.6.2 Details

64

The following sections describe details about the test results of bonprix
Mode online shoppen with version 7.5.7.

App risks for enterprise usage

e Reasons for category implementation flaws:

- Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

* Reasons for category security risks:
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Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

e Reasons for category violations of default policy:

Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

://ssl.hurra.com/oti.js?cid=157
://ssl.hurra.com/oti.js?cid=166
://ssl.hurra.com/oti.js?cid=167
://ssl.hurra.com/oti.js?cid=2210
://ssl.hurra.com/oti.js?cid=243
://ssl.hurra.com/oti.js?cid=2637
://ssl.hurra.com/oti.js?cid=281
://ssl.hurra.com/oti.js?cid=3651
://ssl.hurra.com/oti.js?cid=527
://ssl.hurra.com/oti.js?cid=577
://ssl.hurra.com/oti.js?cid=912

[http://tools.google.com/dlpage/gaoptout?hl=
fr]

http://fr.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Ffr.bonprix.ch%
2Fservice—clientele%2Fconditions—generales-—
de-vente%2F

http://fr.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Ffr.bonprix.ch%
2Fservice-clientele%$2Fmentions—-legales$%2F
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://ssl.hurra.com/oti.js?cid=157
://ssl.hurra.com/oti.js?cid=166
://ssl.hurra.com/oti.js?cid=167
://ssl.hurra.com/oti.js?cid=2210
://ssl.hurra.com/oti.js?cid=243
://ssl.hurra.com/oti.js?cid=2637
://ssl.hurra.com/oti.js?cid=281
://ssl.hurra.com/oti.js?cid=3651
://ssl.hurra.com/oti.js?cid=527
://ssl.hurra.com/oti.js?cid=577
://ssl.hurra.com/oti.js?cid=912
[http://tools.google.com/dlpage/gaoptout?hl=fr]
[http://tools.google.com/dlpage/gaoptout?hl=fr]
http://fr.bonprix.ch/geotargetinglayer/?pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2Fservice-clientele%2Fconditions-generales-de-vente%2F
http://fr.bonprix.ch/geotargetinglayer/?pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2Fservice-clientele%2Fconditions-generales-de-vente%2F
http://fr.bonprix.ch/geotargetinglayer/?pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2Fservice-clientele%2Fconditions-generales-de-vente%2F
http://fr.bonprix.ch/geotargetinglayer/?pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2Fservice-clientele%2Fconditions-generales-de-vente%2F
http://fr.bonprix.ch/geotargetinglayer/?pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2Fservice-clientele%2Fmentions-legales%2F
http://fr.bonprix.ch/geotargetinglayer/?pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2Fservice-clientele%2Fmentions-legales%2F
http://fr.bonprix.ch/geotargetinglayer/?pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2Fservice-clientele%2Fmentions-legales%2F

3 Results
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http://fr.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Ffr.bonprix.
ch%2Fservice-clientele%$2Fprotection—-des—
donnees%2F

http://fr.bonprix.ch/landmarkRedirect.htm?
instantLm=

http://fr.bonprix.ch/landmarkRedirect.htm?
pRedirectUrl=http%$3A%2F%2Fwww.bonprix.ch

http://fr.bonprix.ch/landmarkRedirect.htm?
sourcePageClick=

http://fr.bonprix.ch/service-clientele/
conditions—generales—-de-vente/?rewrite=false

http://fr.bonprix.ch/service-clientele/
mentions—-legales/?rewrite=false

http://fr.bonprix.ch/service-clientele/
newsletter/desabonnement—newsletter/?no_
cache=1

http://fr.bonprix.ch/service-clientele/
protection-des—-donnees/?rewrite=false

http://ssl.hurra.com/opt-out?cid=157&amp.1ln=
de

http://ssl.hurra.com/opt-out?cid=166&amp.ln=
en

http://ssl.hurra.com/opt-out?cid=167&amp.1ln=
en

http://ssl.hurra.com/opt-out?cid=2210&amp.
1ln=en

http://ssl.hurra.com/opt-out?cid=243g&amp.ln=
en

http://ssl.hurra.com/opt-out?cid=2637&amp.
1ln=en

http://ssl.hurra.com/opt—-out?cid=281l&amp.ln=
de

http://ssl.hurra.com/opt-out?cid=3651&amp.
ln=en

http://ssl.hurra.com/opt—-out?cid=527&amp.ln=
de
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http://fr.bonprix.ch/landmarkRedirect.htm?instantLm=
http://fr.bonprix.ch/landmarkRedirect.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ch
http://fr.bonprix.ch/landmarkRedirect.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ch
http://fr.bonprix.ch/landmarkRedirect.htm?sourcePageClick=
http://fr.bonprix.ch/landmarkRedirect.htm?sourcePageClick=
http://fr.bonprix.ch/service-clientele/conditions-generales-de-vente/?rewrite=false
http://fr.bonprix.ch/service-clientele/conditions-generales-de-vente/?rewrite=false
http://fr.bonprix.ch/service-clientele/mentions-legales/?rewrite=false
http://fr.bonprix.ch/service-clientele/mentions-legales/?rewrite=false
http://fr.bonprix.ch/service-clientele/newsletter/desabonnement-newsletter/?no_cache=1
http://fr.bonprix.ch/service-clientele/newsletter/desabonnement-newsletter/?no_cache=1
http://fr.bonprix.ch/service-clientele/newsletter/desabonnement-newsletter/?no_cache=1
http://fr.bonprix.ch/service-clientele/protection-des-donnees/?rewrite=false
http://fr.bonprix.ch/service-clientele/protection-des-donnees/?rewrite=false
http://ssl.hurra.com/opt-out?cid=157&amp.ln=de
http://ssl.hurra.com/opt-out?cid=157&amp.ln=de
http://ssl.hurra.com/opt-out?cid=166&amp.ln=en
http://ssl.hurra.com/opt-out?cid=166&amp.ln=en
http://ssl.hurra.com/opt-out?cid=167&amp.ln=en
http://ssl.hurra.com/opt-out?cid=167&amp.ln=en
http://ssl.hurra.com/opt-out?cid=2210&amp.ln=en
http://ssl.hurra.com/opt-out?cid=2210&amp.ln=en
http://ssl.hurra.com/opt-out?cid=243&amp.ln=en
http://ssl.hurra.com/opt-out?cid=243&amp.ln=en
http://ssl.hurra.com/opt-out?cid=2637&amp.ln=en
http://ssl.hurra.com/opt-out?cid=2637&amp.ln=en
http://ssl.hurra.com/opt-out?cid=281&amp.ln=de
http://ssl.hurra.com/opt-out?cid=281&amp.ln=de
http://ssl.hurra.com/opt-out?cid=3651&amp.ln=en
http://ssl.hurra.com/opt-out?cid=3651&amp.ln=en
http://ssl.hurra.com/opt-out?cid=527&amp.ln=de
http://ssl.hurra.com/opt-out?cid=527&amp.ln=de
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- http://ssl.hurra.com/opt-out?cid=577&amp.1ln=
en

- http://ssl.hurra.com/opt-out?cid=912&amp.1ln=
en

- http://tools.google.com/dlpage/gaoptout?hl=
de

- http://tools.google.com/dlpage/gaoptout?hl=
it

- http://tools.google.com/dlpage/gaoptout?hl=
nl

- http://tools.google.com/dlpage/gaoptout?hl=
pt—BR

- http://vk.com/rtrg?r=
11ByreBrSE0O4aRH383NGpOCFJIfDHAOJg8NHY fZxnS40Aj52zVvLVbFES:
MBJjLW6Rg7AgpIRnhS6moJKugf fAMKRuUr543VijR1uS4zSG4AjsEaQ/
uCf1ldzZIHkINXWnp5SLWtDu20I0hnekakDV8Zjy1GXCOEZ/

** OpOWg—

- http://www.bonprix.at/geotargetinglayer/
?pRedirectUrl=http%3A%2F%2Fwww.bonprix.at%
2Fserviceleistung%$2Fagb%2F

- http://www.bonprix.at/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Fwww.bonprix.at%
2Fserviceleistung%2Fdatenschutz%2F

- http://www.bonprix.at/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Fwww.bonprix.at%
2Fserviceleistung%$2Fimpressum%2F

- http://www.bonprix.at/landmarkRedirect.htm?
instantLm=

- http://www.bonprix.at/landmarkRedirect.htm?
sourcePageClick=

- http://www.bonprix.at/myAccountLogin.htm?
loginType=customerIdé&pRedirectUrl=http%
3A%2F%$2Fwww.bonprix.at%2Faccount .htm$3Fac%
3Doverview

- http://www.bonprix.at/myAccountLogin.htm?
loginType=customerId&pRedirectUrl=http%
3A%2F%$2Fwww.bonprix.at%2Fserviceleistungs
2Fimpressum%2F
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http://vk.com/rtrg?r=llByreBrSEO4aRH383NGpOCFJfDHAOJq8NHYfZxnS40Aj5zvLvbFSNmQSx9F*Bgyx/MBjLW6Rq7AgpIRnhS6moJKuqffAMKRur543VjRluS4zSG4AjsEaQ/uCfldZIHkJNxWnp5LWtDu2OIOhnekakDV8Zjy1GXCOEZ/**opoWg-
http://vk.com/rtrg?r=llByreBrSEO4aRH383NGpOCFJfDHAOJq8NHYfZxnS40Aj5zvLvbFSNmQSx9F*Bgyx/MBjLW6Rq7AgpIRnhS6moJKuqffAMKRur543VjRluS4zSG4AjsEaQ/uCfldZIHkJNxWnp5LWtDu2OIOhnekakDV8Zjy1GXCOEZ/**opoWg-
http://vk.com/rtrg?r=llByreBrSEO4aRH383NGpOCFJfDHAOJq8NHYfZxnS40Aj5zvLvbFSNmQSx9F*Bgyx/MBjLW6Rq7AgpIRnhS6moJKuqffAMKRur543VjRluS4zSG4AjsEaQ/uCfldZIHkJNxWnp5LWtDu2OIOhnekakDV8Zjy1GXCOEZ/**opoWg-
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- http://www.bonprix.at/myAccountLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.at%
2Faccount .htm%3Fac%3Doverview

- http://www.bonprix.at/myAccountLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.at%
2Fserviceleistung%2Fagb%2F

- http://www.bonprix.at/myAccountLogin.htm?
pRedirectUrl=http%$3A%2F%$2Fwww.bonprix.at%
2Fserviceleistung%$2Fdatenschutz%2F

- http://www.bonprix.at/serviceleistung/agb/
?rewrite=false

- http://www.bonprix.at/serviceleistung/
datenschutz/?rewrite=false

- http://www.bonprix.at/serviceleistung/
impressum/?rewrite=false

- http://www.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%$2Fwww.bonprix.ch%
2Fserviceleistungen%2Fagb%2F

- http://www.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%$2Fwww.bonprix.ch%
2Fserviceleistungen%2Fdatenschutz%2F

- http://www.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Fwww.bonprix.ch%
2Fserviceleistungen%2Fimpressum%2F

- http://www.bonprix.ch/landmarkRedirect.htm?
instantLm=

- http://www.bonprix.ch/landmarkRedirect.htm?
pRedirectUrl=http%3A%2F%2Ffr.bonprix.ch%2F

- http://www.bonprix.ch/landmarkRedirect.htm?
sourcePageClick=

- http://www.bonprix.ch/serviceleistungen/agb/
?rewrite=false

- http://www.bonprix.ch/serviceleistungen/
datenschutz/?rewrite=false

- http://www.bonprix.ch/serviceleistungen/
impressum/?rewrite=false
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https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fagb%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fagb%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fdatenschutz%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fdatenschutz%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fdatenschutz%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fimpressum%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fimpressum%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.de%2Fservice%2Fimpressum%2F
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.de%2Faccount.htm%3Fac%3Dinvoice
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.de%2Faccount.htm%3Fac%3Dinvoice
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.de%2Faccount.htm%3Fac%3Dinvoice
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.de%2Faccount.htm%3Fac%3Doverview
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.de%2Faccount.htm%3Fac%3Doverview
https://www.bonprix.de/myAccountLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.de%2Faccount.htm%3Fac%3Doverview
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https://www.bonprix.fr/myAccountLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr$%
2Fservice-clients%2Fconditions—generales—de-
vente%2F

https://www.bonprix.fr/myAccountLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr$%
2Fservice-clients%2Fmentions—-legales%2F

https://www.bonprix.fr/myAccountLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%
2Fservice—-clients%2Fsecurite%2F

https://www.bonprix.fr/myAccountLogin.
htm?pRedirectUrl=myMCW.htm&amp.
pRedirectUrl=https$3A%2F%$2Fwww.bonprix.
fr$2FmyMCW.htm%3Fss1l%3D1&amp.isApp=
false&amp.trackChatAvailability=trueé&
amp.talkeventPage=talkevent_pageheader_
myAccounté&amp.talkeventPageSource=myAccount

https://www.bonprix.it/lightweightLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%
2Fservizio%2Fcondizioni-di-vendita%2F

https://www.bonprix.it/lightweightLogin.htm?
pRedirectUrl=http%$3A%2F%$2Fwww.bonprix.it%
2Fservizio%2Fimpressum%2F

https://www.bonprix.it/lightweightLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%
2Fservizio%2Fprotezione—-dati-personali%2F

https://www.bonprix.it/lightweightLogin.htm?
pPRedirectUrl=https$3A%2F%2Fwww.bonprix.it%
2Ff-optout.htm

https://www.bonprix.nl/lightweightLogin.htm?
pRedirectUrl=https%3A%2F%2Fwww.bonprix.nl%
2Ff-optout.htm

https://www.bonprix.nl/myAccountLogin.
htm?pRedirectUrl=http%$3A%2F%2Fwww.
bonprix.nl%2Fklantenservice%$2Falgemene-
verkoopvoorwaarden%$2F

https://www.bonprix.nl/myAccountLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%
2Fklantenservice%2Fcolofon%2F


https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fconditions-generales-de-vente%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fconditions-generales-de-vente%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fconditions-generales-de-vente%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fconditions-generales-de-vente%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fmentions-legales%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fmentions-legales%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fmentions-legales%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fsecurite%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fsecurite%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.fr%2Fservice-clients%2Fsecurite%2F
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=myMCW.htm&amp.pRedirectUrl=https%3A%2F%2Fwww.bonprix.fr%2FmyMCW.htm%3Fssl%3D1&amp.isApp=false&amp.trackChatAvailability=true&amp.talkeventPage=talkevent_pageheader_myAccount&amp.talkeventPageSource=myAccount
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=myMCW.htm&amp.pRedirectUrl=https%3A%2F%2Fwww.bonprix.fr%2FmyMCW.htm%3Fssl%3D1&amp.isApp=false&amp.trackChatAvailability=true&amp.talkeventPage=talkevent_pageheader_myAccount&amp.talkeventPageSource=myAccount
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=myMCW.htm&amp.pRedirectUrl=https%3A%2F%2Fwww.bonprix.fr%2FmyMCW.htm%3Fssl%3D1&amp.isApp=false&amp.trackChatAvailability=true&amp.talkeventPage=talkevent_pageheader_myAccount&amp.talkeventPageSource=myAccount
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=myMCW.htm&amp.pRedirectUrl=https%3A%2F%2Fwww.bonprix.fr%2FmyMCW.htm%3Fssl%3D1&amp.isApp=false&amp.trackChatAvailability=true&amp.talkeventPage=talkevent_pageheader_myAccount&amp.talkeventPageSource=myAccount
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=myMCW.htm&amp.pRedirectUrl=https%3A%2F%2Fwww.bonprix.fr%2FmyMCW.htm%3Fssl%3D1&amp.isApp=false&amp.trackChatAvailability=true&amp.talkeventPage=talkevent_pageheader_myAccount&amp.talkeventPageSource=myAccount
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=myMCW.htm&amp.pRedirectUrl=https%3A%2F%2Fwww.bonprix.fr%2FmyMCW.htm%3Fssl%3D1&amp.isApp=false&amp.trackChatAvailability=true&amp.talkeventPage=talkevent_pageheader_myAccount&amp.talkeventPageSource=myAccount
https://www.bonprix.fr/myAccountLogin.htm?pRedirectUrl=myMCW.htm&amp.pRedirectUrl=https%3A%2F%2Fwww.bonprix.fr%2FmyMCW.htm%3Fssl%3D1&amp.isApp=false&amp.trackChatAvailability=true&amp.talkeventPage=talkevent_pageheader_myAccount&amp.talkeventPageSource=myAccount
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fcondizioni-di-vendita%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fcondizioni-di-vendita%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fcondizioni-di-vendita%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fimpressum%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fimpressum%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fimpressum%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fprotezione-dati-personali%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fprotezione-dati-personali%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.it%2Fservizio%2Fprotezione-dati-personali%2F
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.it%2Ff-optout.htm
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.it%2Ff-optout.htm
https://www.bonprix.it/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.it%2Ff-optout.htm
https://www.bonprix.nl/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.nl%2Ff-optout.htm
https://www.bonprix.nl/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.nl%2Ff-optout.htm
https://www.bonprix.nl/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.nl%2Ff-optout.htm
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Falgemene-verkoopvoorwaarden%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Falgemene-verkoopvoorwaarden%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Falgemene-verkoopvoorwaarden%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Falgemene-verkoopvoorwaarden%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Fcolofon%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Fcolofon%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Fcolofon%2F
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3 Results

https://www.bonprix.nl/myAccountLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%
2Fklantenservice%2Fprivacy-statement%2F

https://www.bonprix.ru/lightweightLogin.htm?
pPRedirectUrl=http%3A%2F%$2Fwww.bonprix.ru%
2Fservis%$2Fimpressum$2F

https://www.bonprix.ru/lightweightLogin.htm?
pRedirectUrl=http%$3A%2F%$2Fwww.bonprix.ru%
2Fservis%$2Foferta%2F

https://www.bonprix.ru/lightweightLogin.
htm?pRedirectUrl=http%$3A%2F%$2Fwww.bonprix.
ru%2Fservis%2Fpolitika-bezopasnosti-
personalnih-dannih%2F

https://www.bonprix.se/lightweightLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%
2Fkundservice%2Fimpressum%2F

https://www.bonprix.se/lightweightLogin.htm?
pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%
2Fkundservice%2Fkoepinformation%2F

https://www.bonprix.se/lightweightLogin.htm?
pRedirectUrl=http%$3A%2F%$2Fwww.bonprix.se%
2Fkundservice%2Fpersonuppgifter$2F

https://www.bonprix.se/lightweightLogin.htm?
pRedirectUrl=https$%$3A%2F$2Fwww.bonprix.se%
2Ff-optout.htm

https://www.bonprix.se/lightweightLogin.htm?
pRedirectUrl=https%$3A%2F%$2Fwww.bonprix.se%
2FmyMCW . htm

market://details?id=
market://details?id=%s

market://details?id=com.srowen.bs.android

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, app—
measurement.com, app.adjust.com, dhandel. se,
ec.europa.eu, fr.bonprix.ch, google.com, graph.
facebook.com, imageOl.bonprix—shop.de, imageOl.
bonprix.at, image0l.bonprix.ch, imageOl.bonprix.
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https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Fprivacy-statement%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Fprivacy-statement%2F
https://www.bonprix.nl/myAccountLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.nl%2Fklantenservice%2Fprivacy-statement%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Fimpressum%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Fimpressum%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Fimpressum%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Foferta%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Foferta%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Foferta%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Fpolitika-bezopasnosti-personalnih-dannih%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Fpolitika-bezopasnosti-personalnih-dannih%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Fpolitika-bezopasnosti-personalnih-dannih%2F
https://www.bonprix.ru/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.ru%2Fservis%2Fpolitika-bezopasnosti-personalnih-dannih%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fimpressum%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fimpressum%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fimpressum%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fkoepinformation%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fkoepinformation%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fkoepinformation%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fpersonuppgifter%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fpersonuppgifter%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=http%3A%2F%2Fwww.bonprix.se%2Fkundservice%2Fpersonuppgifter%2F
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.se%2Ff-optout.htm
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.se%2Ff-optout.htm
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.se%2Ff-optout.htm
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.se%2FmyMCW.htm
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.se%2FmyMCW.htm
https://www.bonprix.se/lightweightLogin.htm?pRedirectUrl=https%3A%2F%2Fwww.bonprix.se%2FmyMCW.htm
market://details?id=
market://details?id=%s
market://details?id=com.srowen.bs.android
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com.tr, image0l.bonprix.de, imagelOl.bonprix. fr,
image0l.bonprix.it, image0l.bonprix.nl, imageO1l.
bonprix.ru, imageOl.bonprix.se, info.criteo.com,
instagram.com, login.intelliad.de, login.live.

com, login.yahoo.com, mc.yandex.ru, myaccount.
bonprixitalia.net, pinterest.com, play.google.com,
plus.google.com, requirejs.org, saas.appoxee.

com, sdk.hockeyapp.net, serveurft.bonprix. fr,
serveurft.bonprix.nl, ssl.google—analytics.com,
ssl.hurra.com, static.bonprixsecure.com, tools.
google.com, twitter.com, vk.com, web.ottoruss.

ru, webgate.ec.europa.eu, www.PayPal.com, www.
bonprix.at, www.bonprix.ch, www.bonprix.com.

br, www.bonprix.com.tr, www.bonprix.de, www.
bonprix.fr, www.bonprix.it, www.bonprix.nl, www.
bonprix.ru, www.bonprix.se, www.colissimo.fr, www.
consorzionetcomm.it, www.criteo.com, www.european-—
privacy-seal.eu, www.facebook.com, www. fevad. com,
WWwW.google—analytics.com, www.google.com, www.
googleapis.com, www.googletagmanager.com, Www .
hurra.com, www.instagram.com, www.linkedin.com, www.
mondialrelay.fr, www.orias.fr, www.paypal.com, www.
thuiswinkel.org, www.twitter.com, www.xplosion.de,
www.youtube.com, www\T1l\textbackslash .paypal\T1\
textbackslash .com, wwwindow.w3.0rg

App communicates with servers in 11 countries.

Communication with country: Sweden, Netherlands, United
States, Ireland, Luxembourg, United Kingdom, Italy,
France, Germany, unknown, Russia

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Domains accessed with http AND https: fr.bonprix.ch, tools.
google.com, www.bonprix.at, www.bonprix.ch, www.
bonprix.com.br, www.bonprix.com.tr, www.bonprix.de,
www.bonprix.fr, wew.bonprix.it, www.bonprix.nl,
WWW.bonprix.ru, www.bonprix.se

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.
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e App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.google.com/intl/de/policies/
privacy/

- http://www.bonprix.ch/ajaxCall/layer/
visitorSurveylayer.htm

- http://static.bonprixsecure.com/resource/
20161020_071946/mobile/scripts

- http://requirejs.org/docs/errors.html#
- http://www.bonprix.com.tr/hizmet/iade/
- http://www.bonprix.com.tr/modasozlugu/

- http://www.bonprix.fr/landmarkRedirect.htm?
sourcePageClick=

- http://www.facebook.com/bonprixRU

- http://www.bonprix.nl/klantenservice/
colofon/?rewrite=false

- http://wwwindow.w3.0rg/TR/SVG1l1l/feature#
Image

- http://www.bonprix.se/landmarkRedirect.htm?
instantlm=

- http://www.facebook.com/bonprixBR

- http://www.bonprix.at/serviceleistung/
impressum/?rewrite=false

- http://www.facebook.com/bonprixSE

- http://static.bonprixsecure.com/resource/
20160609_072050/mobile/scripts

- http://www.bonprix.de/service/datenschutz/
?rewrite=false

- http://www.bonprix.de/f-optout.htm

- http://www.bonprix.de/service/agb/?rewrite=
false

- http://www.bonprix.ru/corporate/nasha-
otvetstvennost/
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http://requirejs.org/docs/errors.html#
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http://www.bonprix.com.tr/modasozlugu/
http://www.bonprix.fr/landmarkRedirect.htm?sourcePageClick=
http://www.bonprix.fr/landmarkRedirect.htm?sourcePageClick=
http://www.facebook.com/bonprixRU
http://www.bonprix.nl/klantenservice/colofon/?rewrite=false
http://www.bonprix.nl/klantenservice/colofon/?rewrite=false
http://wwwindow.w3.org/TR/SVG11/feature#Image
http://wwwindow.w3.org/TR/SVG11/feature#Image
http://www.bonprix.se/landmarkRedirect.htm?instantLm=
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agb/agb.php
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nl/ajaxCall/layer/
htm

de/service/newsletter/

com.tr/servlet/

com/bonprixNL

de/fileadmin/de/content/

http://instagram.com/bonprix/

http://www.bonprix

http://www.bonprix.

instantLm=

http://www.bonprix.
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ansvar/
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.se/kundservice/

nl/landmarkRedirect.htm?

se/kundservice/impressum/

se/servlet/LandmarkUTF8

se/corporate/vaart-

fr/servlet/LandmarkUTF8
de/corporate/presse/

.com.tr/hizmet/gizlilik—

ve-guvenlik/?rewrite=false
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.se/ajaxCall/layer/

.htm

.ch/landmarkRedirect.htm?
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http://www.twitter
http://info.criteo
http://www.bonprix
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.com/bonprixDE
.com/pac/privacy/it
.fr/service-clients/

.com.br/servicos/
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.at/myAccountLogin.htm?
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3 Results For internal use only!

- http://www.bonprix.ru/myMCW.htm

- http://fr.bonprix.ch/landmarkRedirect.htm?
sourcePageClick=

- http://www.bonprix.nl/klantenservice/

- http://ssl.hurra.com/opt-out?cid=2210&amp.
ln=en

- http://www.bonprix.ch/landmarkRedirect.htm?
instantLm=

- http://ssl.hurra.com/opt-out?cid=527&amp.1ln=
de

- http://www.bonprix.com.br/corporate/nossa-
responsabilidade/

- http://www.bonprix.de/corporate/ueber—-uns/

- http://tools.google.com/dlpage/gaoptout?hl=
nl

* The app loads the following JavaScript files via unprotected communica-
tion (http), which can be exploited by attackers to remotely change the
displayed content and functionality of the app:

- http://static.bonprixsecure.com/resource/
20161020_071946/desktop/scripts/libs/
webtrends6/ogm.min. js

- http://static.bonprixsecure.com/resource/
20161020_071946/desktop/scripts/libs/
webtrends6/plugin. js

- http://static.bonprixsecure.com/resource/
20160609_072050/desktop/scripts/libs/
webtrends5/plugin. js

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://fr.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Ffr.bonprix.ch%
2Fservice-clientele%$2Fconditions—generales-
de-vente%$2F

- http://fr.bonprix.ch/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Ffr.bonprix.ch%
2Fservice—clientele%2Fmentions—legales%2F
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- http://ssl.hurra.com/opt-out?cid=577&amp.1ln=
en

- http://ssl.hurra.com/opt-out?cid=912&amp.1ln=
en

- http://tools.google.com/dlpage/gaoptout?hl=
de

- http://tools.google.com/dlpage/gaoptout?hl=
it

- http://tools.google.com/dlpage/gaoptout?hl=
nl

- http://tools.google.com/dlpage/gaoptout?hl=
pt—BR

- http://vk.com/rtrg?r=
11ByreBrSEO4aRH383NGpOCFJIfDHAOJg8NHY fZxnS40Aj52zVvLVbFES:
MBJjLW6Rg7AgpIRnhS6moJKugf fAMKRuUr543VijR1uS4zSG4AjsEaQ/
uCf1ldzZIHkINXWnp5SLWtDu20I0hnekakDV8Zjy1GXCOEZ/

** OpOWg—

- http://www.bonprix.at/geotargetinglayer/
?pRedirectUrl=http%3A%2F%2Fwww.bonprix.at%
2Fserviceleistung%$2Fagb%2F

- http://www.bonprix.at/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Fwww.bonprix.at%
2Fserviceleistung%2Fdatenschutz%2F

- http://www.bonprix.at/geotargetinglayer/
?pRedirectUrl=http%$3A%2F%2Fwww.bonprix.at%
2Fserviceleistung%$2Fimpressum%2F

- http://www.bonprix.at/landmarkRedirect.htm?
instantLm=

- http://www.bonprix.at/landmarkRedirect.htm?
sourcePageClick=

- http://www.bonprix.at/myAccountLogin.htm?
loginType=customerIdé&pRedirectUrl=http%
3A%2F%$2Fwww.bonprix.at%2Faccount .htm$3Fac%
3Doverview

- http://www.bonprix.at/myAccountLogin.htm?
loginType=customerId&pRedirectUrl=http%
3A%2F%$2Fwww.bonprix.at%2Fserviceleistungs
2Fimpressum%2F
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Data security

e The application requires the following permissions from the protection-

level:

NORMAL

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

VIBRATE (Allows access to the vibrator.)
FLASHLIGHT (Allows access to the flashlight.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-

level:

DANGEROUS

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

* Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.
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The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation technigues were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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Accessed unigue identifier(s): build model, build
manufacturer, build product,build display, build
brand, Wifi-MAC address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.bonprix.app.MainActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e |ndicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.
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e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:00:33.299

3.7 eBay - kaufen & verkaufen (Android)

3.7.1 Tests

Table 3.8:
Overview of
summarized test
results for »eBay -
kaufen &
verkaufen«

The following Table 3.8 summarizes the results of the Android app eBay -

kaufen & verkaufen with version 5.5.7.17.

App risks for enterprise usage

[ ] Implementation flaws? No.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

Ll Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 215 entries, see details.
Communication with country: Netherlands, Austria, United
States, Ireland, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXOOXOKX

Data security

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/ECB/
PKCS7Padding", "AES/GCM/NoPadding"

X Cryptographic keys found? Yes.

X Constant initialization vectors found? Yes.
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Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 7 entries, see details.

Overprivileged permissions: NFC, RECEIVE-BOOT—-COMPLETED,
READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NN XX

XXX

Input interface security

(=] App can handle documents of mimeType: None.
X Screenshot protection used? Yes.
] Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick

App provides public accessible activities? Yes.
Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: Camera, GPS Location
Unprotected preference files found? Yes.

XNOXOX

Runtime Security

L] Scheduled Alarm Manager registered? No.

X' Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

L] Allow app debugging Flag? No.

X App uses outdated signature key? Yes.

X' Contains native libraries: Yes.

Executed component after Phone Reboot: com.ebay.mobile.

notifications.DeviceStartupReceiver
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3.7.2 Details

The following sections describe details about the test results of eBay -
kaufen & verkaufen with version 5.5.1.17.
App risks for enterprise usage

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

— Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

- Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

— Crypto: Overall quality of cryptographic implementation aspects is
rated poor and should be inspected in detail.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- amzn://apps/android?p=
- ebay://1link/?nav==%s

- ebay://link/?nav=user.
- ebay://link?nav=user.

- http://asgfaqui.%s/asgfaquiweb/ViewOptions?
itemId=%s&transactionId=%s&sRecipient=%s&
srcAppld=%s&rmvHdr=true

- http://donations.ebay.com/charity/charity.
Jjsp?NP_ID=
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- http://m.%s/mweb/feed?_mode=high

- http://pages.befr.ebay.be/help/policies/
user—agreement.html?rt=nc

- http://pages.benl.ebay.be/help/policies/
user—agreement.html?rt=nc

- http://pages.cafr.ebay.ca/help/policies/
user—agreement . .html?rt=nc

- http://pages.ebay.at/help/policies/user—
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https://reg.hk.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.hk.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
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https://reg.ie.paradise.ga.ebay.com/reg/
UpdateContactInfo?flow=%s&srcAppIld=2571

https://reg.in.paradise.qga.ebay.com/reg/
UpdateContactInfo?flow=%$s&srcAppld=2571

https://reg.it.paradise.ga.ebay.com/reg/
UpdateContactInfo?flow=%s&srcAppIld=2571

https://reg.my.paradise.ga.ebay.com/reg/
UpdateContactInfo?flow=%s&srcAppld=2571

https://reg.nl.paradise.ga.ebay.com/reg/
UpdateContactInfo?flow=%s&srcAppIld=2571

https://reg.ph.paradise.ga.ebay.com/reg/
UpdateContactInfo?flow=%s&srcAppld=2571

https://reg.pl.paradise.ga.ebay.com/reg/
UpdateContactInfo?flow=%s&srcAppIld=2571

https://reg.ga.ebay.com/reqg/
UpdateContactInfo?flow=%s&srcAppld=2571

https://reg.sg.paradise.ga.ebay.com/reqg/
UpdateContactInfo?flow=%s&srcAppld=2571

https://reg.uk.paradise.ga.ebay.com/reg/
UpdateContactInfo?flow=%s&srcAppld=2571

https://www.%s/afs/Cancel/Detail?itemId=%s&
transId=%s&srcAppld=%s&rmvHdr=true

https://www.%s/afs/Cancel/Start?itemId=%s&
transId=%s&srcAppld=%s&rmvHdr=true

https://www.%s/rtn/Return/ReturnsDetail?
itemId=%s&transactionId=%s&srcAppld=%s&
rmvHdr=true

https://www.ebay.com/s/valet?vg=true

https://www.ocswf.ga.ebay.com/rti/compose?
rmvHdr=true

https://www.paypal.com/de/cgi-bin/
merchantpaymentweb?cmd=xpt /Marketing/popup/
UnconfirmedELV-outside

market://details?id=
market://details?id=com.ebay.mobile

mikandi://link.mikandi.com/app?app_id=
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https://reg.ie.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.ie.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.in.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.in.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.it.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.it.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.my.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.my.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.nl.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.nl.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.ph.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.ph.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.pl.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.pl.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.sg.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.sg.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.uk.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://reg.uk.paradise.qa.ebay.com/reg/UpdateContactInfo?flow=%s&srcAppId=2571
https://www.%s/afs/Cancel/Detail?itemId=%s&transId=%s&srcAppId=%s&rmvHdr=true
https://www.%s/afs/Cancel/Detail?itemId=%s&transId=%s&srcAppId=%s&rmvHdr=true
https://www.%s/afs/Cancel/Start?itemId=%s&transId=%s&srcAppId=%s&rmvHdr=true
https://www.%s/afs/Cancel/Start?itemId=%s&transId=%s&srcAppId=%s&rmvHdr=true
https://www.%s/rtn/Return/ReturnsDetail?itemId=%s&transactionId=%s&srcAppId=%s&rmvHdr=true
https://www.%s/rtn/Return/ReturnsDetail?itemId=%s&transactionId=%s&srcAppId=%s&rmvHdr=true
https://www.%s/rtn/Return/ReturnsDetail?itemId=%s&transactionId=%s&srcAppId=%s&rmvHdr=true
https://www.ebay.com/s/valet?vq=true
https://www.ocswf.qa.ebay.com/rti/compose?rmvHdr=true
https://www.ocswf.qa.ebay.com/rti/compose?rmvHdr=true
https://www.paypal.com/de/cgi-bin/merchantpaymentweb?cmd=xpt/Marketing/popup/UnconfirmedELV-outside
https://www.paypal.com/de/cgi-bin/merchantpaymentweb?cmd=xpt/Marketing/popup/UnconfirmedELV-outside
https://www.paypal.com/de/cgi-bin/merchantpaymentweb?cmd=xpt/Marketing/popup/UnconfirmedELV-outside
market://details?id=
market://details?id=com.ebay.mobile
mikandi://link.mikandi.com/app?app_id=
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e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, android.
ebay.com, anywhere.ebay.com, api.apptentive.com,
api.ebay.com, api.xstage.ebay.com, apid.qga.ebay.
com, apifind.ga.ebay.com, apifinding.ga.ebay.com,
apifinding.xstage.ebay.com, apigrid.ebay.com,
apix.ebay.com, appapi.cortexica.com, appnsl.ga.
ebay.com, asgfaqui.%s, auth.%s, auth.ebay.com,
autosug.ebay.com, catalogcontentservice.vip.qga.
ebay.com, catalogmatchproductservice.vip.qga.ebay.
com, cgi.ebay.com, cgi.ga.ebay.com, cgi.xstage.
ebay.com, charity.ebay.com, clientalerts.ebay.com,
clnsvc.pp.stratus.ebay.com, clnsvc.ga.ebay.comn,
clnsvc.stratus.ga.ebay.com, cms.paypal.com, csi.
gstatic.com, ctlgsvc.xstage.ebay.com, donations.
ebay.com, ebayz.criticalpath.com, fiappsvc.ebay.
com, flexbrowseap.stratus.ga.ebay.com, follow.
ga.ebay.com, givingworks.ebay.com, googleads.qg.
doubleclick.net, idauth.ebay.com, idauth.xstage.
ebay.com, include.ebaystatic.com m.%s, m.ebay.in,
maps.google.com, market.android.com mobidcs.
ebay.com, mobileclient .paypal.com mobilog.
ebay.com, mobilog.ebay.ebay.com mobimotor.ebay.
com, mobitrack.ga.ebay.com mobiuas.ebay.com,
mobiusragrmnt.stg.stratus.qga.ebay.com, mobixo.
ebay.com, mobixo4.ebay.com, ocsnext.%s, ocswf.ebay.
com, open.api.xstage.ebay.com, p.ebaystatic.com,
pagead2.googlesyndication.com, pages.befr.ebay.be,
pages.benl.ebay.be, pages.cafr.ebay.ca, pages.
ebay.at, pages.ebay.ca, pages.ebay.ch, pages.ebay.
co.uk, pages.ebay.com, pages.ebay.com.au, pages.
ebay.com.hk, pages.ebay.com.my, pages.ebay.com. sqg,
pages.ebay.de, pages.ebay.es, pages.ebay. fr, pages.
ebay.ie, pages.ebay.in, pages.ebay.it, pages.ebay.
nl, pages.ebay.ph, pages.ebay.pl, payments.ebay.comn,
platform.chromedata.com, play.google.com, plus.
google.com, postorder.%s, prox.ebay.com, reg. %s,
reg.au.paradise.qga.ebay.com, reg.befr.ebay.be,
reg.befr.paradise.ga.ebay.com, reg.benl.ebay.be,
reg.benl.paradise.ga.ebay.com, reg.ca.paradise.
ga.ebay.com, reg.cafr.ebay.ca, reg.cafr.paradise.
ga.ebay.com, reg.ch.paradise.qga.ebay.com, reg.de.
paradise.ga.ebay.com, reg.ebay.at, reg.ebay.ca,
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reg.ebay.ch, reg.ebay.co.uk, reg.ebay.com, reg.
ebay.com.au, reg.ebay.com.hk, reg.ebay.com.my, reg.
ebay.com.sqg, reg.ebay.de, reg.ebay.es, reg.ebay.fr,
reg.ebay.ie, reg.ebay.in, reg.ebay.it, reg.ebay.nl,
reg.ebay.ph, reg.ebay.pl, reg.es.paradise.qga.
ebay.com, reg.fr.paradise.ga.ebay.com, reg.hk.
paradise.ga.ebay.com, reg.ie.paradise.ga.ebay.com,
reg.in.paradise.qga.ebay.com, reg.it.paradise.
ga.ebay.com, reg.my.paradise.ga.ebay.com, reg.nl.
paradise.ga.ebay.com, reg.ph.paradise.ga.ebay.com,
reg.pl.paradise.qga.ebay.com, reg.ga.ebay.com,
reg.sqg.paradise.ga.ebay.com, reg.uk.paradise.qga.
ebay.com, rlforebay.redlaser.com, rover.ebay.com,
sb-ssl.google.com, scgi.%s, scgi.at.paradise.
ga.ebay.com, scgi.au.paradise.ga.ebay.com, scgi.
befr.be.paradise.qga.ebay.com, scgi.befr.ebay.be,
scgi.benl.be.paradise.ga.ebay.com, scgi.benl.
ebay.be, scgi.ca.paradise.qga.ebay.com, scgi.cafr.
ca.paradise.ga.ebay.com, scgi.cafr.ebay.ca, scgi.
ch.paradise.ga.ebay.com, scgi.de.paradise.qga.
ebay.com, scgi.ebay.at, scgi.ebay.ca, scgi.ebay.ch,
scgi.ebay.co.uk, scgi.ebay.com, scgi.ebay.com.auy,
scgi.ebay.com.my, scgi.ebay.com.sg, scgi.ebay.de,
scgi.ebay.es, scgi.ebay.fr, scgi.ebay.ie, scgi.
ebay.in, scgi.ebay.it, scgi.ebay.nl, scgi.ebay.

ph, scgi.ebay.pl, scgi.es.paradise.ga.ebay.com,
scgi.fr.paradise.ga.ebay.com, scgi.ie.paradise.
ga.ebay.com, scgi.in.paradise.qga.ebay.com, scgi.
it.paradise.ga.ebay.com, scgi.my.paradise.ga.
ebay.com, scgi.nl.paradise.ga.ebay.com, scgi.ph.
paradise.ga.ebay.com, scgi.pl.paradise.ga.ebay.
com, scgi.ga.ebay.com, scgi.sg.paradise.ga.ebay.
com, scgl.uk.paradise.qga.ebay.com, securepics.
ebaystatic.com, sofe.%s, svcs.ebay.com, svcs.xstage.
ebay.com, tidesauth.vip.ga.%s, tidesauth.vip.ga.
ebay.com, tidesauth.xstage.ebay.com, wap.ebay.com,
WWW.%s, www.activity.stg.stratus.ga.ebay.com, www.
apptentive.com www.at.ocsnext.stratus.qga.ebay.
com, www.au.ocsnext.stratus.qga.ebay.com www.au.
scgi.stratus.ga.ebay.com www.ca.ocsnext.stratus.
ga.ebay.com www.ca.scgi.stratus.ga.ebay.com,
www.cafr.ocsnext.stratus.ga.ebay.com, www.cafr.
scgi.stratus.ga.ebay.com, www.de.ocsnext.stratus.
ga.ebay.com www.de.scgi.stratus.ga.ebay.com,
www.ebay.com, www.es.ocsnext.stratus.ga.ebay.com,
WWW.es.scgl.stratus.ga.ebay.com www.feedsvcr.
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stg.stratus.ga.ebay.com, www.fr.ocsnext.stratus.
ga.ebay.com www.fr.scgi.stratus.ga.ebay.com,
WWW.googleapis.com www.in.ocsnext.stratus.qga.
ebay.com, www.it.ocsnext.stratus.ga.ebay.com,
www.1lt.scgi.stratus.ga.ebay.com, www.ocsnext.
stratus.ga.ebay.com www.ocswf.ga.ebay.com, www.
paypal.com, www.ga.ebay.com, www.sScgl.stratus.
dga.ebay.com, www.signup.ebayplus.ebay.de, www.
stage2mobilel8.paypal.com, www.trndsvc.stratus.
ga.ebay.com, www.uk.ocsnext.stratus.ga.ebay.com,
www.uk.scgi.stratus.ga.ebay.com, www.usps.com,
www.xstage.ebay.com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://pages.ebay.de/help/buy/contextual/
remember—payment—-data.html

- http://apid4.ga.ebay.com/experience/
notification_inbox/vl/notification_hub

- http://pages.ebay.com/ebaynow/terms.html?
lang=%s

- http://api.xstage.ebay.com/experience/
checkout /vl

- http://api.xstage.ebay.com/buy/review/vl
- http://apid.ga.ebay.com/identity/v1/auth/app
- http://pages.ebay.it/help/sell/fees.html

- http://pages.ebay.de/help/policies/data-
protection.html

- http://ctlgsvc.xstage.ebay.com/ws/spf/
CatalogMatchProductService


http://pages.ebay.de/help/buy/contextual/remember-payment-data.html
http://pages.ebay.de/help/buy/contextual/remember-payment-data.html
http://api4.qa.ebay.com/experience/notification_inbox/v1/notification_hub
http://api4.qa.ebay.com/experience/notification_inbox/v1/notification_hub
http://pages.ebay.com/ebaynow/terms.html?lang=%s
http://pages.ebay.com/ebaynow/terms.html?lang=%s
http://api.xstage.ebay.com/experience/checkout/v1
http://api.xstage.ebay.com/experience/checkout/v1
http://api.xstage.ebay.com/buy/review/v1
http://api4.qa.ebay.com/identity/v1/auth/app
http://pages.ebay.it/help/sell/fees.html
http://pages.ebay.de/help/policies/data-protection.html
http://pages.ebay.de/help/policies/data-protection.html
http://ctlgsvc.xstage.ebay.com/ws/spf/CatalogMatchProductService
http://ctlgsvc.xstage.ebay.com/ws/spf/CatalogMatchProductService
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http://clnsvc.ga.ebay.com/social/collection/
vl/collection/

http://m.%s/mweb/feed?_mode=high

http://pages.ebay.com.au/help/sell/your—
return-policy.html#warranties

http://www.ebay.com/marketplace/
marketplacecatalog/vl/services

http://svcs.xstage.ebay.com/selling/
merchantinventorylookup/vl/real_time_
inventory_check/shallow/

http://apifinding.xstage.ebay.com/services/
marketplacecatalog/ProductService/vl

http://pages.ebay.co.uk/clickandcollect/
terms.html?lang=%s

http://pages.ebay.at/help/sell/seller—fees.
html

http://pages.ebay.com/link/?nav=
http://pages.ebay.fr/help/sell/fees.html

http://pages.benl.ebay.be/help/policies/
user—agreement . .html?rt=nc

http://givingworks.ebay.com/about.html

http://apifinding.qga.ebay.com/ws/spf/
FindItemService/vl

http://charity.ebay.com/terms—and-
conditions/

http://svcs.xstage.ebay.com/services/mobile/
apls/vl/error

http://flexbrowseap.stratus.qga.ebay.com/
search/v2

http://apid.ga.ebay.com/catalog/v3/product
http://www.%s/cln/%$s/%s/%s
http://pages.ebay.de/help/sell/fees.html

http://pages.ebay.fr/help/policies/user-
agreement.html?rt=nc

http://pages.ebay.com/help/sell/motorfees.
html
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http://clnsvc.qa.ebay.com/social/collection/v1/collection/
http://clnsvc.qa.ebay.com/social/collection/v1/collection/
http://m.%s/mweb/feed?_mode=high
http://pages.ebay.com.au/help/sell/your-return-policy.html#warranties
http://pages.ebay.com.au/help/sell/your-return-policy.html#warranties
http://www.ebay.com/marketplace/marketplacecatalog/v1/services
http://www.ebay.com/marketplace/marketplacecatalog/v1/services
http://svcs.xstage.ebay.com/selling/merchantinventorylookup/v1/real_time_inventory_check/shallow/
http://svcs.xstage.ebay.com/selling/merchantinventorylookup/v1/real_time_inventory_check/shallow/
http://svcs.xstage.ebay.com/selling/merchantinventorylookup/v1/real_time_inventory_check/shallow/
http://apifinding.xstage.ebay.com/services/marketplacecatalog/ProductService/v1
http://apifinding.xstage.ebay.com/services/marketplacecatalog/ProductService/v1
http://pages.ebay.co.uk/clickandcollect/terms.html?lang=%s
http://pages.ebay.co.uk/clickandcollect/terms.html?lang=%s
http://pages.ebay.at/help/sell/seller-fees.html
http://pages.ebay.at/help/sell/seller-fees.html
http://pages.ebay.com/link/?nav=
http://pages.ebay.fr/help/sell/fees.html
http://pages.benl.ebay.be/help/policies/user-agreement.html?rt=nc
http://pages.benl.ebay.be/help/policies/user-agreement.html?rt=nc
http://givingworks.ebay.com/about.html
http://apifinding.qa.ebay.com/ws/spf/FindItemService/v1
http://apifinding.qa.ebay.com/ws/spf/FindItemService/v1
http://charity.ebay.com/terms-and-conditions/
http://charity.ebay.com/terms-and-conditions/
http://svcs.xstage.ebay.com/services/mobile/apls/v1/error
http://svcs.xstage.ebay.com/services/mobile/apls/v1/error
http://flexbrowseap.stratus.qa.ebay.com/search/v2
http://flexbrowseap.stratus.qa.ebay.com/search/v2
http://api4.qa.ebay.com/catalog/v3/product
http://www.%s/cln/%s/%s/%s
http://pages.ebay.de/help/sell/fees.html
http://pages.ebay.fr/help/policies/user-agreement.html?rt=nc
http://pages.ebay.fr/help/policies/user-agreement.html?rt=nc
http://pages.ebay.com/help/sell/motorfees.html
http://pages.ebay.com/help/sell/motorfees.html
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://svcs.xstage.ebay.com/attr

://ebayz.criticalpath.com/usage/logging/

record

http
ebay

http

://catalogmatchproductservice.vip.qga.
.com/ws/spf/CatalogMatchProductService

://svcs.xstage.ebay.com/services/mobile/

vl/MessagesForTheDayService

http

http

://api.xstage.ebay.com/trending/vl/topic

://api.xstage.ebay.com/social/follow/v1l/

http://pages.ebay.in/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.nl/shipping/
globalshipping/buyer—tnc.html#programfees

http://pages.ebay.ph/help/sell/fees.html
http://api.xstage.ebay.com/buying/search/vl
http://api.xstage.ebay.com/buying/search/v2

http://pages.cafr.ebay.ca/help/policies/
user—agreement.html?rt=nc

http://api.xstage.ebay.com/core/
notificationinbox/vl/notification

http://pages.ebay.com/co/es-co/help/
policies/user—agreement.html?rt=nc

http://pages.ebay.co.uk/ebayforcharity/
termsandconditions.html

http://catalogcontentservice.vip.ga.ebay.
com/ws/spf

http://follow.ga.ebay.com/social/follow/v1l/
http://svcs.xstage.ebay.com/ws/spf
http://www.%s/itm/%d

http://pages.ebay.com.sg/help/policies/user—
agreement .html?rt=nc

http://www.ebay.com/rps/finditems

http://pages.befr.ebay.be/help/policies/
user—agreement.html?rt=nc


http://svcs.xstage.ebay.com/attr
http://ebayz.criticalpath.com/usage/logging/record
http://ebayz.criticalpath.com/usage/logging/record
http://catalogmatchproductservice.vip.qa.ebay.com/ws/spf/CatalogMatchProductService
http://catalogmatchproductservice.vip.qa.ebay.com/ws/spf/CatalogMatchProductService
http://svcs.xstage.ebay.com/services/mobile/v1/MessagesForTheDayService
http://svcs.xstage.ebay.com/services/mobile/v1/MessagesForTheDayService
http://api.xstage.ebay.com/trending/v1/topic
http://api.xstage.ebay.com/social/follow/v1/
http://pages.ebay.in/help/policies/user-agreement.html?rt=nc
http://pages.ebay.in/help/policies/user-agreement.html?rt=nc
http://pages.ebay.nl/shipping/globalshipping/buyer-tnc.html#programfees
http://pages.ebay.nl/shipping/globalshipping/buyer-tnc.html#programfees
http://pages.ebay.ph/help/sell/fees.html
http://api.xstage.ebay.com/buying/search/v1
http://api.xstage.ebay.com/buying/search/v2
http://pages.cafr.ebay.ca/help/policies/user-agreement.html?rt=nc
http://pages.cafr.ebay.ca/help/policies/user-agreement.html?rt=nc
http://api.xstage.ebay.com/core/notificationinbox/v1/notification
http://api.xstage.ebay.com/core/notificationinbox/v1/notification
http://pages.ebay.com/co/es-co/help/policies/user-agreement.html?rt=nc
http://pages.ebay.com/co/es-co/help/policies/user-agreement.html?rt=nc
http://pages.ebay.co.uk/ebayforcharity/termsandconditions.html
http://pages.ebay.co.uk/ebayforcharity/termsandconditions.html
http://catalogcontentservice.vip.qa.ebay.com/ws/spf
http://catalogcontentservice.vip.qa.ebay.com/ws/spf
http://follow.qa.ebay.com/social/follow/v1/
http://svcs.xstage.ebay.com/ws/spf
http://www.%s/itm/%d
http://pages.ebay.com.sg/help/policies/user-agreement.html?rt=nc
http://pages.ebay.com.sg/help/policies/user-agreement.html?rt=nc
http://www.ebay.com/rps/finditems
http://pages.befr.ebay.be/help/policies/user-agreement.html?rt=nc
http://pages.befr.ebay.be/help/policies/user-agreement.html?rt=nc
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http://www.activity.stg.stratus.qga.ebay.com/
buy/user/vl/activity/intent

http://pages.ebay.fr/shipping/
globalshipping/buyer—tnc.html#programfees

http://ebayz.criticalpath.com/usage/logging/
annotate
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http://pages.cafr.ebay.ca/help/sell/fees.html
http://pages.cafr.ebay.ca/help/sell/fees.html
http://api.xstage.ebay.com/search/v2
http://pages.ebay.de/ebay-garantie-ebp/m-app-ebp.html?lang=%s
http://pages.ebay.de/ebay-garantie-ebp/m-app-ebp.html?lang=%s
http://www.ebay.com/marketplace/search/v1/services
http://www.ebay.com/marketplace/search/v1/services
http://pages.ebay.ca/shipping/globalshipping/buyer-tnc.html
http://pages.ebay.ca/shipping/globalshipping/buyer-tnc.html
http://pages.ebay.at/help/policies/user-agreement.html?rt=nc
http://pages.ebay.at/help/policies/user-agreement.html?rt=nc
http://api.xstage.ebay.com/buy/listing/v1/listingdetails/
http://api.xstage.ebay.com/buy/listing/v1/listingdetails/
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3 Results

http://pages.ebay.com/shipping/
globalshipping/buyer—tnc.html

http://pages.ebay.com/help/sell/fees.html

http://svcs.xstage.ebay.com/services/mobile/
apls/vl/traffic

http://svcs.xstage.ebay.com/services/
checkout/vl/CartApplicationServiceVl

http://svcs.xstage.ebay.com/services/
mobileor/v1/IPhoneApplicationProcessService

http://api.xstage.ebay.com/deals_and_events/
vl/event

http://pages.ebay.ph/help/policies/user—
agreement .html?rt=nc

http://asgfaqui.%s/asqgfaquiweb/ViewOptions?
itemId=%s&transactionId=%s&sRecipient=%s&
srcAppld=%s&rmvHdr=true

http://donations.ebay.com/charity/charity.
Jsp?NP_ID=

http://svcs.xstage.ebay.com/services/
fundraising/FundRaisingService/v3

http://apifinding.xstage.ebay.com/ws/spf/
FindProductService/vl

http://svcs.xstage.ebay.com/services/mobile/
vl/DeviceConfigurationService

http://pages.ebay.co.uk/help/sell/fees.html
http://apid4.ga.ebay.com/fidouaf/vl/

http://www.ebay.com/marketplace/mobileor/v2/
commonservices

http://open.api.xstage.ebay.com/ws/svc/
Shopping

http://pages.ebay.de/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.it/help/policies/user—
agreement .html?rt=nc

http://www.ebay.com/marketplace/catalog/vl/
services
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- http://pages.ebay.com/instorepickup/terms.
html?lang=%s

- http://api.xstage.ebay.com/social/
collection/vl/collection/

- http://pages.benl.ebay.be/shipping/
globalshipping/buyer—-tnc.html#programfees

- http://svcs.xstage.ebay.com/services/
fundraising/FundRaisingFindingService/vl

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://asgfaqui.%s/asgfaquiweb/ViewOptions?
itemId=%s&transactionId=%s&sRecipient=%s&
srcAppld=%s&rmvHdr=true

- http://donations.ebay.com/charity/charity.
Jjsp?NP_ID=

- http://m.%s/mweb/feed?_mode=high

- http://pages.befr.ebay.be/help/policies/
user—agreement.html?rt=nc

- http://pages.benl.ebay.be/help/policies/
user—agreement . .html?rt=nc

- http://pages.cafr.ebay.ca/help/policies/
user—agreement.html?rt=nc

- http://pages.ebay.at/help/policies/user-
agreement .html?rt=nc

- http://pages.ebay.ca/help/policies/user-
agreement .html?rt=nc

- http://pages.ebay.ch/help/policies/user-
agreement .html?rt=nc

- http://pages.ebay.co.uk/clickandcollect/
terms.html?lang=%s

- http://pages.ebay.co.uk/help/policies/user—
agreement .html?rt=nc

- http://pages.ebay.co.uk/scheduleddelivery/
index.html?lang=%s

- http://pages.ebay.com.au/help/policies/user—
agreement .html?rt=nc
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3 Results

http://pages.ebay.com.hk/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.com.my/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.com.sg/help/policies/user—
agreement ..html?rt=nc

http://pages.ebay.com/br/pt-br/help/
policies/user—agreement.html?rt=nc

http://pages.ebay.com/co/es-co/help/
policies/user—agreement.html?rt=nc

http://pages.ebay.com/ebaynow/terms.html?
lang=%s

http://pages.ebay.com/help/policies/privacy—
policy.html?rt=nc

http://pages.ebay.com/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.com/instorepickup/terms.
html?lang=%s

http://pages.ebay.com/1link/?nav=
http://pages.ebay.com/link/?nav=home

http://pages.ebay.com/link/?nav=item.querys&
keywords=

http://pages.ebay.com/link/?nav=item.views&
id=

http://pages.ebay.com/link/?nav=user.
http://pages.ebay.com/link?nav=user.
http://pages.ebay.com/motors/link/?nav=

http://pages.ebay.com/motors/link/?nav=item.
view&id=

http://pages.ebay.com/ru/ru-ru/help/
policies/user—-agreement.html?rt=nc

http://pages.ebay.de/ebay-garantie—ebp/m—
app—ebp.html?lang=%s

http://pages.ebay.de/ebay-garantie/m-app—
ebp.html?lang=%s
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http://pages.ebay.de/help/pay/ebay-plus—
returns.html?rmvhdr=true

http://pages.ebay.de/help/policies/user-
agreement .html?rt=nc

http://pages.ebay.es/help/policies/user—
agreement.html?rt=nc

http://pages.ebay.fr/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.ie/help/policies/user—
agreement.html?rt=nc

http://pages.ebay.in/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.it/help/policies/user—
agreement.html?rt=nc

http://pages.ebay.nl/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.ph/help/policies/user—
agreement .html?rt=nc

http://pages.ebay.pl/help/policies/user-
agreement .html?rt=nc

http://postorder.%$s/Case/ViewCase?itemId=%s&
transactionId=%s&srcAppld=%s&rmvHdr=true

http://postorder.%s/ItemNotReceived/
ViewRequest?itemId=%s&transactionId=%sé&
srcAppld=%s&rmvHdr=true

http://rover.ebay.com/idmap/l?pid=ema&site=
-1&psv=&m=1010&cb=cb

http://www.apptentive.com/?source=%s

http://www.apptentive.com/privacy/?source=%s

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e |tis considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:
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3 Results

-121,87,-57,-124,40,126,27,48,98,63,18,-80,-126,-43,-104, -
101,31,119,-10,-19,109,31,108,-3,-63,67,37,117,77,-81,-105,-14

-45,-23,-94,114,-55,81,56,-118,126,-54,14,-90,69,-55,117,-
97,71,3,-107,-17,-8,97,3,18,-127,8,117,5,-110,22,59,13

-87,-97,-9,-83,-79,-1,102,82,-87,95,119,-114,-22,69,36,-36, -
25,108,-76,-10,-26,-42,104,36,-97,-33,-93,-5,73,82,1,-116

0,1,2,34,5,6,7,89,10,11,12,13,14,15,16,17,18,19,20,21,22,23

64,-87,45,37,-102,68,-66,-79,-38,-18,68,-114,31,-25,90,16,122,-
74,88,32,42,112,54,-23,17,-79,2,-117,26,-19,-39,80

e Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- -45,-23,-94,114,-55,81,56,-118,126,-54,14,-90,69,-55,117,-

97,71,3,-107,-17,-8,97,3,18,-127,8,117,5,-110,22,59,13

- 64,-87,45,37,-102,68,-66,-79,-38,-18,68,-114,31,-25,90,16,122, -

74,88,32,42,112,54,-23,17,-79,2,-117,26,-19,-39,80

* The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-

tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

VIBRATE (Allows access to the vibrator.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
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them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

* The application requires the following permissions from the protection-

level: DANGEROUS

— NFC (Allows applications to perform I/O operations over NFC.)

- CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

e Application uses userdefined permissions. Application can access data of

a foreign application which requires this permission to access data.

Userdefined permission usage: com.ebay.mobile.permission.
C2D-MESSAGE, com.ebay.mobile.permission.EBAY-
USER-CONFIG, com.sec.android.provider.badge.
permission.WRITE, com.sec.android.provider.badge.
permission.READ, com.ebay.mobile.permission.MAPS—
RECEIVE, com.google.android.c2dm.permission.
RECEIVE, com.google.android.providers.gsf.
permission.READ-GSERVICES

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.
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3 Results

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app uses protection measures for preventing screenshots at least for
some or all activities. For apps displaying sensitive data it is recommended
to disable screenshots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
brand, country code + mobile network code for
SIM provider, MMC (Mobile Country Code), unique
Android ID

Indicators for usage of advertisement/tracking framework were found.
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The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.ebay.mobile.search.landing.
SearchLandingPageActivity

- com.ebay.mobile.activities.
QuickSearchHandler

- com.ebay.mobile.activities.MainActivity

- com.ebay.mobile.activities.
LinkHandlerActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

- WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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* The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e |Loadable libraries found:
- x86 32bit: 1lib/x86/libredlaser.so
— ARM 32 bit: lib/armeabi/libredlaser.so

— ARM 32 bit: lib/armeabi-v7a/libredlaser.so

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:02:33.794

3.8 eBay Kleinanzeigen (Android)

3.8.1 Tests
The following Table 3.9 summarizes the results of the Android app eBay
Kleinanzeigen with version 6.9.7.

Table 3.9: App risks for enterprise usage

Overview of

summarized test Xl Implementation flaws? Yes.
results for veBay X Privacy risks? Yes.
Kleinanzeigen« X Security risks? Yes.

Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 36 entries, see details.
Communication with country: Netherlands, United States,
Ireland, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

NKNX

XXOXKKX XX
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X Unprotected communication? Yes.

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "DES/
ECB/PKCS7Padding"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 11 entries, see details.
Overprivileged permissions: FLASHLIGHT, CAMERA, READ—
EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NKN XX

XXX

Input interface security

=l App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 15 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, WIFI-Based Location, GPS
Location, Acceleration/Light

Unprotected preference files found? Yes.

NOXKXKX

X

Runtime Security

L | Scheduled Alarm Manager registered? No.
X Dynamically loaded code at runtime? Yes.
Dynamically loaded code at runtime type(s): dalvik.

system.DexClassLoader(...),dalvik.system.
PathClassLoader (...), ClassLoader.loadClass (..
.),load(...), loadLibrary (...)

Allow app debugqging Flag? No.
Allow autoexecute after Phone Reboot? No.

1]
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3.8.2 Details

The following sections describe details about the test results of eBay
Kleinanzeigen with version 6.9.7.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— App tries to access the device phone number which can be use to
identify the owner remotely.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://tools.google.com/dlpage/gaoptout?hl=
de

- http://tools.google.com/dlpage/gaoptout?hl=
de.

- http://www.amazon.com/gp/mas/dl/android?p=
- https://b.stats.paypal.com/counter.cgi?p=

- https://cms.paypal.com/c2/cgi-bin/?cmd=
_render-content&content_ID=ua/UserAgreement_
full

- https://cms.paypal.com/jp/cgi-bin/
marketingweb?cmd=_render-content&content_ID=
ua/Legal_Hub_full&locale.x=en_US
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- https://cms.paypal.com/jp/cgi-bin/
marketingweb?cmd=_render-content&content_ID=
ua/Legal_Hub_fulls&locale.x=Jja_JP

- https://kleinanzeigen.ebay.de/anzeigen/
m-benutzer-anmeldung-inapp.html?appType=
ANDROID_PHONE

- https://kleinanzeigen.ebay.de/anzeigen/
m-passwort-vergessen—-inapp.html?appType=
ANDROID_PHONE

- https://pagead2.googlesyndication.com/
pagead/gen_2047?id=gmob-apps

- https://www.paypal.com/%s/cgi-bin/webscr?
cmd=_account—-recovery&from=%$s&locale.x=%s

- https://www.paypal.com/signup/account?
country.x=%s&locale.x=%s

- market://details?id=
- market://details?id=com.ebay.kleinanzeigen

- market://details?id=com.google.android.gms.
ads

- market://search?g=dummy

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: api-m.paypal .com, api-m.
sandbox.paypal.com, api.ebay-kleinanzeigen.de,
api.paypal.com, api.sandbox.ebay-kleinanzeigen.
de, api.sandbox.paypal.com, app.adjust.com,
app.optimizely.com, b.stats.paypal.com, cdn.
optimizely.com, cms.paypal.com, csi.gstatic.com,
errors.client.optimizely.com, events.mobile.
optimizely.com, googleads.g.doubleclick.net,
kapid44d4-1.mobile.rz, kleinanzeigen.ebay.de, mrp.
rubiconproject.com, optimizely.s3.amazonaws.com,
pagead?.googlesyndication.com, plus.google.com,
ssl.google—analytics.com, svcs.paypal.com, tools.
google.com, uri.paypal.com, WWww.amazon.com, WWww.
ebay-kleinanzeigen.de, www.google—analytics.
com, Www . google.com, www.googleapis.com, www.
googletagmanager.com, www.optimizelysockets.com,
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WWW.paypal.com, www.paypal.Jjp, www.paypalobjects.
com, www.stage2std019.stage.PEWXHY

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/paypal/android/sdk/cd.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://tools.google.com/dlpage/gaoptout?hl=
de

- http://kleinanzeigen.ebay.de/anzeigen/
nutzungsbedingungen.html

- http://kapidd-1.mobile.rz:10011/api
- http://www.amazon.com/gp/mas/dl/android?p=

- http://kleinanzeigen.ebay.de/anzeigen/
datenschutzerklaerung.html

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://tools.google.com/dlpage/gaoptout?hl=
de

- http://tools.google.com/dlpage/gaoptout?hl=
de.
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- http://www.amazon.com/gp/mas/dl/android?p=

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-

tion about networks.)
FLASHLIGHT (Allows access to the flashlight.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdk\Version and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)
— ACCESS-COARSE-LOCATION (Allows an app to access approximate

location derived from network location sources such as cell towers
and Wi-Fi.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)
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Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST-BADGE, com.htc.launcher.
permission.READ-SETTINGS, com.ebay.kleinanzeigen.
permission.MAPS-RECEIVE, com.ebay.kleinanzeigen.
permission.C2D-MESSAGE, com.majeur.launcher.
permission.UPDATE-BADGE, com.htc.launcher.
permission.UPDATE-SHORTCUT, com.sec.android.
provider.badge.permission.WRITE, com.sec.android.
provider.badge.permission.READ, com.anddoes.
launcher.permission.UPDATE-COUNT, com.google.
android.c2dm.permission.RECEIVE, com.google.
android.providers.gsf.permission.READ-GSERVICES

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.
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Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, SIM card serial, subscriber ID
(IMSI), phone number, Wifi-MAC address, country
code + mobile network code for SIM provider,
unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

— ebk.preferences.settings.
NotificationSettingsActivity

- ebk.search.url_interception.
DeepLinkCustomSchemeInterceptorActivity

- ebk.manage_ads.ManageAdsActivity

- com.surveymonkey.surveymonkeyandroidsdk.
SMFeedbackActivity

- ebk.location.LocationActivity
- ebk.search.srp.SRPActivity

- ebk.search.url_interception.
DeepLinkHttpInterceptorActivity
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e |n this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

* |ogging statements found in app. This might leak security or privacy rele-
vant information.

e Permission READ-CONTACTS not used.

e Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

e \World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e |ndicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

¢ |n the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:20.034

3.9 Groupon - Deals und Shopping (Android)

3.9.1 Tests

The following Table 3.10 summarizes the results of the Android app Groupon
- Deals und Shopping with version 16.74.73230.

Table 3.10:

Overview of

summarized test

results for

»Groupon - Deals Appfcf:;‘"ohf;:;g 135
und Shopping«
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App risks for enterprise usage

X Implementation flaws? Yes.
X Privacy risks? Yes.
Xl Security risks? Yes.

Blacklisted by policy

X Violations of default policy? Yes.

Communication security

Client communication used? Yes.

Communication endpoints: 36 entries, see details.
Communication with country: Netherlands, United States,
Ireland, Russia

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

NN X

XXOXNKXXKX

Data security

N

Cryptographic Primitives: "AES/ECB/PKCS7Padding",
"PBEWithMD5ANndDES"

Key derivation iteration count: 20

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 6 entries, see details.
Overprivileged permissions: RECEIVE-BOOT—-COMPLETED, USE—
CREDENTIALS

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NN XX

XXX

Input interface security

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

=l Device administration policy entries: None.
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Accessed unique identifier(s): 10 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, GPS Location

Unprotected preference files found? Yes.

N

XNOXXKX

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: RTC-WAKEUP, ELAPSED-REALT IME—
WAKEUP

Alarm intervals dynamically? Yes.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...)

Allow app debugging Flag? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

Executed component after Phone Reboot: com.groupon.
receiver.BootReceiver, com.groupon.receiver.
InstallAlarms

NXOXK KX

KX X[

3.9.2 Details

The following sections describe details about the test results of Groupon -
Deals und Shopping with version 16.74.73230.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:
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— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

e Reasons for category violations of default policy:

- Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- groupon:///dispatch/x/cardsearch?x_client_
consumed_source=navigation&x_client_
consumed_title=Beauty%20and%20Spas&filter=
topcategory_uuid%$3Ac09790ba-abb9-40fc-
ad81-4cdf25260b5e%20AND%20category_uuid$
3A294ea30b-dd37-49a1-9805-e9e6c7617902

- groupon:///dispatch/x/cardsearch?x_client_
consumed_source=navigation&x_client_
consumed_title=Goods&filter=topcategory_
uuid%3Adb2cb956-fcla-4d8c-88f2-66657acd4lc24

- groupon:///dispatch/x/cardsearch?x_client_
consumed_source=navigation&x_client_
consumed_title=Health%$20%26%20Fitnessé&
filter=topcategory_uuid%3Ac09790ba-a6b9-
40fc—ad81-4cdf25260b5e%20AND%20category_
uuid%$3A1d73e2c7-995a-4e27-a424-734e366888£f7

- groupon:///dispatch/*/cardsearch?x_
client_consumed_source=navigationé&x_
client_consumed_title=Restaurantsé&filter=
topcategory_uuid%3Ac09790ba-abb9-40fc-
ad81-4cdf25260b5e%20AND%20category_uuid$%
3Af052f491-36¢c2-406f-al196-be2c59d281£4%
20AND%20subcategory_uuid%3A5b99fc65-2d2f—
48d8-ac26-c4b629c0a439
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groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Beauty%20and%20Spas&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A294ea30b-dd37-49a1-9805-e9e6c7617902
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Beauty%20and%20Spas&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A294ea30b-dd37-49a1-9805-e9e6c7617902
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Beauty%20and%20Spas&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A294ea30b-dd37-49a1-9805-e9e6c7617902
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Beauty%20and%20Spas&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A294ea30b-dd37-49a1-9805-e9e6c7617902
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Beauty%20and%20Spas&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A294ea30b-dd37-49a1-9805-e9e6c7617902
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Goods&filter=topcategory_uuid%3Adb2cb956-fc1a-4d8c-88f2-66657ac41c24
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Goods&filter=topcategory_uuid%3Adb2cb956-fc1a-4d8c-88f2-66657ac41c24
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Goods&filter=topcategory_uuid%3Adb2cb956-fc1a-4d8c-88f2-66657ac41c24
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Goods&filter=topcategory_uuid%3Adb2cb956-fc1a-4d8c-88f2-66657ac41c24
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Health%20%26%20Fitness&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A1d73e2c7-995a-4e27-a424-734e366888f7
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Health%20%26%20Fitness&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A1d73e2c7-995a-4e27-a424-734e366888f7
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Health%20%26%20Fitness&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A1d73e2c7-995a-4e27-a424-734e366888f7
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Health%20%26%20Fitness&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A1d73e2c7-995a-4e27-a424-734e366888f7
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Health%20%26%20Fitness&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A1d73e2c7-995a-4e27-a424-734e366888f7
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Health%20%26%20Fitness&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A1d73e2c7-995a-4e27-a424-734e366888f7
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Restaurants&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3Af052f491-36c2-406f-a196-be2c59d281f4%20AND%20subcategory_uuid%3A5b99fc65-2d2f-48d8-ac26-c4b629c0a439
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3 Results

groupon:///dispatch/*/cardsearch?x_client_
consumed_source=navigation&x_client_
consumed_title=Things%$20To%20Do&filter=
topcategory_uuid%3Ac09790ba-abb9-40fc-
ad81-4cdf25260b5e%20AND%20category_uuid$%
3A938ded4d2-b8f5-41c7-860f-94ded05£43c8

groupon:///dispatch/*/cardsearch?x_client_
consumed_source=navigation&x_ client_
consumed_title=Travel&filter=topcategory_
uuid%$3Ab8cl2350-febb-469f-8e4f-437c8a37aald

groupon:///dispatch/us/search_results?
filters=deal_ type:card-linked-offers—-2016&x_
client_consumed_title=Card%20Linked%20Dealsé&
relevance_context=mobile_search

http://%s/?Jjb=interface—-aueasypay_result

https://api.groupon.com/ugc/vl.0/surveys?%$s=
%s&%5=%s

https://api.groupon.com/ugc/vl.0/surveys?%s=
%¥s&method=viewed&dismissed=true

https://api.groupon.com/v2/mobile/logs?
client_id=%s

https://api.staging.groupon.com/v2/mobile/
logs?client_id=%s

https://api.uat.groupon.com/v2/mobile/logs?
client_id=%s

https://birdcage.groupondev.com/experiments?
utf£8=.&search=

https://logging.groupon.com/v2/mobile/logs?
client_id=%sé&client_version_id=%s

https://maps.google.com/maps?f=dsdaddr=%s
internal:///support?support_id=%s
market://details?id=

rn://dealdetails.local/v0/dealdetails?
dealId=%1S$s&disablePurchasing=%2S$s&locale=
%$3S$s&showNavigationHeader=true

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Things%20To%20Do&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A938de4d2-b8f5-41c7-860f-94ded05f43c8
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Things%20To%20Do&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A938de4d2-b8f5-41c7-860f-94ded05f43c8
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Things%20To%20Do&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A938de4d2-b8f5-41c7-860f-94ded05f43c8
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Things%20To%20Do&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A938de4d2-b8f5-41c7-860f-94ded05f43c8
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Things%20To%20Do&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A938de4d2-b8f5-41c7-860f-94ded05f43c8
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Things%20To%20Do&filter=topcategory_uuid%3Ac09790ba-a6b9-40fc-ad81-4cdf25260b5e%20AND%20category_uuid%3A938de4d2-b8f5-41c7-860f-94ded05f43c8
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Travel&filter=topcategory_uuid%3Ab8c12350-fe6b-469f-8e4f-437c8a37aa0d
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Travel&filter=topcategory_uuid%3Ab8c12350-fe6b-469f-8e4f-437c8a37aa0d
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Travel&filter=topcategory_uuid%3Ab8c12350-fe6b-469f-8e4f-437c8a37aa0d
groupon:///dispatch/*/cardsearch?x_client_consumed_source=navigation&x_client_consumed_title=Travel&filter=topcategory_uuid%3Ab8c12350-fe6b-469f-8e4f-437c8a37aa0d
groupon:///dispatch/us/search_results?filters=deal_type:card-linked-offers-2016&x_client_consumed_title=Card%20Linked%20Deals&relevance_context=mobile_search
groupon:///dispatch/us/search_results?filters=deal_type:card-linked-offers-2016&x_client_consumed_title=Card%20Linked%20Deals&relevance_context=mobile_search
groupon:///dispatch/us/search_results?filters=deal_type:card-linked-offers-2016&x_client_consumed_title=Card%20Linked%20Deals&relevance_context=mobile_search
groupon:///dispatch/us/search_results?filters=deal_type:card-linked-offers-2016&x_client_consumed_title=Card%20Linked%20Deals&relevance_context=mobile_search
http://%s/?jb=interface-aueasypay_result
https://api.groupon.com/ugc/v1.0/surveys?%s=%s&%s=%s
https://api.groupon.com/ugc/v1.0/surveys?%s=%s&%s=%s
https://api.groupon.com/ugc/v1.0/surveys?%s=%s&method=viewed&dismissed=true
https://api.groupon.com/ugc/v1.0/surveys?%s=%s&method=viewed&dismissed=true
https://api.groupon.com/v2/mobile/logs?client_id=%s
https://api.groupon.com/v2/mobile/logs?client_id=%s
https://api.staging.groupon.com/v2/mobile/logs?client_id=%s
https://api.staging.groupon.com/v2/mobile/logs?client_id=%s
https://api.uat.groupon.com/v2/mobile/logs?client_id=%s
https://api.uat.groupon.com/v2/mobile/logs?client_id=%s
https://birdcage.groupondev.com/experiments?utf8=.&search=
https://birdcage.groupondev.com/experiments?utf8=.&search=
https://logging.groupon.com/v2/mobile/logs?client_id=%s&client_version_id=%s
https://logging.groupon.com/v2/mobile/logs?client_id=%s&client_version_id=%s
https://maps.google.com/maps?f=d&daddr=%s
internal:///support?support_id=%s
market://details?id=
rn://dealdetails.local/v0/dealdetails?dealId=%1$s&disablePurchasing=%2$s&locale=%3$s&showNavigationHeader=true
rn://dealdetails.local/v0/dealdetails?dealId=%1$s&disablePurchasing=%2$s&locale=%3$s&showNavigationHeader=true
rn://dealdetails.local/v0/dealdetails?dealId=%1$s&disablePurchasing=%2$s&locale=%3$s&showNavigationHeader=true
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e Communication endpoints: . facebook.com, api-asia.

groupon.de, api—-latam.groupon.com, api-proxy—
staging.groupon.com, api-proxy—-uat.groupon.com,
api-proxy.groupon.com, api.groupon.com, api.
groupon.de, api.groupon.ru, api.staging.groupon.
com, api.uat.groupon.com, bing.com, birdcage.
groupondev.com, ci.groupondev.com, csi.gstatic.com,
e.crashlytics.com, facebook.com, googleads.qg.
doubleclick.net, graph-video.%s, graph.%s, groupon.
com, grouponjp.zendesk.com, img.grouponcdn.comn,
local.groupon.com, logging.groupon.com, m.groupon.
ru, maps.google.com, pagead2.googlesyndication.com,
plus.google.com, sb-ssl.google.com, settings.
crashlytics.com, ssl.google—analytics.com,
staging.groupon.com, uat.groupon.com, www.google—
analytics.com, www.groupon.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/groupon/http/
TrustsAllClientsAndServersX509TrustManager.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://api-latam.groupon.com/v3
- http://api-asia.groupon.de/api/mobile

- http://api.groupon.ru/mobile/vl


http://api-latam.groupon.com/v3
http://api-asia.groupon.de/api/mobile
http://api.groupon.ru/mobile/v1

For internal use only!
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- http://www.groupon.com/dispatch

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e Key derivation functions with less than 1000 interations are considered
vulnerable to bruteforce attacks. Therefore, this app with 20 iterations is
considered vulnerable.

e The application requires the following permissions from the protection-

level:

NORMAL

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

VIBRATE (Allows access to the vibrator.)

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-

level:

DANGEROUS

INTERNET (Allows applications to open network sockets.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)
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— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— MANAGE-ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

— USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

— AUTHENTICATE-ACCOUNTS (Allows an application to act as an Ac-
countAuthenticator for the AccountManager.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Userdefined permission usage: com.groupon.permission.
C2D-MESSAGE, com. samsung.wmanager . ENABLE-
NOTIFICATION, com.groupon.SCAN-CARD, com.google.
android.c2dm.permission.RECEIVE, com.google.
android.gms.permission.ACTIVITY-RECOGNITION,
com.google.android.providers.gsf.permission.
READ-GSERVICES

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

* The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

‘I 42 Fraunhofer SIT

Appicaptor Report



For internal use only!

3 Results

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
display,build brand, IMEI/MEID, country code +
mobile network code for SIM provider, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.groupon.activity.Support
- com.groupon.activity.SimpleMarkUpActivity
- com.groupon.activity.LogViewer

- com.groupon.discovery.carousel.activities.
Carousel

- com.groupon.activity.FinePrint

- com. facebook.CustomTabActivity
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In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security

e The application contains a registered scheduled alarm. With such an

alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.groupon.util.MarkUsedAlarmUtil
- com.groupon.GrouponApplication

- com.groupon.receiver.InstallAlarms
The scheduled task gets repeated in the following intervals:

— Dynamic interval(s)

— 24 hours

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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* The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e Loadable libraries found:

— ARM 32 bit: lib/armeabi-v7a/libbitmaps.so

— ARM 32 bit: lib/armeabi-v7a/
libcardioDecider.so

- ARM 32 bit: lib/armeabi-v7a/
libcardioRecognizer.so

- ARM 32 bit: lib/armeabi-v7a/
libcardioRecognizer_tegral.so

- ARM 32 bit: lib/armeabi-v7a/libdeviceprint.
so

- ARM 32 bit: lib/armeabi-v7a/libfb.so

- ARM 32 bit: lib/armeabi-v7a/libfolly_json.so
- ARM 32 bit: lib/armeabi-v7a/libglog.so

- ARM 32 bit: lib/armeabi-v7a/libglog_init.so

- ARM 32 bit: lib/armeabi-v7a/libgnustl_
shared.so

— ARM 32 bit: lib/armeabi-v7a/libicu_common.so

— ARM 32 Dbit: lib/armeabi-v7a/
libimagepipeline.so

- ARM 32 bit: lib/armeabi-v7a/libjsc.so
— ARM 32 bit: lib/armeabi-v7a/libmemchunk.so

- ARM 32 bit: lib/armeabi-v7a/libopencv_core.
SO

- ARM 32 bit: lib/armeabi-v7a/libopencv_
imgproc.so

— ARM 32 bit: lib/armeabi-v7a/
libreactnativejni.so

- ARM 32 bit: lib/armeabi-v7a/
libreactnativejnifb.so

- x86 32bit: 1ib/x86/libbitmaps.so
- x86 32bit: lib/x86/libcardioDecider.so

- x86 32bit: lib/x86/libcardioRecognizer.so
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- x86 32bit: 1ib/x86/libcardioRecognizer_
tegra2.so

- x86 32bit: 1lib/x86/libdeviceprint.so

- x86 32bit: 1lib/x86/1libfb.so

- x86 32bit: 1lib/x86/libfolly_Jjson.so

- x86 32bit: 1ib/x86/libglog.so

- x86 32bit: 1lib/x86/libglog_init.so

- x86 32bit: 1lib/x86/libgnustl_shared.so
- x86 32bit: 1ib/x86/1libicu_common.so

- x86 32bit: 1lib/x86/libimagepipeline.so
- x86 32bit: 1lib/x86/libjsc.so

- x86 32bit: 1lib/x86/libmemchunk.so

- x86 32bit: 1ib/x86/libopencv_core.so

- x86 32bit: 1lib/x86/libopencv_imgproc.so
- x86 32bit: lib/x86/libreactnativejni.so

- x86 32bit: lib/x86/libreactnativejnifb.so

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:01:35.685

3.10 kaufDA - Prospekte & Angebote (Android)

3.10.1 Tests
The following Table 3.11 summarizes the results of the Android app kaufDA
- Prospekte & Angebote with version 71.3.0-715.

Table 3.11: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for X Privacy risks? Yes.

»kaufDA - X Security risks? Yes.

Prospekte & Blacklisted by policy

Angebote«
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X

Violations of default policy? Yes.

Communication security

NN X

XXX OXOXENX

Client communication used? Yes.

Communication endpoints: 40 entries, see details.
Communication with country: Austria, United States,
Ireland, Germany, unknown

SSL/TLS used? Yes.

Domains accessed with http AND https: drive.google.com
Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

Data security

X
X

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.bonial.kaufda.
permission.C2D-MESSAGE, com.google.android.
c2dm.permission.RECEIVE, com.google.android.
providers.gsf.permission.READ-GSERVICES

Overprivileged permissions: ACCESS—FINE—-LOCATION, READ-
EXTERNAL-STORAGE, RECEIVE-BOOT-COMPLETED

X Is application overprivileged? Yes.

X Application defines content provider? Yes.

(=l Content provider accessible without permission: None.

X JavaScript to SDK API bridge usage? Yes.

[l WiFi-Direct enabled? No.

Input interface security

(=] App can handle documents of mimeType: None.

[ ]  Screenshot protection used? No.

L1 Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 11 entries, see details.

Advertisment-/tracking frameworks found: Crashlytics,

X

Doubleclick, INFOnline
App provides public accessible activities? Yes.
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Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location
Unprotected preference files found? Yes.

XENOXKX

Runtime Security

[l Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...)

L] Allow app debugging Flag? No.

X App uses outdated signature key? Yes.

Executed component after Phone Reboot: com.bonial.kaufda.

BootCompletedReceiver

3.10.2 Details

The following sections describe details about the test results of kaufDA -
Prospekte & Angebote with version 17.3.0-715.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

e Reasons for category violations of default policy:

— Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

bazaar://search?g=pname:
- http://drive.google.com/viewerng/viewer?url=

- http://pushapi.localytics.com/push_test?
platform=androidé&type=prod&campaign=%s&
creative=%s&token=%s&install_ id=%s&client__
ts=%s

- https://drive.google.com/viewerng/viewer?
url=

- https://play.google.com/store/apps/details?
id=

- market://details?id=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, api.iphone.
kaufda.com, api.mobile.bonial.fr, api.mobile.
bonial.fr.integration0l.de.bonial.lan, api.
mobile.kaufda.de.integration0l.de.bonial.
lan, api.mobile.retale.com, api.mobile.retale.
com.integration(Ol.de.bonial.lan, app-config.
retale.com, app.adjust.com, config.iocam.de,
contentapiv2.kaufda.de, de.iocam.de, derestapiOl.
integrationOl.de.bonial.lan, drive.google.com,
e.crashlytics.com, facebook.com, frrestapiOl.
integrationOl.de.bonial.lan, graph-video.%s,
graph.%s, iam-agof-app.irquest.com mam.kaufda.
de, play.google.com, plus.google.com, portalapi.
kaufda.de, pubads.g.doubleclick.net, pushapi.
localytics.com, restapi.bonial.fr, restapi.kaufda.
de, restapi.retale.com, settings.crashlytics.com,
ssl.google—analytics.com, staticwebOl.kaufda.de,
usrestapilOl.integrationOl.de.bonial.lan, webapp.
kaufda.de, www.bonial.fr, www.google—analytics.com,
WwWww.googleadservices.com, www.kaufda.de, www.
meinprospekt.de, www.retale.com

e App communicates with servers in 5 countries.
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https://play.google.com/store/apps/details?id=
market://details?id=

3 Results

150

Fraunhofer SIT
Appicaptor Report

For internal use only!

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://api.iphone.kaufda.com/iphone/api/vl/
basicConfiguration

- http://www.kaufda.de/mobile/opt—-out/adjust
- http://www.kaufda.de/dynaTraceMonitor
- http://www.retale.com/stores/

- http://www.kaufda.de/mobile/Profile-Opt-Out-
Android

- http://www.kaufda.de/mobile/opt—-out/agof
- http://www.meinprospekt.de/Filialen/

- http://www.kaufda.de/mobile/Profile-Opt—-In-
Android

- http://www.kaufda.de/Filialen/
- http://www.kaufda.de/mobile/opt-in/adjust

- http://pushapi.localytics.com/push_test?
platform=androidé&type=prod&campaign=%s&
creative=%s&token=%s&install_id=%s&client_
ts=%s

- http://www.kaufda.de/mobile/Opt-Out-Android

- http://drive.google.com/viewerng/viewer?url=


http://api.iphone.kaufda.com/iphone/api/v1/basicConfiguration
http://api.iphone.kaufda.com/iphone/api/v1/basicConfiguration
http://www.kaufda.de/mobile/opt-out/adjust
http://www.kaufda.de/dynaTraceMonitor
http://www.retale.com/stores/
http://www.kaufda.de/mobile/Profile-Opt-Out-Android
http://www.kaufda.de/mobile/Profile-Opt-Out-Android
http://www.kaufda.de/mobile/opt-out/agof
http://www.meinprospekt.de/Filialen/
http://www.kaufda.de/mobile/Profile-Opt-In-Android
http://www.kaufda.de/mobile/Profile-Opt-In-Android
http://www.kaufda.de/Filialen/
http://www.kaufda.de/mobile/opt-in/adjust
http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://pushapi.localytics.com/push_test?platform=android&type=prod&campaign=%s&creative=%s&token=%s&install_id=%s&client_ts=%s
http://www.kaufda.de/mobile/Opt-Out-Android
http://drive.google.com/viewerng/viewer?url=
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http://iam—agof—-app.irquest.com/agof—-gds/v2
http://www.bonial.fr/Magasins/
http://www.kaufda.de/mobile/Opt-In-Android
http://www.kaufda.de/mobile/opt-in/agof

http://iam—-agof-app.irquest.com/agof—-qgds/v2/
measure

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://drive.google.com/viewerng/viewer?url=

http://pushapi.localytics.com/push_test?
platform=android&type=prod&campaign=%s&
creative=%s&token=%s&install_ id=%s&client__
ts=%s

Data security

e The application requires the following permissions from the protection-
level: NORMAL

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don’t request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
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values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

* The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware,
build display,build brand, IMEI/MEID, Wifi—-MAC
address, country code + mobile network code for
SIM provider, MMC (Mobile Country Code), unique
Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.bonial.kaufda.onboarding.ab.merge_
slides.MergeSlidesTourActivityC

- com.bonial.kaufda.onboarding.ab.merge_
slides.MergeSlidesTourActivityB

- com.bonial.kaufda.search.SearchActivity

- com.bonial.kaufda.navigation.home.
HomeActivity

- com.bonial.kaufda.brochure_viewer.
ViewerActivity
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- com.bonial.kaufda.deeplinks.
DeeplinkDispatcherActivity

- com.bonial.kaufda.widget.
AppWidgetConfigureActivity

— com.bonial.kaufda.storefinder.
StoreFinderActivity

— com.bonial.kaufda.shelf.
SearchRetailerActivity

- com.bonial.kaufda.onboarding.TourActivity

- com.bonial.kaufda.onboarding.ab.merge_
slides.MergeSlidesTourActivityA

- com.bonial.kaufda.onboarding.ab.merge_
slides.SkipButtonTourActivityA

- com.bonial.kaufda.onboarding.ab.merge_
slides.SkipButtonTourActivityB

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e |ndicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.
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e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:01:31.734

3.11 Kaufland - Angebote und mehr (Android)

3.11.1 Tests
The following Table 3.12 summarizes the results of the Android app
Kaufland - Angebote und mehr with version 7.0.9.

Table 3.12: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for [ ] Privacy risks? No.

»Kaufland - X Security risks? Yes.

Angebote und Blacklisted by policy

mehr«

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 30 entries, see details.
Communication with country: United States, Ireland,
Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.

NN X

XOXKNKXKX
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X Unprotected HTML? Yes.
X Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS7Padding", "RSA/
ECB/PKCS1Padding"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.kaufland.Kaufland.
permission.MAPS-RECEIVE, com.google.android.
c2dm.permission.RECEIVE, com.google.android.
providers.gsf.permission.READ-GSERVICES
Overprivileged permissions: USE—CREDENTIALS, READ—-
EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

N XX

XXX

Input interface security

(=] App can handle documents of mimeType: None.
[ ']  Screenshot protection used? No.
L] Tap Jacking Protection used? No.

Privacy

X' Obfuscation used? Yes.

Obfuscation level is: HIGH

Obfuscation framework used: Proguard

(=] Device administration policy entries: None.

Accessed unique identifier(s): 6 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, WIFI-Based Location, GPS
Location

Unprotected preference files found? Yes.

NOX XX

X

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), load(...), loadLibrary(...)
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Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.
App uses outdated signature key? Yes.
Contains native libraries: Yes.

XX

3.11.2 Details

The following sections describe details about the test results of Kaufland -
Angebote und mehr with version 7.0.9.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://www.google.com/policies/privacy/?hl=
de

- http://www.google.com/policies/privacy/?hl=
ro

- http://www.kaufland.cz?et_cid=54&et_lid=
110687&et_sub=app

- http://www.kaufland.hr?et_cid=33&et_lid=
69819&et_sub=app

- http://www.kaufland.pl?et_cid=26&et_lid=
191302&et_sub=app

- http://www.kaufland.ro?et_cid=37&et_lid=
216284&et_sub=app
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http://www.kaufland.sk?et_cid=56&et_lid=
71286&et_sub=app

https://twitter.com/privacy?lang=de

https://twitter.com/privacy?lang=ro

market://details?id=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, accounts.
google.com, aerogear.orqg, andkapp.imagefly.io,
androidannotations.org, app-measurement.com,
app.kaufland.net, auth.kaufland.net, csi.gstatic.
com, e.crashlytics.com, facebook.com, github.com,
googleads.g.doubleclick.net, graph-video.%s,
graph.%$s, ipwmseg.kaufland.net, mikepenz.com, plus.
google.com, realm.io, settings.crashlytics.com,
spp-0002.int.kaufland, twitter.com, www.facebook.
com, www.google.com, www.kaufland.cz, www.kaufland.
de, www.kaufland.hr, www.kaufland.pl, www.kaufland.
ro, www.kaufland. sk

e App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lkaufland/com/business/data/
KLSSLFactoryDeprecateds$l.

- Lkaufland/com/business/data/service/
KLFeedbackClient$l.

- Lcom/couchbase/lite/support/
CouchbaselLiteHttpClientFactorysSl.

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.
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e Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.google.com/policies/privacy

- http://www.google.com/policies/privacy/?hl=
de

- http://www.google.com/policies/privacy/?hl=
ro

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://www.google.com/policies/privacy/?hl=
de

- http://www.google.com/policies/privacy/?hl=
ro

- http://www.kaufland.cz?et_cid=54&et_lid=
110687&et_sub=app

- http://www.kaufland.hr?et_cid=33¢et_lid=
69819&et_sub=app

- http://www.kaufland.pl?et_cid=26&et_lid=
191302&et_sub=app

- http://www.kaufland.ro?et_cid=37&et_lid=
216284&et_sub=app

- http://www.kaufland.sk?et_cid=56&et_lid=
71286&et_sub=app

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)
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— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-

ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

AUTHENTICATE-ACCOUNTS (Allows an application to act as an Ac-
countAuthenticator for the AccountManager.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

MANAGE-ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.
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Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android APl usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

e The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

e Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH

or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

* |n general code obfuscation is done automatically by different ob-

fuscation frameworks or obfuscation service providers. Detailed in-
formation to the detected framework Proguard can be found under:
http://developer.android.com/tools/help/proguard.html

e Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
brand, unigue Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.kaufland.kaufland.MainActivity_

- com.google.android.gms.appinvite.
PreviewActivity

- com. facebook.CustomTabActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native

code by Java Native Interface (for dynamic loading) is used.
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e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

¢ Loadable libraries found:

- ARMv8 64 bit: lib/armé64-v8a/
libcbljavasglitecustom. so

- ARMv8 64 bit: lib/arm64-v8a/librealm-jni.so
- ARMv8 64 bit: lib/armé64-v8a/libsglite3.so

- ARM 32 bit: lib/armeabi/
libcbljavasglitecustom.so

- ARM 32 bit: lib/armeabi/librealm-jni.so
- ARM 32 bit: lib/armeabi/libsglite3.so

- ARM 32 bit: lib/armeabi-v7a/
libcbljavasglitecustom.so

— ARM 32 bit: lib/armeabi-v7a/librealm-jni.so
- ARM 32 bit: lib/armeabi-v7a/libsglite3.so

- MIPS I: lib/mips/libcbljavasglitecustom.so

- MIPS I: lib/mips/librealm-jni.so

- MIPS I: lib/mips/libsglite3.so

- MIPS I: lib/mips64/libcbljavasglitecustom.so
- MIPS I: lib/mips64/libsglite3.so

- x86 32bit: lib/x86/libcbljavasglitecustom.so
- x86 32bit: 1lib/x86/librealm-Jjni.so

- x86 32bit: 1lib/x86/libsglite3.so

- x86 64bit: 1lib/x86_64/
libcbljavasglitecustom.so

- x86 64bit: 1lib/x86_64/librealm—jni.so
- x86 64bit: 1lib/x86_64/1libsglite3.so
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Test Performance

e Execution time of all tests: 0:01:04.545

3.12 Kleiderkreisel (Android)

3.12.1 Tests

Table 3.13:
Overview of
summarized test
results for
»Kleiderkreisel«
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The following Table 3.13 summarizes the results of the Android app
Kleiderkreisel with version 6.20.2.0.

App risks for enterprise usage

] Implementation flaws? No.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 15 entries, see details.
Communication with country: United States, Ireland,
Republic of Lithuania, Germany
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXOOXOX

Data security

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: com.vinted.permission.
CROSS—-APP-AUTHENTICATION, com.google.android.
c2dm.permission.RECEIVE, de.kleiderkreisel.
permission.C2D-MESSAGE

Overprivileged permissions: GET-ACCOUNTS, RECORD-AUDIO,

ACCESS-FINE-LOCATION, CAMERA, READ-EXTERNAL-

STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

(XX
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X JavaScript to SDK API bridge usage? Yes.
[ ] WiFi-Direct enabled? No.

Input interface security

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
X Tap Jacking Protection used? Yes.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

=l Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick

App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: Camera, GPS Location
Unprotected preference files found? Yes.

XNOX XX

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass (...)

] Allow app debugging Flag? No.

] Allow autoexecute after Phone Reboot? No.

3.12.2 Details

The following sections describe details about the test results of
Kleiderkreisel with version 6.20.2.0.

App risks for enterprise usage

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:
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— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

- bazaar://search?g=pname:

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- https://www.pinterest.com/pin/create/button/
?2url=%s&media=%s&description=%s

- market://details?id=

- market://details?id=com.facebook.orca

Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, app.adjust.
com, facebook.com, graph-video. %s, graph.%s,
play.google.com, plus.google.com, pubads.g.
doubleclick.net, sandbox—us.vinted.net, ssl.
google—analytics.com, www.google—analytics.com,
WWW.googleadservices.com, www.googleapis.com,
www.kleiderkreisel.de, www.pinterest.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://sandbox—-us.vinted.net/terms


bazaar://search?q=pname:
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
https://www.pinterest.com/pin/create/button/?url=%s&media=%s&description=%s
https://www.pinterest.com/pin/create/button/?url=%s&media=%s&description=%s
market://details?id=
market://details?id=com.facebook.orca
http://sandbox-us.vinted.net/terms
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e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://play.google.com/store/apps/details?

id=com.facebook.orca

Data security

e The application requires the following permissions from the protection-
level: NORMAL

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

VIBRATE (Allows access to the vibrator.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e The application requires the following permissions from the protection-
level: DANGEROUS

RECORD-AUDIO (Allows an application to record audio.)

CAMERA (Required to be able to access the camera device. This

will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)
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— INTERNET (Allows applications to open network sockets.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The tapjacking protection is used, so the app is not vulnerable for this

type of attacks.

Privacy

e The Application gathers a list of installed applications. Even though some

legitimate applications may use this functionality, it can be misused to
send this information to third parties.

e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-

pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

¢ Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
brand, Wifi-MAC address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com. facebook.CustomTabActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
Missing permissions despite of API calls could be an indication for miss-
configuration or plugin/library code which is not used. For more detailed
information application has to be reviewed manually. Application defines
a permission ( android.permission.RECORD-AUDIO ) accessing the micro-
phone, but there were no specific API calls found. This could be an indi-
cation for overprivileges, developer missconfiguration or confused deputy
attack.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

- WORLD-READABLE

Runtime Security

e The application does not contain a scheduled alarm.
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e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:05.197

3.13 Lidl. Prospekte & Angebote (Android)

3.13.1 Tests
The following Table 3.14 summarizes the results of the Android app Lid1l
Prospekte & Angebote with version 7.39.0(470).

Table 3.14: App risks for enterprise usage

Overview of

summarized test L1 Implementation flaws? No.

results for »Lidl .~ L Privacy risks? No.

Prospekte & X Security risks? Yes.

Angebote«

Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 16 entries, see details.
Communication with country: Netherlands, Austria, United
States, Ireland, Germany

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NKN X

XX NXOX X

Data security
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Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Application needs system/signature permissions? Yes.
Userdefined permission usage: 6 entries, see details.
Overprivileged permissions: MOUNT-UNMOUNT-FILESYSTEMS,
NFC, RECEIVE-BOOT-COMPLETED, READ-EXTERNAL-
STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

NN XXX

XXX

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
L] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.
Accessed unique identifier(s): 8 entries, see details.
(=l Advertisment-/tracking frameworks found: None.
Xl App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

[ ] Permission to access address book? No.

Sensor usage: Camera, GPS Location, Acceleration/

Light
Unprotected preference files found? Yes.

X

Runtime Security

X Scheduled Alarm Manager registered? Yes.

Alarm repeating types: RTC-WAKEUP

Xl Alarm intervals dynamically? Yes.

LI Alarm Manager initialized dynamically? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), loadLibrary(...)

(] Allow app debugging Flag? No.

X Contains native libraries: Yes.

Executed component after Phone Reboot: de . sec.mobile.

BootCompleteReceiver
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The following sections describe details about the test results of Lid1
Prospekte & Angebote with version 7.39.0(470).

App risks for enterprise usage

e Reasons for category security risks:

Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

amzn://apps/android?p=
http://1idl.com?erp=

http://play.google.com/store/apps/details?
id=

http://play.google.com/store/apps/details?
id=com.adobe.reader

http://www.amazon.com/gp/mas/dl/android?p=

http://www.lidl.com.mt/en/Offers.htm?action=
showDetail

market://details?id=

market://details?id=com.adobe.reader

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: app.adjust.com, imagematching.
wundercart.de, 1idl.com, maps.googleapis.com,
mobile.lidl.de, openid.wundercart.de, play.
google.com, plus.google.com, rink.hockeyapp.net,
ssl.google—analytics.com, www.amazon.com, Www .
google—-analytics.com, www.googleapis.com, www.
googletagmanager.com, www.lidl.com.mt, www.lidl.de

e App communicates with servers in 5 countries.


amzn://apps/android?p=
http://lidl.com?erp=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=com.adobe.reader
http://play.google.com/store/apps/details?id=com.adobe.reader
http://www.amazon.com/gp/mas/dl/android?p=
http://www.lidl.com.mt/en/Offers.htm?action=showDetail
http://www.lidl.com.mt/en/Offers.htm?action=showDetail
market://details?id=
market://details?id=com.adobe.reader
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Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://play.google.com/store/apps/details?
id=

- http://play.google.com/apps/testing/
- http://www.amazon.com/gp/mas/dl/android?p=

- http://www.lidl.com.mt/en/Offers.htm?action=
showDetail

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.
- http://1idl.com?erp=

- http://play.google.com/store/apps/details?
id=

- http://play.google.com/store/apps/details?
id=com.adobe.reader

- http://www.amazon.com/gp/mas/dl/android?p=

- http://www.lidl.com.mt/en/Offers.htm?action=
showDetail

Data security

e The application requires the following permissions from the protection-

level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)
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— ACCESS-WIFI-STATE (Allows applications to access information

about Wi-Fi networks)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-

ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

NFC (Allows applications to perform I/O operations over NFC.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

— INTERNET (Allows applications to open network sockets.)
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The application requires the following permissions from the protection-
level: DANGEROUS

— MOUNT-UNMOUNT-FILESYSTEMS (Allows mounting and unmount-
ing file systems for removable storage. Not for use by third-party
applications.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Userdefined permission usage: com.amazon.device.messaging.
permission.RECEIVE, de.sec.mobile.permission.
RECEIVE-ADM-MESSAGE, de.sec.mobile.permission.
C2D-MESSAGE, de.sec.mobile.permission.MAPS-
RECEIVE, com.google.android.c2dm.permission.
RECEIVE, com.google.android.providers.gsf.
permission.READ-GSERVICES

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

e The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.
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Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigque identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
brand, IMETI/MEID, Wifi-MAC address, unique Android
1D

No indicators for usage of advertisement/tracking framework were
found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.sec.mobile.activity.WelcomeActivity

- de.sec.mobile.activity.
AppIndexingLandingActivity

In this application the allow backup option is enabled. This means the
application and all application data will be considered by doing a de-
vice backup. If an application contains sensitive information these can
be cloned by backing up the data and extracted from the backup archive
off device.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

World readable/writable preference files detected which can be read/writ-
ten by other applications.
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- WORLD-READABLE

Runtime Security

The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- bbk
The scheduled task gets repeated in the following intervals:
— Dynamic interval(s)

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:
— ARM 32 bit: lib/armeabi-v7a/libVuforia.so

The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

Execution time of all tests: 0:00:55.694

3.14 momox . Biicher, CD, DVD Ankauf (Android)

3.14.1 Tests

The following Table 3.15 summarizes the results of the Android app momox
Biicher, CD, DVD Ankauf with version 2.4.3.
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Table 3.15:
Overview of
summarized test
results for
»momox . Blicher,
CD, DVD Ankauf«
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App risks for enterprise usage

[ ] Implementation flaws? No.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 18 entries, see details.
Communication with country: United States, Ireland,
France, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XX XOXOKX

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "RSA/
NONE /NoPadding"

Cryptographic keys found? Yes.

Constant initialization vectors found? Yes.

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 10 entries, see details.
Overprivileged permissions: FLASHLIGHT, READ-PHONE-STATE
Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

XX XENENXNK XX

Input interface security

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: HIGH

I=I Device administration policy entries: None.
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N

Accessed unique identifier(s): build model, build
manufacturer, build product, build brand, unique
Android ID

Advertisment-/tracking frameworks found: HockeyApp

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, GPS Location

Unprotected preference files found? Yes.

XNOXXXE

Runtime Security

L] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...)

L] Allow app debugging Flag? No.

L1 Allow autoexecute after Phone Reboot? No.

3.14.2 Details

The following sections describe details about the test results of momox
Biicher, CD, DVD Ankauf with version 2.4.3.

App risks for enterprise usage

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

- Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

— Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://apptrk.adds.local/api/event/
?partnerId=.partnerId.

- http://preprodapi.a4.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- http://www.google.com/books?id=
- http://www.google.com/books?vid=1isbn

- https://api.SERVER. .accengage.com/routes?
partnerId=.partnerId. &sharedId=.sharedId.
&version=.version.

- https://apptrk.ad.tl/api/event/?partnerld=
.partnerId.

- https://play.google.com/store/apps/details?
id=

- market://details?id=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: api.ad4s.local, api.momox.
de, api.SERVER. .accengage.com, app.adjust.com,
apptrk.a4d.tl, apptrk.ad4s.local, google.com,
graph.facebook.com, play.google.com, plus.google.
com, preprodapi.ad.tl, preprodapptrk.ad.tl,
sdk.hockeyapp.net, ssl.google—analytics.com,
WWW.google—analytics.com, www.google.com, www.
googleapis.com, www.googletagmanager.com

e App communicates with servers in 5 countries.
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Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.google.com/books?id=

- http://preprodapi.ad.tl/routes?partnerId=
.partnerId.&sharedId=.sharedId.&version=
.version.

- http://google.com/books

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- http://www.google.com/books?vid=1isbn

- http://apptrk.adds.local/api/event/
?partnerId=.partnerId.

- http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://apptrk.add4s.local/api/event/
?partnerId=.partnerId.

- http://preprodapi.ad.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.
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- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- http://www.google.com/books?id=

- http://www.google.com/books?vid=isbn

Data security
e Usage of RSA was identified. RSA without padding is considered weak.

e |tis considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

- "MIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDdvmLrVeu/
wHpscTzjVh6Z2611UmvAGGHRKE+KRFIZhfUvDrS/
T4vxetFx4gRU20fYVOOLFSFWPIzsZKL3G9bLOnsmGFsigjAiOWUmm
1IMoC44STUWx1dpwh5NOF92gMRS4HIPMVhEAXEkvsAVvH3cOUgsrwID.

e Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- "MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCRBi1QKBgQDdvmLrVeu/
wHpscTzjVh6Z2611UmvAGGHRKEF+KRF9ZhfUvDrS/
T4vxetFx4gRU20£YVOOLFsFWPIzsZKL3G9bLONnsmGFsigjA1iOWUmm
1MoC44STUWx1dpwhbONOF92gMRS4HIPMVhEAXEkvsAVH3cOUgsrwID.

e The application requires the following permissions from the protection-
level: NORMAL

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

FLASHLIGHT (Allows access to the flashlight.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

VIBRATE (Allows access to the vibrator.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)
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— CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— INTERNET (Allows applications to open network sockets.)

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST-BADGE, com.htc.launcher.
permission.READ-SETTINGS, de.momox.permission.
A4S-SEND, com.majeur.launcher.permission.UPDATE-
BADGE, com.htc.launcher.permission.UPDATE-
SHORTCUT, com.sec.android.provider.badge.
permission.WRITE, com.sec.android.provider.badge.
permission.READ, com.anddoes.launcher.permission.
UPDATE-COUNT, com.google.android.c2dm.permission.
RECEIVE, de.momox.permission.C2D-MESSAGE

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.
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The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation technigues were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- at.android.momox.accengage.RouterActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
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e World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:00:43.383

3.15 OTTO - Mode & Fashion-Shopping (Android)

3.15.1 Tests
The following Table 3.16 summarizes the results of the Android app OTTO -
Mode & Fashion-Shopping with version 6.7.0.

Table 3.16: App risks for enterprise usage

Overview of

summarized test L] Implementation flaws? No.
results for »OTTO - L Privacy risks? No.

Mode & Fashion-  DXI Security risks? Yes.
Shopping«

Blacklisted by policy

[ ]  Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 18 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.

XN KX
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Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected JavaScripts? Yes.

XX OXOX

Data security

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: de.cellular.ottohybrid.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

Is application overprivileged? No.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

X O] X ]

Input interface security

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
[]  Tap Jacking Protection used? No.

-
=.
<
Q
)

<

Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

Device administration policy entries: None.
Accessed unique identifier(s): 6 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Location (inactive)
Unprotected preference files found? Yes.

XNOXXXNNDNRNX

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

X[

1]
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3.15.2 Details

The following sections describe details about the test results of OTTO -
Mode & Fashion-Shopping with version 6.7.0.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- https://www.otto.de/twoforfashion/?utm_
source=App&utm_medium=Men%C3%BC&utm_
campaign=0TTO%20App

- market://details?id=%1$s

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: android-app.otto.de, app—
measurement.com, app.adjust.com, e.crashlytics.com,
github.com, goo.gl, otto—apps.firebaseio.com,
otto—-s.neolane.net, paocolorotolo.github.io, plus.
google.com, s.userzoom.com, scale—team.github.io,
settings.crashlytics.com, ssl.google—-analytics.
com, www.google—analytics.com, www.googleapis.com,
www.googletagmanager.com, www.otto.de

e App communicates with servers in 6 countries.

e Communication with country: United States, Ireland, France,
Germany, unknown, Spain

e Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

e Modifications of trust management found. Interface X509TrustManager
is implemented or extended.
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Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following JavaScript files via unprotected communica-
tion (http), which can be exploited by attackers to remotely change the
displayed content and functionality of the app:

- http://localhost/perf-bookmarklet. js

Data security

The application requires the following permissions from the protection-
level: NORMAL

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

No indicators for overprivilege/redundant permissions found! The defined
permission can not abused by foreign apps.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.


http://localhost/perf-bookmarklet.js
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Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation technigues were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build brand, Wifi-MAC
address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.google.android.gms.appinvite.
PreviewActivity
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In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ii-
brary code which is not used. For more detailed information application
has to be reviewed manually.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

Execution time of all tests: 0:00:32.575



For internal use only! 3 Results

3.16 PAYBACK (Android)

3.16.1 Tests

Table 3.17:
Overview of
summarized test
results for

» PAYBACK «

The following Table 3.17 summarizes the results of the Android app PAYBACK
with version 5.2.7.

App risks for enterprise usage

] Implementation flaws? No.
] Privacy risks? No.
X Security risks? Yes.

Blacklisted by policy

Ll Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 25 entries, see details.
Communication with country: United States, Ireland,
Luxembourg, Australia, Germany

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected JavaScripts? Yes.

Unprotected communication? Yes.

NN X

XXXXOOXX

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding",
"RSA/ECB/PKCS1Padding", "RSA/NONE /
OAEPWithSHAIANndMGF1Padding"

Key derivation iteration count: 10000

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: de .payback.client.android.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

Overprivileged permissions: CAMERA, NFC

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NXNXE

XX XK
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Input interface security

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
L | Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 10 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics
X App provides public accessible activities? Yes.

[ Backup of app is allowed? No.

X Log Statement Enabled? Yes.

(] Permission to access address book? No.

Sensor usage: Location (inactive), Acceleration/

Light
Unprotected preference files found? Yes.

X

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

NX ]

X0

3.16.2 Details

The following sections describe details about the test results of PAYBACK with
version 5.2.1.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://aktionen.payback.de/ext/dsa_url_test/
?ucn_l=[shopping.context-16] &amp.ucn_2=
[shopping.context—-10] &amp.ucn_3=[shopping.
context—-9] &amp.pbce=[pb_camp_ext] &amp.pbci=
[pb_camp_int] &amp.cat=[category]

- https://bitbucket.org/
littlerobots/cupboard-tools/src/
6a1ddb5d27383e82a135544a47ba04813c340e30/
LICENSE?fileviewer=file-view-default

- https://bitbucket.org/
littlerobots/cupboard/src/
a92da9d7af4a3470f£fd0140fee57144cfb6e331b/
library/LICENSE?at=default&fileviewer=file-
view—default

- https://www.payback.de/app/login-hilfe?
cxcid=dsa:android:loginhilfe

- market://details?id=

- systembrowser:https://www.PAYBACK.de/pb/id/
252514 /7?s_ixcid=12_101_005

- systembrowser:https://www.PAYBACK.de/pb/id/
3897547?s_ixcid=26_001_001.

- ..https://m.payback.de/app/rewards?cxcid=
dsa:android:rewardsé&login=pwd&ucs=[user.
cardnumber-short] &incid=[pb_camp_int]&excid=
[pb_camp_ex

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: aktionen.payback.de, api-
project—-810718135377.firebaseio.com, app—
measurement.com, app.adjust.com, apple.com,
bitbucket.org, diag.adfarml.adition.com, e.
crashlytics.com, ec.europa.eu, facebook.github.
io, github.com, goo.gl, pbpaypub.icashendpoint.
com, plus.google.com, settings.crashlytics.com,
test.pbpay.icashendpoint.com, test.pbpaypub.
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http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
https://bitbucket.org/littlerobots/cupboard-tools/src/6a1ddb5d27383e82a135544a47ba04813c340e30/LICENSE?fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard-tools/src/6a1ddb5d27383e82a135544a47ba04813c340e30/LICENSE?fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard-tools/src/6a1ddb5d27383e82a135544a47ba04813c340e30/LICENSE?fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard-tools/src/6a1ddb5d27383e82a135544a47ba04813c340e30/LICENSE?fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard/src/a92da9d7af4a3470ffd0140fee57144cfb6e331b/library/LICENSE?at=default&fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard/src/a92da9d7af4a3470ffd0140fee57144cfb6e331b/library/LICENSE?at=default&fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard/src/a92da9d7af4a3470ffd0140fee57144cfb6e331b/library/LICENSE?at=default&fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard/src/a92da9d7af4a3470ffd0140fee57144cfb6e331b/library/LICENSE?at=default&fileviewer=file-view-default
https://bitbucket.org/littlerobots/cupboard/src/a92da9d7af4a3470ffd0140fee57144cfb6e331b/library/LICENSE?at=default&fileviewer=file-view-default
https://www.payback.de/app/login-hilfe?cxcid=dsa:android:loginhilfe
https://www.payback.de/app/login-hilfe?cxcid=dsa:android:loginhilfe
market://details?id=
systembrowser:https://www.PAYBACK.de/pb/id/252514/?s_ixcid=12_101_005
systembrowser:https://www.PAYBACK.de/pb/id/252514/?s_ixcid=12_101_005
systembrowser:https://www.PAYBACK.de/pb/id/389754?s_ixcid=26_001_001.
systembrowser:https://www.PAYBACK.de/pb/id/389754?s_ixcid=26_001_001.
..https://m.payback.de/app/rewards?cxcid=dsa:android:rewards&login=pwd&ucs=[user.cardnumber-short]&incid=[pb_camp_int]&excid=[pb_camp_ex
..https://m.payback.de/app/rewards?cxcid=dsa:android:rewards&login=pwd&ucs=[user.cardnumber-short]&incid=[pb_camp_int]&excid=[pb_camp_ex
..https://m.payback.de/app/rewards?cxcid=dsa:android:rewards&login=pwd&ucs=[user.cardnumber-short]&incid=[pb_camp_int]&excid=[pb_camp_ex
..https://m.payback.de/app/rewards?cxcid=dsa:android:rewards&login=pwd&ucs=[user.cardnumber-short]&incid=[pb_camp_int]&excid=[pb_camp_ex
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icashendpoint.com, try.crashlytics.com, www.
PAYBACK.de, www.adition.com, www.adjust.com, www.
google.com, www.googleapis.com, www.omniture.com,
www .payback.de

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://try.crashlytics.com/terms

- http://127.0.0.1:%s/proxyCheck.html

- http://www.omniture.com/de/privacy/product
- http://ec.europa.eu/consumers/odr

- http://127.0.0.1:%s/cache_internal/

- http://www.PAYBACK.de/app

- http://127.0.0.1:%s/cache_external/

The app loads the following JavaScript files via unprotected communica-
tion (http), which can be exploited by attackers to remotely change the
displayed content and functionality of the app:

- http://127.0.0.1:%s/mraid. js

The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.


http://try.crashlytics.com/terms
http://127.0.0.1:%s/proxyCheck.html
http://www.omniture.com/de/privacy/product
http://ec.europa.eu/consumers/odr
http://127.0.0.1:%s/cache_internal/
http://www.PAYBACK.de/app
http://127.0.0.1:%s/cache_external/
http://127.0.0.1:%s/mraid.js
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- http://aktionen.payback.de/ext/dsa_url_test/

?2ucn_l=[shopping.context—-16] &amp.ucn_2=
[shopping.context-10] &amp.ucn_3=[shopping.
context—-9] &amp.pbce=[pb_camp_ext] &amp.pbci=
[pb_camp_int] &amp.cat=[category]

Data security

e Key derivation function used in the app with an amount of 10000 itera-
tions is considered secure.

e The application requires the following permissions from the protection-
level: NORMAL

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

VIBRATE (Allows access to the vibrator.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— CAMERA (Required to be able to access the camera device. This

will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

— NFC (Allows applications to perform I/O operations over NFC.)

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.
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http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]
http://aktionen.payback.de/ext/dsa_url_test/?ucn_1=[shopping.context-16]&amp.ucn_2=[shopping.context-10]&amp.ucn_3=[shopping.context-9]&amp.pbce=[pb_camp_ext]&amp.pbci=[pb_camp_int]&amp.cat=[category]

3 Results
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Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display,build fingerprint, build
brand, Wifi-MAC address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.
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The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.payback.app.deeplinks.DeepLinkActivity

- de.payback.app.ui.welcome.WelcomeActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ili-
brary code which is not used. For more detailed information application
has to be reviewed manually.

World readable/writable preference files detected which can be read/writ-
ten by other applications.

- WORLD-READABLE

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:
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- ARMv8 64 bit: lib/arm64-v8a/libconceal.so
- ARMv8 64 bit: lib/arm64-v8a/libumtenc.so
- ARM 32 bit: lib/armeabi-v7a/libconceal.so
- ARM 32 bit: lib/armeabi-v7a/libumtenc.so
- ARM 32 bit: lib/armeabi/libconceal.so

- ARM 32 bit: lib/armeabi/libumtenc.so

- MIPS I: lib/mips/libumtenc.so

- MIPS I: lib/mips64/libumtenc.so

- x86 32bit: 1lib/x86/libconceal.so

- x86 32bit: lib/x86/libumtenc.so

- x86 64bit: 1ib/x86_64/1libconceal.so

- x86 64bit: 1ib/x86_64/libumtenc.so

Test Performance

e Execution time of all tests: 0:00:55.980

3.17 REWE Lieferservice, Supermarkt (Android)

3.17.1 Tests
The following Table 3.18 summarizes the results of the Android app REWE
Lieferservice, Supermarkt with version 2.70.1-62

Table 3.18: App risks for enterprise usage

Overview of

summarized test L] Implementation flaws? No.
results for »REWE | Privacy risks? No.
Lieferservice, X Security risks? Yes.

Supermarkt« Blacklisted by policy

L | Violations of default policy? No.

Communication security

Xl Client communication used? Yes.

Communication endpoints: 26 entries, see details.

Communication with country: Netherlands, United States,
Ireland, Germany, unknown

XI SSL/TLS used? Yes.

X Custom SSL/TLS trust manager implemented? Yes.
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[ ] Faulty custom SSL/TLS trust manager implemented? No.

X SSL/TLS using custom error handling? Yes.

[ ] SSL/TLS using faulty custom error handling? No.

X SSL/TLS using manual domain name verification? Yes.

X Unprotected HTML? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: de . rewe .app.permission.
MAPS—-RECEIVE, com.rewedigital.shop.permission.
C2D-MESSAGE, com.google.android.c2dm.permission.
RECEIVE

Overprivileged permissions: ACCESS—FINE-LOCATION, READ~-
EXTERNAL-STORAGE

X Is application overprivileged? Yes.

X Application defines content provider? Yes.

(=] Content provider accessible without permission: None.

X JavaScript to SDK API bridge usage? Yes.

[ ] WiFi-Direct enabled? No.

Input interface security

=l App can handle documents of mimeType: None.

[l Screenshot protection used? No.

]  Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

=l Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.

Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick

X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

L] Permission to access address book? No.

X Remote auto backup with exclude enabled? Yes.

Sensor usage: Camera, GPS Location

X Unprotected preference files found? Yes.

Runtime Security

L] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.
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Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...),dalvik.system.
PathClassLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

1]

The following sections describe details about the test results of REWE
Lieferservice, Supermarkt with version 2.70.7-62.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- https://pagead2.googlesyndication.com/
pagead/gen_2047?id=gmob-apps

- https://play.google.com/store/apps/details?
id=

- https://play.google.com/store/apps/details?
id=de.payback.client.android

- https://shop.rewe.de/customer/lostpassword?
app=true&ecid=app_Link-zu-Passwort-
Vergessen_nn_nn_nn_nn_nn_nn_nn

- https://shop.rewe.de/mydata/password?app=
true&ecid=app_Link—-zu-Passwort—-Aendern_nn_
nn_nn_nn _nn_nn_nn

- https://shop.rewe.de/mydata/personaldata?
app=true&ecid=app_Link-zu-Meine-Daten_nn_nn_
nn_nn_nn_nn_nn

- https://www.rewe.de/service/agb—app?app=true


https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps
https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=de.payback.client.android
https://play.google.com/store/apps/details?id=de.payback.client.android
https://shop.rewe.de/customer/lostpassword?app=true&ecid=app_Link-zu-Passwort-Vergessen_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/customer/lostpassword?app=true&ecid=app_Link-zu-Passwort-Vergessen_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/customer/lostpassword?app=true&ecid=app_Link-zu-Passwort-Vergessen_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/mydata/password?app=true&ecid=app_Link-zu-Passwort-Aendern_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/mydata/password?app=true&ecid=app_Link-zu-Passwort-Aendern_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/mydata/password?app=true&ecid=app_Link-zu-Passwort-Aendern_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/mydata/personaldata?app=true&ecid=app_Link-zu-Meine-Daten_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/mydata/personaldata?app=true&ecid=app_Link-zu-Meine-Daten_nn_nn_nn_nn_nn_nn_nn
https://shop.rewe.de/mydata/personaldata?app=true&ecid=app_Link-zu-Meine-Daten_nn_nn_nn_nn_nn_nn_nn
https://www.rewe.de/service/agb-app?app=true
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- https://www.rewe.de/service/fag—app?app=true
- market://details?id=

- market://details?id=com.google.android.apps.
maps

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, app—
measurement.com, app.adjust.com, chrome.google.
com, code.google.com, csi.gstatic.com, developer.
android.com, e.crashlytics.com, github.com, goo.gl,
googleads.g.doubleclick.net, img.rewe-static.

de, int.rewe—api.de, jakewharton.github.io, 1h3.
googleusercontent.com, pagead?2.googlesyndication.
com, play.google.com, plus.google.com, pre.rewe—
api.de, prod.rewe—api.de, settings.crashlytics.com,
shop.rewe-static.de, shop.rewe.de, square.github.
io, www.google.com, www.rewe.de

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://square.github.io/okhttp/

- http://www.rewe.de/mobile-content/pb_
ecoupon.html
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market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
http://square.github.io/okhttp/
http://www.rewe.de/mobile-content/pb_ecoupon.html
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- http://www.rewe.de/payback
- http://jakewharton.github.io/butterknife/

- http://www.rewe.de/mobile-content/pb_
egutschein.html

- http://www.rewe.de/mobile-content/pb_
anmeldung.html

- http://square.github.io/dagger/

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— VIBRATE (Allows access to the vibrator.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)
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— CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

e The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

* The obfuscation level UNKNOWN means that the application has the ca-

pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.
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Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, Wifi-MAC address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.google.android.gms.appinvite.
PreviewActivity

- de.rewe.app.components.shop.campaign.ui.
CampaignWebViewActivity

- de.rewe.app.components.shop.campaign.ui.
CampaignDeepLinkHandlerActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

In this application full remote auto backup is enabled. There will be a full
remote backup of almost all files created by the application. This includes
database entries, shared preferences as well as files on local and external
storage. The backup will be stored in the Google Cloud. All files are be-
ing remotely backuped except specified files which are excluded by black-
listing in the backup configuration. The application defines the following
files are being excluded from the remote backup:

— database:authorizations.db

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
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e World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:34.759

3.18 Shpock Flohmarkt Kleinanzeigen (Android)

3.18.1 Tests
The following Table 3.19 summarizes the results of the Android app Shpock
Flohmarkt Kleinanzeigen with version 3.6.7.

Table 3.19: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for X Privacy risks? Yes.

»Shpock X' Security risks? Yes.

Flohmarkt

Blacklisted by policy

Kleinanzeigen«
[ ]  Violations of default policy? No.

Communication security

Xl Client communication used? Yes.

Communication endpoints: 49 entries, see details.

Communication with country: Netherlands, United States,
Ireland, United Kingdom, Germany
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SSL/TLS used? Yes.

Domains accessed with http AND https: play .google.com
Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXXOXXENX

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CBC/PKCS7Padding"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.shpock.android.
permission.C2D-MESSAGE, com.samsung.android.
providers.context.permission.WRITE-USE-APP—
FEATURE-SURVEY, com.android.vending.BILLING,
com.google.android.c2dm.permission.RECEIVE,
com.google.android.providers.gsf.permission.
READ-GSERVICES

Overprivileged permissions: READ—EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

N XX

XXX K

Input interface security

App can handle documents of mimeType: image/
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

XI  Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 9 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick, Flurry, LiveRail, mopub
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

(IX XX
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Sensor usage: Camera, WIFI-Based Location, GPS
Location

X Unprotected files found? Yes.

X Unprotected map queries? Yes.

X Unprotected preference files found? Yes.

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

NX ]

X 0]

3.18.2 Details

The following sections describe details about the test results of Shpock
Flohmarkt Kleinanzeigen with version 3.6.7.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- flurry://flurrycall?event=
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- flurry://flurrycall?event=adWillClose

- http://maps.googleapis.com/maps/api/geocode/
json?latlng=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- https://play.google.com/store/apps/details?
id=

- https://twitter.com/intent/tweet?text=

- https://www.tumblr.com/oauth/authorize?
oauth_token=%s

- market://details?id=
- market://details?id=%s
- market://details?id=com.facebook.orca

- market://details?id=com.google.android.gms.
ads

- market://details?id=com.shpock.android

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, accounts.
google.com, ad6.%s.liverail.com, ad6.liverail.com,
adlog.flurry.com, ads.flurry.com, api-project-
551477914315.firebaseio.com, api.appsflyer.com,
api.shpock.com, api.tumblr.com, assets.shpock.com,
cdn.flurry.com, csi.gstatic.com, data.flurry.
com, e.crashlytics.com, events.appsflyer.com,
facebook.com, googleads.g.doubleclick.net, graph-
video.%s, graph.%s, graph.%s.facebook.com, graph.
facebook.com, login.live.com, login.yahoo.com,
maps.googleapis.com media.shpock.com, pagead?2.
googlesyndication.com, play.google.com, plus.
google.com, proton.flurry.com, register.appsflyer.
com, sb-ssl.google.com, settings.crashlytics.
com, shpock.com, shubi.shpock.com, ssl.google-
analytics.com, stats.appsflyer.com, t.appsflyer.
com, twitter.com, www.%s.facebook.com, www.facebook.
com, www.google—analytics.com, www.google.com, www.
googleapis.com, www.linkedin.com, www.mopub.comn,
www.paypal.com, www.shpock.com, www.tumblr.com
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market://details?id=%s
market://details?id=com.facebook.orca
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
market://details?id=com.shpock.android
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3 Results

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://shpock.com/en/privacy/

- http://www.tumblr.com/connect/login_success.
html

- http://shpock.com/terms/

- http://www.shpock.com/terms/

- http://assets.shpock.com/icons/app/store/
- http://shpock.com/hr/privatnost/

- http://maps.googleapis.com/maps/api/geocode/
json?latlng=

- http://www.shpock.com/faqg/

- http://shpock.com/privacy/

- http://shpock.com/sr/privatnost/
- http://shpock.com/fr/vieprivee/

- http://shpock.com/de/datenschutz/

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.
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- http://maps.googleapis.com/maps/api/geocode/

json?latlng=

- http://play.google.com/store/apps/details?

id=com. facebook.orca

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location

from location sources such as GPS, cell towers, and Wi-Fi.)

ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

INTERNET (Allows applications to open network sockets.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)


http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
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3 Results

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e The application or application components define specific type filter for

handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

¢ Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH

or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

¢ Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, build brand, country code + mobile
network code for SIM provider, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.shpock.android.ui.search.search.
ShpSearchActivity

- com.shpock.android.ui.sell.ShpSellActivity

- com.shpock.android.ui.tab.GappTabActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

World readable/writable files detected which can be read/written by other
applications.

- WORLD-READABLE

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

- Google Maps
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e World readable/writable preference files detected which can be read/writ-
ten by other applications.

— WORLD-READABLE

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Test Performance

e Execution time of all tests: 0:01:17.812

3.19 Wish - Freude am Einkaufen (Android)

3.19.1 Tests
The following Table 3.20 summarizes the results of the Android app Wish -
Freude am Einkaufen with version 4.2.1.

Table 3.20: App risks for enterprise usage

Overview of

summarized test [ ] Implementation flaws? No.

results for »Wish - X Privacy risks? Yes.

Freude am X Security risks? Yes.

Einkaufen«

Blacklisted by policy

[]

Violations of default policy? No.

Communication security

X

Client communication used? Yes.
Communication endpoints: 34 entries, see details.
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N

Communication with country: Netherlands, United States,
Ireland, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? No.

SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.

XOXDOXX

Data security

Cryptographic Primitives: 6 entries, see details.

Cryptographic keys found? Yes.

Cryptographic salt values found? Yes.

Key derivation iteration count: 1000

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.contextlogic.wish.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

Overprivileged permissions: READ—CONTACTS, CAMERA, READ—
EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NXXANXXE

N

XXX

Input interface security

=l App can handle documents of mimeType: None.
[l Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

=l Device administration policy entries: None.

Accessed unique identifier(s): 16 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick

App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? Yes.
Sensor usage: Location (inactive)
Unprotected preference files found? Yes.

XENXX XX

Runtime Security
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Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

NX ]

(1]

3.19.2 Details

The following sections describe details about the test results of Wish
Freude am Einkaufen with version 4.2.1.

App risks for enterprise usage

e Reasons for category privacy risks:

— App tries to access the device phone number which can be use to
identify the owner remotely.

e Reasons for category security risks:

- Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

— Crypto: Constant salt detected. This should be avoided, as it can
make app vulnerable to bruteforce attacks.

— Crypto: Overall quality of cryptographic implementation aspects is
rated poor and should be inspected in detail.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

https://%s/m/purchase-confirmation?tid=%s

https://b.stats.paypal.com/counter.cgi?p=

market://details?id=

market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Fraunhofer SIT
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Communication endpoints: . facebook.com, accounts.
google.com, api-m.paypal.com, api-m.sandbox.
paypal.com, api.braintreegateway.com, api.sandbox.
braintreegateway.com, api.stripe.com, app—
measurement.com, assets.braintreegateway.com,
assets.staging.braintreepayments.com, b.stats.
paypal.com, cdn.klarna.com, checkout.paypal.com,
csi.gstatic.com, e.crashlytics.com, facebook.

com, goo.gl, googleads.g.doubleclick.net, graph—
video.%s, graph.%s, graph.facebook.com, pagead?2.
googlesyndication.com, plus.google.com, sb—ssl.
google.com, settings.crashlytics.com, ssl.google-
analytics.com, svcs.paypal.com, uri.paypal.com,
www . facebook.com, www.google—analytics.com, www.
google.com, www.paypal.com, www.paypalobjects.com,
www.wish.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

Data security

ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

Cryptographic Primitives: "AES/CBC/PKCS5Padding",
"AES/CCM/NoPadding", "AES/CTR/NoPadding",
"AES/ECB/PKCS7Padding", "RSA/ECB/
OAEPWithSHA1ANndMGF1Padding", "RSA/None/
PKCS1Padding"
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It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

-0,1,2,3,4

Use of constant salts can make application vulnerable to bruteforce at-
tacks. The following constant salts were found:

- "9774d56d682e549¢"

Key derivation function used in the app with an amount of 1000 itera-
tions is considered secure.

The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— VIBRATE (Allows access to the vibrator.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-

level: DANGEROQUS

— CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— READ-CONTACTS (Allows an application to read the user’s contacts
data.)

— INTERNET (Allows applications to open network sockets.)
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— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy
e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

¢ Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, SIM card serial, subscriber ID
(IMSI), phone number, MAC address(es), Wifi—-MAC
address, country code + mobile network code for
SIM provider, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.braintreepayments.api.
BraintreeBrowserSwitchActivity

- com.contextlogic.wish.activity.link.
DeeplLinkActivity

— com. facebook.CustomTabActivity

- com.contextlogic.wish.activity. facebook.
WishFacebookDeepLinkActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

App requests permission READ-CONTACTS to access the phones address
book.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
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contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

e World readable/writable preference files detected which can be read/writ-

ten by other applications.

- WORLD-READABLE

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

Execution time of all tests: 0:00:52.622

3.20 Zalando - Fashion & Shopping (Android)

3.20.1 Tests

Table 3.21:
Overview of
summarized test
results for
»Zalando -
Fashion &
Shopping«
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The following Table 3.21 summarizes the results of the Android app Zalando
- Fashion & Shopping with version 4.3.7.

App risks for enterprise usage

[
[
X

Implementation flaws? No.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

[]

Violations of default policy? No.

Communication security
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X Client communication used? Yes.

Communication endpoints: 41 entries, see details.

Communication with country: United States, Ireland,
France, Germany, unknown

X SSL/TLS used? Yes.

[l Custom SSL/TLS trust manager implemented? No.

X SSL/TLS using custom error handling? Yes.

[ ] SSL/TLS using faulty custom error handling? No.

XI SSL/TLS using manual domain name verification? Yes.

X Unprotected HTML? Yes.

X Unprotected communication? Yes.

Data security

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: 10 entries, see detalls.

Overprivileged permissions: WRITE-EXTERNAL—-STORAGE, READ—
EXTERNAL-STORAGE

X Is application overprivileged? Yes.

X Application defines content provider? Yes.

(=] Content provider accessible without permission: None.

X JavaScript to SDK API bridge usage? Yes.

L] WiFi-Direct enabled? No.

Input interface security

(=] App can handle documents of mimeType: None.

[ ] Screenshot protection used? No.

] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.

Advertisment-/tracking frameworks found: HockeyApp

X App provides public accessible activities? Yes.

Ll Backup of app is allowed? No.

X Log Statement Enabled? Yes.

] Permission to access address book? No.

Sensor usage: Camera, Location (inactive)

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.

DexClassLoader(...), ClassLoader.loadClass(...)
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L] Allow app debugging Flag? No.
[ ] Allow autoexecute after Phone Reboot? No.

3.20.2 Details

The following sections describe details about the test results of zalando -
Fashion & Shopping with version 4.3.7.

App risks for enterprise usage

* Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

. (https.http) :// ((www.m.fr.m-fr)\.)zalando.

+(co\..)+[a-z]/.+((-[a-z0-9]1%7B9%7D-[a—-z0-9]
$7B3%7D) . (- [a—-z0-9]%7B3%7D-[a-z0-9]1%7B3%7D)

- [a—-z0-91%7B4%7D-[a—-z0-9]%7B2%7D) \.html ( (\?

N&) ([.=1H9)\=([.&]+)) xS

- http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://apptrk.adds.local/api/event/
?partnerId=.partnerId.

- http://preprodapi.ad.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- https://api.SERVER. .accengage.com/routes?
partnerId=.partnerId.&sharedId=.sharedId.
&version=.version.
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.(https.http)://((www.m.fr.m-fr)\.)zalando.+(co\..)+[a-z]/.+((-[a-z0-9]%7B9%7D-[a-z0-9]%7B3%7D).(-[a-z0-9]%7B3%7D-[a-z0-9]%7B3%7D)-[a-z0-9]%7B4%7D-[a-z0-9]%7B2%7D)\.html((\?.\&)([.=]+)\=([.&]+))*$
.(https.http)://((www.m.fr.m-fr)\.)zalando.+(co\..)+[a-z]/.+((-[a-z0-9]%7B9%7D-[a-z0-9]%7B3%7D).(-[a-z0-9]%7B3%7D-[a-z0-9]%7B3%7D)-[a-z0-9]%7B4%7D-[a-z0-9]%7B2%7D)\.html((\?.\&)([.=]+)\=([.&]+))*$
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
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https://app.adjust.com/hm3ipu?campaign=AT_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE43_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=AT_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE43_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=AT_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE43_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=AT_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE43_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=AT_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE43_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=AT_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE43_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=AT_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE43_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=BE_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE32_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=CH_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE41_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DE_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE49_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DE_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE49_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DE_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE49_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DE_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE49_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DE_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE49_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DE_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE49_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DE_DE_Special_MA_Android&amp.adgroup=wmc%3DSPE49_RH_DE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
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https://app.adjust.com/hm3ipu?campaign=DK_DK_Special_MA_Android&amp.adgroup=wmc%3DSPE45_RH_DK_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DK_DK_Special_MA_Android&amp.adgroup=wmc%3DSPE45_RH_DK_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
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https://app.adjust.com/hm3ipu?campaign=DK_DK_Special_MA_Android&amp.adgroup=wmc%3DSPE45_RH_DK_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DK_DK_Special_MA_Android&amp.adgroup=wmc%3DSPE45_RH_DK_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DK_DK_Special_MA_Android&amp.adgroup=wmc%3DSPE45_RH_DK_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=DK_DK_Special_MA_Android&amp.adgroup=wmc%3DSPE45_RH_DK_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=ES_ES_Special_MA_Android&amp.adgroup=wmc%3DSPE34_RH_ES_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=ES_ES_Special_MA_Android&amp.adgroup=wmc%3DSPE34_RH_ES_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=ES_ES_Special_MA_Android&amp.adgroup=wmc%3DSPE34_RH_ES_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=ES_ES_Special_MA_Android&amp.adgroup=wmc%3DSPE34_RH_ES_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=ES_ES_Special_MA_Android&amp.adgroup=wmc%3DSPE34_RH_ES_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=ES_ES_Special_MA_Android&amp.adgroup=wmc%3DSPE34_RH_ES_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=ES_ES_Special_MA_Android&amp.adgroup=wmc%3DSPE34_RH_ES_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FI_FI_Special_MA_Android&amp.adgroup=wmc%3DSPE358_RH_FI_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FI_FI_Special_MA_Android&amp.adgroup=wmc%3DSPE358_RH_FI_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FI_FI_Special_MA_Android&amp.adgroup=wmc%3DSPE358_RH_FI_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FI_FI_Special_MA_Android&amp.adgroup=wmc%3DSPE358_RH_FI_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FI_FI_Special_MA_Android&amp.adgroup=wmc%3DSPE358_RH_FI_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FI_FI_Special_MA_Android&amp.adgroup=wmc%3DSPE358_RH_FI_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FI_FI_Special_MA_Android&amp.adgroup=wmc%3DSPE358_RH_FI_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FR_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE33_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FR_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE33_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FR_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE33_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FR_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE33_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FR_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE33_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FR_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE33_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=FR_FR_Special_MA_Android&amp.adgroup=wmc%3DSPE33_RH_FR_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=IT_IT_Special_MA_Android&amp.adgroup=wmc%3DSPE39_RH_IT_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=IT_IT_Special_MA_Android&amp.adgroup=wmc%3DSPE39_RH_IT_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=IT_IT_Special_MA_Android&amp.adgroup=wmc%3DSPE39_RH_IT_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=IT_IT_Special_MA_Android&amp.adgroup=wmc%3DSPE39_RH_IT_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=IT_IT_Special_MA_Android&amp.adgroup=wmc%3DSPE39_RH_IT_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=IT_IT_Special_MA_Android&amp.adgroup=wmc%3DSPE39_RH_IT_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=IT_IT_Special_MA_Android&amp.adgroup=wmc%3DSPE39_RH_IT_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NL_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE31_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NL_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE31_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NL_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE31_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NL_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE31_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NL_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE31_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NL_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE31_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NL_NL_Special_MA_Android&amp.adgroup=wmc%3DSPE31_RH_NL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F

For internal use only!

3 Results

https://app.adjust.com/hm3ipu?campaign=
NO_NO_Special MA_ Androidé&amp.adgroup=
wmc%3DSPE47_RH_NO_MA.Share.AD_160807.
WithAFriend. .%260pc%3D2211&amp.deeplink=
zalando%3A%2F%2FROOT%2Fhome&amp. fallback=
https%3A%2F%2Fwww.zalando.de%2Fzalando—apps%
2F

https://app.adjust.com/hm3ipu?campaign=
PL_PL_Special_ MA_Android&amp.adgroup=
wmc$3DSPE48_RH_PL_MA.Share.AD_160807.
WithAFriend. .%260pc%3D2211&amp.deeplink=
zalando%3A%2F%2FROOT%2Fhome&amp. fallback=
https%3A%2F%2Fwww.zalando.de%$2Fzalando—-apps$%
2F

https://app.adjust.com/hm3ipu?campaign=
SE_SE_Special_MA_Android&amp.adgroup=
wmc%3DSPE46_RH_SE_MA.Share.AD_160807.
WithAFriend. .%26o0opc%3D2211l&amp.deeplink=
zalando%3A%2F%2FROOT%2Fhome&amp. fallback=
https%3A%2F%2Fwww.zalando.de%2Fzalando—apps%
2F

https://app.adjust.com/hm3ipu?campaign=
UK_EN_Special_ MA_Android&amp.adgroup=
wmc%3DSPE44 _RH_EN_MA.Share.AD_160807.
WithAFriend. .%260pc%3D2211l&amp.deeplink=
zalando%3A%2F%2FROOT%2Fhome&amp. fallback=
https%3A%2F%2Fwww.zalando.de%2Fzalando—apps$
2F

https://apptrk.ad.tl/api/event/?partnerId=
.partnerId.

https://play.google.com/store/apps/details?
id=

market://details?id=
zalando://COUPONS_INTERNAL?code=
zalando://PDS?sku=

zalando://ROOT/Home?appdomainId=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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https://app.adjust.com/hm3ipu?campaign=NO_NO_Special_MA_Android&amp.adgroup=wmc%3DSPE47_RH_NO_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NO_NO_Special_MA_Android&amp.adgroup=wmc%3DSPE47_RH_NO_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NO_NO_Special_MA_Android&amp.adgroup=wmc%3DSPE47_RH_NO_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NO_NO_Special_MA_Android&amp.adgroup=wmc%3DSPE47_RH_NO_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NO_NO_Special_MA_Android&amp.adgroup=wmc%3DSPE47_RH_NO_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NO_NO_Special_MA_Android&amp.adgroup=wmc%3DSPE47_RH_NO_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=NO_NO_Special_MA_Android&amp.adgroup=wmc%3DSPE47_RH_NO_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=PL_PL_Special_MA_Android&amp.adgroup=wmc%3DSPE48_RH_PL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=PL_PL_Special_MA_Android&amp.adgroup=wmc%3DSPE48_RH_PL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=PL_PL_Special_MA_Android&amp.adgroup=wmc%3DSPE48_RH_PL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=PL_PL_Special_MA_Android&amp.adgroup=wmc%3DSPE48_RH_PL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=PL_PL_Special_MA_Android&amp.adgroup=wmc%3DSPE48_RH_PL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=PL_PL_Special_MA_Android&amp.adgroup=wmc%3DSPE48_RH_PL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=PL_PL_Special_MA_Android&amp.adgroup=wmc%3DSPE48_RH_PL_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=SE_SE_Special_MA_Android&amp.adgroup=wmc%3DSPE46_RH_SE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=SE_SE_Special_MA_Android&amp.adgroup=wmc%3DSPE46_RH_SE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=SE_SE_Special_MA_Android&amp.adgroup=wmc%3DSPE46_RH_SE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=SE_SE_Special_MA_Android&amp.adgroup=wmc%3DSPE46_RH_SE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
https://app.adjust.com/hm3ipu?campaign=SE_SE_Special_MA_Android&amp.adgroup=wmc%3DSPE46_RH_SE_MA.Share.AD_160807.WithAFriend..%26opc%3D2211&amp.deeplink=zalando%3A%2F%2FROOT%2Fhome&amp.fallback=https%3A%2F%2Fwww.zalando.de%2Fzalando-apps%2F
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https://apptrk.a4.tl/api/event/?partnerId=.partnerId.
https://apptrk.a4.tl/api/event/?partnerId=.partnerId.
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
market://details?id=
zalando://COUPONS_INTERNAL?code=
zalando://PDS?sku=
zalando://ROOT/Home?appdomainId=
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e Communication endpoints: api.ad4s.local, apifs.

cortexica.com, api.SERVER. .accengage.com, app.
adjust.com, apptrk.ad.tl, apptrk.ad4ds.local, code.
google.com, col-eum.monitoring—appdynamics.zalan.
do, fr.zalando.be, fr.zalando.ch, github.com, graph.
facebook.com, mobile-config.eum-appdynamics.

com, mobile.eum-appdynamics.com, parceler.org,
play.google.com, plus.google.com, preprodapi.
ad.tl, preprodapptrk.a4d.tl, sdk.hockeyapp.net,
square.github.io, ssl.google—-analytics.com,
track.zalando.de, www.google—analytics.com,
WWW.googleapis.com, www.googletagmanager.com,
www.zalando.at, www.zalando.be, www.zalando.ch,
www.zalando.co.uk, www.zalando.de, www.zalando.dk,
www.zalando.es, www.zalando.fi, www.zalando. fr,
www.zalando.it, www.zalando.nl, www.zalando.no,
www.zalando.pl, www.zalando.se, zalando.de

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://zalando.de/partner/cms—-block/partner_

- http://preprodapi.ad.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- http://apptrk.adds.local/api/event/
?partnerId=.partnerId.


http://zalando.de/partner/cms-block/partner_
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
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- http://api.ad4s.local:8000/routes?partnerId=
.partnerId.&sharedId=.sharedId.&version=
.version.

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://api.ad4s.local:8000/routes?partnerId=
.partnerId.&sharedId=.sharedId.&version=
.version.

http://apptrk.adds.local/api/event/
?partnerId=.partnerId.

http://preprodapi.ad.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— VIBRATE (Allows access to the vibrator.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)
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http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
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- CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

— INTERNET (Allows applications to open network sockets.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST-BADGE, com.htc.launcher.
permission.READ-SETTINGS, com.majeur.launcher.
permission.UPDATE-BADGE, de.zalando.mobile.
permission.A4S-SEND, com.htc.launcher.permission.
UPDATE-SHORTCUT, com.sec.android.provider.badge.
permission.WRITE, com.sec.android.provider.badge.
permission.READ, de.zalando.mobile.permission.
C2D-MESSAGE, com.anddoes.launcher.permission.
UPDATE-COUNT, com.google.android.c2dm.permission.
RECEIVE

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.
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The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build display,build brand, Wifi-MAC
address, MMC (Mobile Country Code), unique Android
ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.zalando.mobile.ui.start.
UniversallinkActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.
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e Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ili-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:20.834
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4 Glossary

3DES

Address book

Advertisement
frameworks

Triple DES or 3DES is the common name for the Triple Data
Encryption Algorithm (TDEA or Triple DEA) symmetric-key
block cipher, which applies the Data Encryption Standard
(DES) cipher algorithm three times to each data block. The
original DES cipher’s key size of 56 bits was generally suffi-
cient when that algorithm was designed, but the availability
of increasing computational power made brute-force attacks
feasible.

URL: http://en.wikipedia.org/wiki/Triple_
DES

All sorts of information about a person can be stored within
the global address book including email addresses, phone
numbers, addresses, websites, chat names, and more. Apps
can access the address book based on different require-
ments or methods (Android: permission based, iOS: access
with user interaction or direct access without user interac-
tion (deprecated)). Appicaptor evaluates the methods and
API function calls of address book access as well as their con-
text (e.g. user interaction, permission analysis)

URL: http://developer.android.com/
reference/android/Manifest.permission.
html#READ_CONTACTS,
https://developer.apple.com/
library/ios/documentation/
ContactData/Conceptual/
AddressBookProgrammingGuideforiPhone/
Introduction.html

Appicaptor evaluates different advertisement and tracking
frameworks e.g., Apple ID Support for Ads, Google AdMob,
Apple iAd, OpenUDID, Google Analytics, possibly other AD/-
Tracking, MillennialMedia, mopub, MobClix, TapJoy, Flurry,
inMobi AD Tracker, MobFox, mdotm, AdWhirl, Crashlyt-

ics, inneractive, AdFonic, Mocean Mobile, GreyStripe, in-
Mobi ADs, RevMob Ads, AdMarvel, Madvertise, Crittercism,
Adobe Omniture Tracker, Burstly, Jumptap, Urban Airship,
Unity3D. Advertisement frameworks grant apps access to
identifiers that can be used for serving advertisements or ad
tracking.
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Content providers manage access to a structured set of

data. They encapsulate the data, and provide mechanisms
for defining data security. Content providers are the stan-
dard interface that connects data in one process with code
running in another process. As content providers are one po-
tential way to leak data to other apps Appicaptor searches
for content provider creation in apps.

URL: http://developer.android.com/guide/
topics/providers/content-providers.html

Advanced Encryption Standard (AES) is the standard
symmetric-key block encryption algorithm with a block size
of 128 bits and encryption key length of 128, 192 or 256
bits.

URL: http://en.wikipedia.org/wiki/
Advanced_FEncryption_Standard

see Automatic reference counting (ARC)

Address space layout randomization (ASLR) protects apps
from buffer overflow attacks. In order to prevent an at-
tacker from reliably jumping to a particular exploited func-
tion in memory, ASLR involves randomly arranging the posi-
tions of key data areas of a program, including the base of
the executable and the positions of the stack, heap, and
libraries, in a process’s address space. For full ASLR pro-
tection, the app has to be compiled with support for PIE
(position-independent executable). Appicaptor evaluates
whether or not the ASLR-PIE compile option was set during
app creation.

URL: http://en.wikipedia.org/wiki/
Address_space_layout_randomization,
https://developer.apple.com/library/
ios/ga/gal788/_index.html


http://developer.android.com/guide/topics/providers/content-providers.html
http://developer.android.com/guide/topics/providers/content-providers.html
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://en.wikipedia.org/wiki/Address_space_layout_randomization
http://en.wikipedia.org/wiki/Address_space_layout_randomization
https://developer.apple.com/library/ios/qa/qa1788/_index.html 
https://developer.apple.com/library/ios/qa/qa1788/_index.html 
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In Objective-C programming, Automatic Reference Count-
ing (ARC) is @ memory management enhancement where
the burden of keeping track of an object’s reference count
is lifted from the programmer to the compiler. In traditional
Objective-C, the programmer would send retain and release
messages to objects in order to mark objects for dealloca-
tion or to prevent deallocation. Under ARC, the compiler
does this automatically by examining the source code and
then adding the retain and release messages in the com-
piled code.Appicaptor evaluates whether or not the ARC
compile option was set during app deployment.

URL: http://en.wikipedia.org/wiki/
Automatic_Reference_Counting,
https://developer.apple.com/library/
ios/releasenotes/ObjectiveC/RN-
TransitioningToARC/Introduction/
Introduction.html

If the user performs an action that starts another app or
switches to another app, the operating system moves the
previously running app into the background (where the ac-
tivity is no longer visible, but the instance and its state re-
mains intact). Appicaptor evaluates the methods and API
function calls of iOS background modes for audio (play and
record audible content in background), location (provide
location-based information to the user), voip (provide Voice-
over-IP services and automatically launch after system boot
so that the app can reestablish VolIP services (and is allowed
to play and record background audio)), newsstand-content
(process content that was recently downloaded in the back-
ground using the Newsstand Kit framework), external-
accessory (communicate with an accessory that delivers
data at regular intervals), bluetooth-central (use the Core-
Bluetooth framework to communicate with a Bluetooth ac-
cessory while in the background), bluetooth-peripheral (use
the CoreBluetooth framework to communicate in periph-
eral mode with a Bluetooth accessory), remote-notification
(use remote notifications to resume or launch the app in the
background for downloading new content), fetch (request a
launch or resume by the system to fetch new content from
the network on a regular basis).

URL: https://developer.apple.com/library/
ios/#documentation/general/Reference/
InfoPlistKeyReference/Articles/
iPhoneOSKeys.html#//apple_ref/doc/uid/
TP40009252-SW22
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Application blacklisting is a common administration practice
to prevent the execution of undesirable programs. Such pro-
grams may include apps known to contain security threats
or vulnerabilities but also those that are deemed inappropri-
ate within an organization. Appicaptor will mark an app as
blacklisted when Appicaptor findings are not compliant to
your policy rule set.

CAST is a symmetric-key block cipher with a block size of 64
bits and encryption key length of 40 to 128 bits. It is used in
a number of products, notably as the default cipher in some
versions of GPG and PGP.

URL: http://en.wikipedia.org/wiki/CAST-
128

In Cipher-block chaining (CBC) mode, each block of plain-
text is XORed with the previous ciphertext block before be-
ing encrypted. This way, each ciphertext block depends on
all plaintext blocks processed up to that point. To make each
message unique, an initialization vector must be used in the
first block.

URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

The client—server model of computing is a distributed appli-
cation structure that partitions tasks or workloads between
the providers of a resource or service, called servers, and
service requesters, called clients. Often clients and servers
communicate over a computer network on separate hard-
ware. A server host runs one or more server programs which
share their resources with clients. A client requests a server’s
content or service function and therefore initiate communi-
cation sessions with servers which await incoming requests.
Appicaptor evaluates the methods and API function calls
that initiate, perform and end communication processes
with external entities.

URL: http://en.wikipedia.org/wiki/Client$%
E2%80%93server_model

Secure communication is achieved when two entities are
communicating in a way not susceptible to eavesdropping,
interception and manipulation. Appicaptor validates the
communication security characteristics in terms of correct
communication counterpart authenticity check implemen-
tations, and communication protection characteristics (in-
tegrity and encryption).

URL: http://en.wikipedia.org/wiki/Secure_
communication


http://en.wikipedia.org/wiki/CAST-128
http://en.wikipedia.org/wiki/CAST-128
http://en.wikipedia.org/wiki/Block_cipher_mode_of_operation
http://en.wikipedia.org/wiki/Block_cipher_mode_of_operation
http://en.wikipedia.org/wiki/Client%E2%80%93server_model
http://en.wikipedia.org/wiki/Client%E2%80%93server_model
http://en.wikipedia.org/wiki/Secure_communication
http://en.wikipedia.org/wiki/Secure_communication
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The compiler transforms source code written in a program-
ming language into another computer language (the target
language, often resulting in a binary form known as object
code). Several compile-time options can be used to help
hardening a resulting binary e.g., against memory corrup-
tion attacks. Appicaptor evaluates the compile-time options
applied during app deployment.

See SSL Trust Management Modification

Data at rest on the mobile device is subject to multiple
threats. To prevent this data from being unauthorizedly ac-
cessed, modified or stolen, mobile operating systems em-
ploy security protection measures such as password protec-
tion, data encryption, or a combination of both.

Data protection is available for iOS devices that offer hard-
ware encryption, including iPhone 3GS and later, all iPad
models, and iPod touch (3rd generation and later). Data
protection enhances the built-in hardware encryption by
protecting the hardware encryption keys with the device
passcode. This provides an additional layer of protection for
specific data on rest. Especially if a device is lost.

URL: http://support.apple.com/kb/ht4175

When a new file is created on an iOS device, it is assigned
to a specific class by the app that creates it or the default
class is utilized when no specific class is assigned. The de-
fault class is NSFileProtectionComplete when an app was
installed on iOS 7 whereas it is NSFileProtectionNone when
an app was installed on i0OS6 or prior. Each class uses differ-
ent policies to determine when the data is accessible. The
basic classes and policies are as follows: complete protec-
tion (NSFileProtectionComplete), protected unless open (NS-
FileProtectionCompleteUnlessOpen), protected until first
user authentication (NSFileProtectionCompleteUntilFirstUser-
Authentication) and no protection (NSFileProtectionNone).
Appicaptor evaluates all file generation and modification
processes within the evaluated app and monitors the (de-
fault) assignment of data protection classes to these files.
URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf

Appicaptor evaluates different aspects of data security: data
protection (data on rest protection, see data protection),
permission analysis, etc.

Fraunhofer SIT 23 5

Appicaptor Report


http://support.apple.com/kb/ht4175
https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf
https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf

DES

Document types

Domains ac-
cessed with
HTTP and HTTPS

Dynamically
loaded code
(Android)

ECB

Flaw

fstack-protector-
all
(i0S)

For internal use only!

The Data Encryption Standard (DES) is an outdated
symmetric-key encryption algorithm which is now consid-
ered to be insecure for many applications.

URL: http://en.wikipedia.org/wiki/Data_
Encryption_Standard

If an app is capable of opening specific types of files, the
app may indicate that support to the operating system. This
allows other apps to offer the user the option to hand off
those files to that mentioned app. Appicaptor extracts all
document types an app can handle.

URL: https://developer.apple.com/library/
ios/Documentation/FileManagement/
Conceptual/DocumentInteraction_
TopicsForIOS/Articles/
RegisteringtheFileTypesYourAppSupports.
html ,
http://developer.android.com/reference/
android/content/Intent.html

See Mixed usage of HTTP and HTTPS

Loading (external) executable code while an app is running.

The simplest of the encryption modes of a block cipher al-
gorithm is the electronic codebook (ECB) mode. The mes-
sage is divided into blocks, and each block is encrypted sepa-
rately.

URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

A software flaw is an error, failure, or fault in a computer
program or system that causes it to produce an incorrect or
unexpected result, or to behave in unintended ways.

iOS applications can apply stack smashing protection at
compile time. This can be achieved by specifying the com-
piler option named fstack-protector-all
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iCloud is a cloud storage and cloud computing service pro-
vided by Apple. It allows data syncing for email, contacts,
calendars, bookmarks, notes, reminders (to-do lists), iWork
documents, photos and other data. The service also al-
lows users to wirelessly back up their iOS devices to iCloud.
Appicaptor examines iCloud usage as an option to store pri-
vate or sensitive data with potentially different protection
measures than the app’s selected protection measures on
the mobile device.

URL: https://www.icloud.com/

See flaw

In-App purchase in apps enables the app developer to sell
content or features directly within a free or paid app, e.g.,
premium content, virtual goods, or subscriptions.

WebViews JavaScript API Calls to all Android Java methods
are possible in case the app is executed on Android before
4.2 (remote code injection)

URL: http://developer.android.com/
reference/android/webkit/WebView.html#
addJavascriptInterface%28java.lang.
Object, $20java.lang.String%29,
http://sseblog.ec-spride.de/2013/09/
java-script—-attack-vector/

Apps need to handle passwords and other sensitive data,
such as keys or tokens. The iOS keychain provides a way
to store these items. Rather than limiting access to a single
process or app, access groups allow keychain items to be
shared between apps. Keychain items can only be shared
between apps from the same developer.

URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf
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The basic classes are as follows: Access to keychain entries
when device is unlocked (kSecAttrAccessibleWhenUnlocked),
after first unlock (kSecAttrAccessibleAfterFirstUnlock) or al-
ways (kSecAttrAccessibleAlways). Apps with background
refresh services in iOS 7 require the keychain class kSecAt-
trAccessibleAfterFirstUnlock for keychain items when that in-
formation is accessed during background updates. Each key-
chain class has a “This device only” counterpart, which is al-
ways protected with device specific Key (the UID-key) when
being copied from the device during a backup, rendering

it useless if restored to a different device. Appicaptor eval-
uates all keychain generation and modification processes
within the evaluated app and monitors the assignment of
keychain entry classes.

URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf

For e.g., application debugging there is the opportunity to

utilize log statements to write data to the global device log.
As the usage of log statements is one potential way to leak
data Appicaptor searches for the usage of log statements in

apps.

Malicious app behavior affects the app user directly e.g.
through some action within a malicious app that harms
the user’s data, information or processes. Malicious actions
could be e.g. unauthorized data leakage, data modification
or social engineering.

The MD5 message-digest algorithm is a widely used crypto-
graphic hash function producing a 128-bit (16-byte) hash
value. The security of the MD5 hash function is severely
compromised, as a collision attack exists that can find col-
lisions within seconds.

URL: http://en.wikipedia.org/wiki/MD5

The Message Ul framework provides view controllers for pre-
senting composition interfaces for email and SMS messages
within a 3rd party app without requiring the user to leave
the app.

URL: https://developer.apple.com/library/
ios/Documentation/MessageUI/Reference/
MessageUI_Framework_Reference/_index.
html
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When an app transmits data to a server via http that is capa-
ble of https the app does not utilize the maximum amount
of protection that is offered by its communication counter-
part. To detect potential but avoidable information leakage
based on unprotected communication Appicaptor searches
and documents for http usage when the target server is ca-
pable of https communication, as this characteristic is crucial
to data in transit protection.

The OpenSSL Project develops a Open Source toolkit imple-
menting the Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) protocols. The project is managed by a world-
wide community of volunteers. Appicaptor checks whether
or not OpenSSL used within an app.

URL: https://www.openssl.org/

Serveral apps ask for more permissions than necessary (ac-
cording to their app functionality and utilized APl methods
within the app). This is because they are integrated with
the operating system at a low level by device manufacturers
or app developer requests more permissions than required
(e.g., within Android app manifest file).

A block cipher works on units of a fixed size (known as a
block size), but messages come in a variety of lengths. So
some modes (namely ECB and CBC) require that the fi-

nal block be padded before encryption. Several padding
schemes exist. The simplest is to add null bytes to the plain-
text to bring its length up to a multiple of the block size,
but care must be taken so that the original length of the
plaintext can be recovered. As an example the value of each
added byte by PKCS7 padding is the number of bytes that
are added.

URL: http://en.wikipedia.org/wiki/
Padding_(cryptography)

With Passbook apps can store boarding passes, event tick-
ets, retail coupons, store cards and generic passes. These
elements include barcodes that can be scanned in order to
convey information stored in the pass to perform actions in
the physical world. As the usage of passbook is one poten-
tial way to leak data Appicaptor searches for the usage of
passbook in apps.

URL: https://developer.apple.com/
passbook/
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When the user requests a copy or cut operation on a selec-
tion in the user interface an object in the app writes data to
a pasteboard. Another object in the same or a different app
then reads that data from the pasteboard and presents it to
the user at a new location; this usually happens when the
user requests a paste operation. The copy and paste actions
can be processed with two different apps. To share data
with any other app, the app can either use the system-wide
pasteboard; or to share data with another app that has the
same team ID as the initial app, the app-specific pasteboards
can be utilized. As the usage of pasteboards is one potential
way to leak data Appicaptor searches for the utilized paste-
board type and the usage of the system-wide pasteboard if
available.

URL: https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIPasteboard_Class/Reference.html

Android is a privilege-separated operating system, in which
each application runs with a distinct system identity (Linux
user ID and group ID). Additional finer-grained security fea-
tures are provided through a "permission” mechanism that
enforces restrictions on the specific operations that a par-
ticular process can perform, and per-URI permissions for
granting ad hoc access to specific pieces of data.

URL: http://developer.android.com/guide/
topics/security/permissions.html

see ASLR-PIE

Data privacy deals with the ability of an organization or indi-
vidual to restrict the sharing of data with third parties.

Privacy violations refers to a process in which personal, sen-
sitive information are exposed to unauthorized third parties.
Appicaptor detects privacy violations based on e.g., unau-
thorized screenshot captures, access to device identifiers,
address book usage without notification, advertisement-
/tracking frameworks usage, sensor usage (location, micro-
phone, camera, etc.), log statements utilized, message Ul
usage, iCloud usage, Pasteboard or passbook usage, etc.

RC2 a symmetric-key block cipher with a block size of 64
bits and encryption key length of 8-1024 bits, in steps of 8
bits.

URL: http://en.wikipedia.org/wiki/RC2
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Stream cipher used in popular protocols such as Transport

Layer Security (TLS) (to protect Internet traffic) and WEP (to
secure wireless networks). While remarkable for its simplic-
ity and speed in software, RC4 has weaknesses that argue

against its use in new systems.

URL: http://en.wikipedia.org/wiki/RC4

Runtime security summarizes Appicaptor test cases that re-
fer to methods to harden the application binary based on
compile-time options as well as the ability to execute dynam-
ically loaded code.

Security violations refers to a circumstance that a process or
data handling is not protected in an appropriate manner.

App’s access to smartphone sensors, with or without user
interaction. Appicaptor detects access to sensor data such
as location data and location updates, microphone, and
camera data.

The SHA1 message-digest algorithm is a widely used cryp-
tographic hash function producing a 160-bit (20-byte) hash
value. Attacks were found on SHA-1 therefore it is recom-
mended to move to SHA-2.

URL: http://en.wikipedia.org/wiki/SHA-1

App’s interaction with social networks, based on social net-
work framework or library usage. Appicaptor detects social
network interaction with Twitter, Facebook and Weibo.

Secure Sockets Layer (SSL), and its successor Transport Layer
Security (TLS), are cryptographic protocols which were de-
signed to provide communication security (integrity, authen-
ticity and confidentiality) over untrusted communication
channels.

URL: http://tools.ietf.org/html/rfc6101

If using WebViews in coordination with SSL/TLS the app
developer can modify the SSLErrorHandler. One intention
to do so is to accept self-signed or even all certificates, even
incorrect ones. Appicaptor detects and notifies SSL error
handling modifications as these open the opportunity to
improper SSL error handling and therefore facilitate Man-in-
the-Middle attacks.

URL: http://developer.android.
com/reference/android/webkit/
SslErrorHandler.html

See SSL or TLS
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See SSL Error Handling Modification

This refers also to SSL Error Handling Modification, but in
this circumstance there is at least one point of execution
where the communication proceeds even if an error is in-
dicated. Appicaptor detects and notifies faulty custom SSL
error handling modifications as these open the opportunity
to improper SSL error handling and therefore facilitate Man-
in-the-Middle attacks.

The communications security of SSL/TLS bases on the au-
thenticity and integrity of the utilized server certificates. If
an app implements a SSL/TLS certificate check itself and
does not use the operating system’s functions to validate
certificates. Faulty checks can render the SSL/TLS usage for
communication security useless. Appicaptor detects im-
proper certificate validation as this opens the opportunity
for Man-in-the-Middle attacks.

The ALLOW_ALL HostnameVerifier essentially turns host-
name verification off.

URL: http://developer.android.com/
reference/org/apache/http/conn/ssl/
AllowAllHostnameVerifier.html

Appicaptor detects wether or not the app implementation
changes the default SSL/TLS cipher sets.

Stack buffer overflows occur when a program writes to a
memory address on the program’s call stack outside of the
intended data structure. The stack smashing protection is a
compile-time option to mitigate the effects of stack buffer
overflows.

Some apps transmit certain static credentials in URL param-

eters. As URL parameters are not protected as they are part

of the HTTP header, this is a potential way to unintentionally
leak sensitive data.

Transport Layer Security (TLS) and its predecessor, Secure
Sockets Layer (SSL), is a cryptographic protocol which is
designed to provide communication security (integrity and
confidentiality) over untrusted communication channels
URL: http://tools.ietf.org/html/rfc224¢,
http://tools.ietf.org/html/rfcd346 |,
http://tools.ietf.org/html/rfch5246
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Tracking frame-  See Advertisement frameworks
work

URL schemata Apps that support custom URL schemes can use those
schemes to receive messages. Appicaptor searches if an app
registers for these URL schemes to receive external data.
URL: https://developer.apple.com/library/
ios/featuredarticles/iPhoneURLScheme__
Reference/Introduction/Introduction.
html

Web view A Web View is an element that displays web pages within
apps without starting a dedicated stand alone browser.
Appicaptor checks if Web Views are used within apps.
URL: http://developer.android.com/
reference/android/webkit/WebView.html ,
https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIWebView_Class/Reference/Reference.
html
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