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1 Terms of Use
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The Results and accompanying information generated by Fraunhofer SIT and
provided to the client are protected by copyright for Fraunhofer Gesellschaft e.
V., all rights reserved. The Results will be provided to the client at Fraunhofer
SIT" sole discretion and are be subject to strict confidentiality and use restric-
tions as detailed below as the Results - among others - contain benchmark test
results with regard to third party software.

The client shall only be granted a non-exclusive, non-transferable, non-sublicensable
right to use the Results for its own internal evaluation purposes only. The client
shall not be entitled to release, transfer, assign, rent, lease, sell, disclose or oth-
erwise publish the Results.

The client shall not be entitled to allow access to the Results - in whole or in
part - or any information contained therein by any third party and shall be liable
that its employees shall comply with the obligations above.

Each violation of the restrictions to use the Results as outlined above by the
client shall be subject to damage claims and claims to refrain from any unautho-
rized use of the Results. In addition, the client shall indemnify Fraunhofer from
any third party claim resulting from the client’s violation of these obligations.
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2 Overview

Table 2.1:
Overview of
tested apps,
versions and
applied test
models

Appicaptor is a framework for semi-automated security testing of apps. Gen-
erated by the framework, this report represents an aggregated interpretation
of the performed tests to answer questions about security and privacy related
properties of apps.

The apps listed in Table 2.1 were selected by the customer to be tested with

the Appicaptor Framework. For each app a test model was derived which de-
scribes the nature of the app best. The test model is used to configure tests and
it provides information for correlating single test results to an overall result. A
generic model is applied for apps that are not tagged for tests specific to a cer-
tain class of apps. The listed versions corresponds to the values specified in the
app archives and may differ from those displayed in the app store if a developer
had chosen to use a diffrent version string for the app store.

App Name Version OS Test Model
AutoScout24: mobile Auto Suche 8.0.10 Android Shop
BURGER KING. 5.1.0 Android Shop
Chefkoch - Rezepte & Kochen 2.6.1 Android Generic
DeutschlandCard 1.8.1 Android Shop
H&M 2.28 Android Shop
IKEA Katalog 17.00 Android Shop
IKEA Store 1.2.0 Android Shop
Immobilien, Wohnungen & Hauser 4.4.8 Android Shop
Immonet Immobilien Suche 3.6.3 Android Cartography
Lieferando.de: Essen bestellen 3.4.8 Android Shop
LIEFERHELD - PIZZA PASTA SUSHI 4.13.0-de  Android Shop
LoveScout24 (Ex FriendScout24) 3.11.0 Android  Messenger
markt.de Kleinanzeigen 7.1.3 Android Shop
McDonald.s Deutschland 1.6.1 Android Shop
mobile.de - mobile Auto Borse 5.21.0 Android Shop
PENNY 1.2.2 Android Shop
Planner 5D - Innenarchitektur 1.6.13 Android Image

Creator
Rossmann - Coupons & Angebote 1.4.2 Android Shop
stylefruits - Fashion & Styles 3.10.0 Android Shop
Tinder 6.0.1 Android  Messenger
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3 Results

The presented results are based on automated test procedures. All test metrics
are carefully chosen and cross-checked. For stating a single app property, multi-
ple independent tests are conducted and correlated to prevent incorrect results.
Conflicting results or results that break specified assumptions are denoted by

a question mark in the results to prevent false interpretation. Those potential
ambiguous results are subject to further improvements of test procedures by
integrating insights of manual investigations into improved tests.

Due to the nature of automated tests, however, the correctness of the pre-
sented results can not be guaranteed. The results are based on work created
to the best of our knowledge and belief.

Table 3.1: Legend  [X tested property was found
X[i] tested property was found (see detail section for limitations)
L] tested property was not found
[][i] tested property was not found (see detail section for limitations)
test created proper test results
test created no test results
test created conflicting results
error conditions during test

RSRIEN

3.1 AutoScout24: mobile Auto Suche (Android)

3.1.1 Tests
The following Table 3.2 summarizes the results of the Android app
AutoScout24: mobile Auto Suche with version 8.0.70.

Table 3.2: App risks for enterprise usage

Overview of

summarized test L Implementation flaws? No.

results for [ ] Privacy risks? No.

»AutoScout24: X Security risks? Yes.

mobile Auto Blacklisted by policy

Suche«

[l Violations of default policy? No.

Communication security

6 Fraunhofer SIT
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Client communication used? Yes.

Communication endpoints: 39 entries, see details.
Communication with country: Netherlands, United States,
Ireland, Germany, unknown

SSL/TLS used? Yes.

Static passwords in URLs found? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Data security

NN X

XXOXOXKX

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "RSA/
ECB/PKCS1PADDING"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.autoscout24.release.
permission.push, com.google.android.c2dm.
permission.RECEIVE, com.autoscout24.permission.
C2D-MESSAGE, com.google.android.providers.gsf.
permission.READ-GSERVICES

Overprivileged permissions: READ—-EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

NX X

XN X XK

(=] App can handle documents of mimeType: None.
] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 12 entries, see details.
Advertisment-/tracking frameworks found: 360 Dialog,

Doubleclick, HockeyApp, ScorecardResearch
App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location

NOXXKX
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Runtime Security

[l Scheduled Alarm Manager registered? No.

X' Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): java.

net .URLClassLoader(...),dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.

App uses outdated signature key? Yes.

Executed component after Phone Reboot: com.autoscout24.
business.sync.SystemBroadcastReceiver, com.
optimizely.OptlyIoReceiver

NX ]

3.1.2 Details

The following sections describe details about the test results of
AutoScout24: mobile Auto Suche with version 8.0.70.

App risks for enterprise usage

e Reasons for category security risks:

— App contains hard-coded communication secrets (e.g. passwords in
URLs).

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- https://fino:fino2015Ras24cfg-dev.getcredit.
de/scripts/app.js

- https://fino:fino2015@as24cfg-dev.getcredit.
de/scripts/vendor. js

- https://fino:fino2015Ras24cfg-dev.getcredit.
de/styles/app.css

- https://fino:fino2015@as24cfg-dev.getcredit.
de/styles/vendor.css

8 Fraunhofer SIT
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- https://fino:fino2015Ras24cfg-dev.getcredit.
de/vendor/hbci/jsHBCI. js

- https://fino:fino2015@as24cfg-testing.
getcredit.de/scripts/app. js

- https://fino:fino2015Ras24cfg-testing.
getcredit.de/scripts/vendor. js

- https://fino:fino2015@as24cfg-testing.
getcredit.de/styles/app.css

- https://fino:fino2015Ras24cfg-testing.
getcredit.de/styles/vendor.css

- https://fino:fino2015@as24cfg-testing.
getcredit.de/vendor/hbci/jsHBCI. js

- https://live.finanzen.immobilienscout24.de/
index.html?amount=2000&utm_medium=satellites&
utm_source=autoscout24&utm_campaign=
vehicles_expose_android_testbuttoné&utm_
content=finance_instantloan#kreditvergleich,
finanzierung

- https://www.financescout24.de/1p/
autoscout24-2?kreditbetrag=%7BPRICE%7D&
laufzeit=60&fahrzeugtype=%7BVEHICLE_TYPE%7D

- is24://retargetShowSearchForm?referrer=as24
- market://details?id=%s

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: angebot .autoscout24.de,
angebote.autoscout24.de, app—-measurement.com,
app.adjust.com, as24cfg-dev.getcredit.de, as24cfg-
testing.getcredit.de, as24cfg.getcredit.de,
b.scorecardresearch.com, cdn.krxd.net, cdn.
optimizely.com, csi.gstatic.com, d2zah9y47r7bi2.
cloudfront.net, dmytrodanylyk.com, errors.client.
optimizely.com, events.mobile.optimizely.com,
github.com, goo.gl, googleads.g.doubleclick.

net, graph.%s.facebook.com, graph.facebook.com,
live.finanzen.immobilienscout24.de, optimizely.
s3.amazonaws.com, pagead2.googlesyndication.
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com, plus.google.com, rink.hockeyapp.net, sb-
ssl.google.com, sb.scorecardresearch.com, sdk.
hockeyapp.net, secure.apps.scout24.com, ssl.
google—analytics.com, udm.scorecardresearch.com,
www.%s.facebook.com, www.autoscout24.de, www.
facebook.com, www.financescout24.de, www.google—
analytics.com, www.google.com, www.googleapis.com,
WWww.googletagmanager.com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App contains static passwords in URLs, which is bad practice for pub-
lished Apps in general. Sometimes these are leftovers of development
and could be used to gain access to development infrastructures for find-
ing a way to add malware functions to the application unnoticed.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://www.autoscout24.de/meinautomoment

http://angebote.autoscout24.de/regional/

http://dmytrodanylyk.com/pages/portfolio/
portfolio—-process—-button.html

http://udm.scorecardresearch.com/offline

http://b.scorecardresearch.com/p2?

Data security

e The application requires the following permissions from the protection-

level: NORMAL


http://www.autoscout24.de/meinautomoment
http://angebote.autoscout24.de/regional/
http://dmytrodanylyk.com/pages/portfolio/portfolio-process-button.html
http://dmytrodanylyk.com/pages/portfolio/portfolio-process-button.html
http://udm.scorecardresearch.com/offline
http://b.scorecardresearch.com/p2?

For internal use only!

3 Results

— READ-SYNC-SETTINGS (Allows applications to read the sync set-

tings.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don’t request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WRITE-SYNC-SETTINGS (Allows applications to write the sync set-
tings.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— READ-PHONE-STATE (Allows read only access to phone state. Note:

If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-

ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

Fraunhofer SIT ’I ‘]
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— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— MANAGE-ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

— AUTHENTICATE-ACCOUNTS (Allows an application to act as an Ac-
countAuthenticator for the AccountManager.)

— INTERNET (Allows applications to open network sockets.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

® The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

‘I 2 Fraunhofer SIT
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3 Results

Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, SIM card serial, Wifi-MAC address,
unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.sqguareup.leakcanary.internal.
DisplayLeakActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

The application does not contain a scheduled alarm.

Fraunhofer SIT 'I 3
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e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:01:17.982

3.2 BURGER KING. (Android)

3.2.1 Tests

Table 3.3:
Overview of
summarized test
results for
»BURGER KING.«

’I 4 Fraunhofer SIT
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The following Table 3.3 summarizes the results of the Android app BURGER
KING. with version 5.7.0.

App risks for enterprise usage

] Implementation flaws? No.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

L | Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 42 entries, see detalls.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

XOXKNENKX
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3 Results

(] SSL/TLS using faulty custom error handling? No.

(] SSL/TLS using manual domain name verification? No.

X Unprotected HTML? Yes.

Xl Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/CBC/
PKCS5Padding”

X Cryptographic keys found? Yes.

Xl Constant initialization vectors found? Yes.

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: de .burgerking.kingfinder.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

Ll s application overprivileged? No.

X Application defines content provider? Yes.

(=] Content provider accessible without permission: None.

X JavaScript to SDK API bridge usage? Yes.

[ ] WiFi-Direct enabled? No.

Input interface security

(=] App can handle documents of mimeType: None.

Ll Screenshot protection used? No.

[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.

Advertisment-/tracking frameworks found: Doubleclick,
HockeyApp

X App provides public accessible activities? Yes.

[ ] Backup of app is allowed? No.

Xl Log Statement Enabled? Yes.

L] Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location

X Unprotected map queries? Yes.

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)

L] Allow app debugging Flag? No.
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[ ] Allow autoexecute after Phone Reboot? No.

3.2.2 Details

The following sections describe details about the test results of BURGER
KING. with version 5.7.0.

App risks for enterprise usage

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

— Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

- Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://maps.google.com/maps?daddr=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- market://details?id=com.facebook.orca

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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e Communication endpoints: . facebook.com, accounts.google.

com, app.adjust.com, bk.pgtb.me, bkpromotions.
pgtb.me, burger-king-app.firebaseio.com, csi.
gstatic.com, d1d4t jva9m478f.cloudfront.net,
de.burger-king.ch, facebook.com, fr.burger-
king.ch, googleads.g.doubleclick.net, graph-
video.%s, graph.%s, it.burger-king.ch, login.
live.com, login.yahoo.com, maps.google.com,
pagead2.googlesyndication.com, play.google.

com, plus.google.com, sb-ssl.google.com, sdk.
hockeyapp.net, ssl.google—analytics.com, twitter.
com, www.bk—-feedback-de.com, www.bk-feedback-
nl.com, www.bklieferservice.at, www.burger-
king.ch, www.burgerking.at, www.burgerking.
com.mx, www.burgerking.de, www.burgerking.hu,
www.burgerking.nl, www.burgerkingpr.com, www.
facebook.com, www.google—analytics.com, www.
google.com, www.googleapis.com, www.linkedin.com,
www.myburgerking.cz, www.paypal.com

App communicates with servers in 6 countries.

Communication with country: Czech Republic, Hungary,
United States, Ireland, Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.myburgerking.cz/akce/mobilni-
aplikace/

- http://www.burger—king.ch/share/coupon/%1S$s

- http://www.burgerking.hu/cikkek/ajanlatok/
%$1Ss

- http://www.burgerking.com.mx/ofertas—-y—
promociones

- http://bk.pgtb.me/TS6Lg3
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- http://www.burgerking.at/share/campaign/%1$s

- http://www.burgerking.de/share/coupon/%$1$s

- http://www.burgerkingpr.com/ofertas—-y—-
promociones

- http://www.burger-king.ch/share/campaign/

$1Ss

- http://www.burgerking.de/share/campaign/%$1$s

- http://it.burger-king.ch/submenu/famiglia—-
bambini

- http:
- http:
- http:
- http:
- http:
- http:

- http:

/ /www
/ /www
/[ www
/ /www

/ /WwWw

.burgerking.nl/share/coupon/%1$s
.burgerking.at/share/coupon/%$1S$s
.burgerking.hu/kupon/%1S$s
.myburgerking.cz/akce/

.burgerking.nl/share/campaign/%$1$s

//maps.google.com/maps?daddr=

//fr.burger-king.ch/submenu/familles-
et—-enfants

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://maps.google.com/maps?daddr=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

Data security
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It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were

found:

— "undefined"

Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

— "undefined"

The application requires the following permissions from the protection-
level: NORMAL


http://www.burgerking.at/share/campaign/%1$s
http://www.burgerking.de/share/coupon/%1$s
http://www.burgerkingpr.com/ofertas-y-promociones
http://www.burgerkingpr.com/ofertas-y-promociones
http://www.burger-king.ch/share/campaign/%1$s
http://www.burger-king.ch/share/campaign/%1$s
http://www.burgerking.de/share/campaign/%1$s
http://it.burger-king.ch/submenu/famiglia-bambini
http://it.burger-king.ch/submenu/famiglia-bambini
http://www.burgerking.nl/share/coupon/%1$s
http://www.burgerking.at/share/coupon/%1$s
http://www.burgerking.hu/kupon/%1$s
http://www.myburgerking.cz/akce/
http://www.burgerking.nl/share/campaign/%1$s
http://maps.google.com/maps?daddr=
http://fr.burger-king.ch/submenu/familles-et-enfants
http://fr.burger-king.ch/submenu/familles-et-enfants
http://maps.google.com/maps?daddr=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
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— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

No indicators for overprivilege/redundant permissions found! The defined
permission can not abused by foreign apps.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build display,build fingerprint,
build brand, Wifi-MAC address,unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.google.android.gms.appinvite.
PreviewActivity

- de.xroot.burgerking.ui.activity.MainActivity

- com.google.android.gms.tagmanager.
TagManagerPreviewActivity

- de.xroot.burgerking.ui.activity.
SearchActivity

- de.xroot.burgerking.ui.activity.
CampaignsActivity

- de.xroot.burgerking.ui.activity.
KingFinderActivity

- de.xroot.burgerking.ui.activity.
CouponsActivity
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In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

— Google Maps

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

Execution time of all tests: 0:00:57.831

3.3 Chefkoch - Rezepte & Kochen (Android)

3.3.1 Tests

Table 3.4:
Overview of
summarized test
results for
»Chefkoch -
Rezepte &
Kochen«

The following Table 3.4 summarizes the results of the Android app Chefkoch
- Rezepte & Kochen with version 2.6.7.

App risks for enterprise usage
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X Implementation flaws? Yes.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

Ll Violations of default policy? No.

Communication security

X Client communication used? Yes.

Communication endpoints: 41 entries, see details.

Communication with country: United States, Ireland,
Germany, unknown

X SSL/TLS used? Yes.

Domains accessed with http AND https: pubads.g.doubleclick.
net

[ ] Custom SSL/TLS trust manager implemented? No.

X SSL/TLS using custom error handling? Yes.

[ ] SSL/TLS using faulty custom error handling? No.

X SSL/TLS using manual domain name verification? Yes.

X Unprotected HTML? Yes.

X Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.android.vending.
BILLING

Overprivileged permissions: FLASHLIGHT, READ-EXTERNAL-
STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

N NXXEK

XXX

Input interface security

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

=l Device administration policy entries: None.
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Accessed unique identifier(s): 11 entries, see details.

Advertisment-/tracking frameworks found: Doubleclick,
HockeyApp, INFOnline

X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

] Permission to access address book? No.

Sensor usage: Camera, Location (inactive)

Runtime Security

Ll Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)

[ ] Allow app debugging Flag? No.

LI Allow autoexecute after Phone Reboot? No.

3.3.2 Details

The following sections describe details about the test results of Chefkoch -
Rezepte & Kochen with version 2.6.7.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:
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http://frontend.bamboo-deployed.intern.
dev.chefkoch.de/mychefkoch/einkaufsliste/
drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#
?21istId=LISTID

http://play.google.com/store/apps/details?
id=

http://pubads.g.doubleclick.net/gampad/ads?
sz=400x300&1u=%2F6062%2Fhanna_MA_group%
2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_
reg=l&env=vp&output=xml_vast2&unviewed_
position_start=1l&m_ast=vast&url=[referrer_
url]&correlator=[timestamp]

http://www.google.com/books?id=
http://www.google.com/books?vid=1isbn
https://bsplus.srowen.com/ss?c=

https://www.googleapis.com/books/vl/volumes?
g=isbn:

market://details?id=

market://details?id=com.google.android.gms.
ads

market://details?id=com.srowen.bs.android
market://details?id=de.pixelhouse

..https://pubads.g.doubleclick.net/gampad/
ads?sz=400x300&1u=/6032/[adunit] &ciu_szs=
&impl=s&gdfp_reg=l&env=vp&output=vmapé&
unviewed_position_start=l&url=[referrer_url]
&correlator=[timestamp] &hl=

..https://pubads.g.doubleclick.net/gampad/
ads?sz=480x360&1u=/6032/[adunit] &ciu_szs=
&impl=s&gdfp_reg=l&env=vp&output=vmapé&
unviewed_position_start=l&url=[referrer_url]
&correlator=[timestamp] &hl=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
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http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
http://www.google.com/books?id=
http://www.google.com/books?vid=isbn
https://bsplus.srowen.com/ss?c=
https://www.googleapis.com/books/v1/volumes?q=isbn:
https://www.googleapis.com/books/v1/volumes?q=isbn:
market://details?id=
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
market://details?id=com.srowen.bs.android
market://details?id=de.pixelhouse
..https://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=480x360&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=480x360&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=480x360&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=480x360&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=
..https://pubads.g.doubleclick.net/gampad/ads?sz=480x360&iu=/6032/[adunit]&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=vmap&unviewed_position_start=1&url=[referrer_url]&correlator=[timestamp]&hl=

For internal use only!

3 Results

e Communication endpoints: accounts.google.com, api.

chefkoch.de, appadmin-preview—api.prod.chefkoch.
de, appinstall.webtrekk.net, box.emsmobile.de,
bsplus.srowen.com, code.google.com, config.ioam.de,
csi.gstatic.com, de.ioam.de, featureversionierung.
api.intern.dev.chefkoch.de, frontend.bamboo-
deployed.intern.dev.chefkoch.de, github.com,
google.com, googleads.g.doubleclick.net, iam—agof—
app.irquest.com, login.live.com, login.yahoo.com,
master.api.intern.dev.chefkoch.de, mobile-test.
intern.dev.chefkoch.de, mobile.chefkoch.de, play.
google.com, plus.google.com, pubads.g.doubleclick.
net, s0.2mdn.net, sdk.hockeyapp.net, ssl.google-
analytics.com, twitter.com, video.chefkoch-cdn.

de, www.chefkoch-app.de, www.chefkoch.de, www.
facebook.com, www.google, www.google—analytics.
com, Www.google.com, www.googleapis.com, www.
googletagmanager.com, www.intern.dev.chefkoch.de,
www.linkedin.com, www.paypal.com, zxing.appspot.
com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.google.com/books?id=

- http://www.chefkoch.de/userdatalost.php
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http://zxing.appspot.com/generator/

http://frontend.bamboo-deployed.intern.
dev.chefkoch.de/mychefkoch/einkaufsliste/
drucken/?X—-CHEFKOCH-API-TOKEN=AUTHTOKEN#
?21istId=LISTID

http://mobile.chefkoch.de/ms/s003/Rezepte.
html

http://appinstall.webtrekk.net/appinstall/
vl/install?

http://zxing.appspot.com/scan
http://code.google.com/p/zxing

http://appadmin-preview—api.prod.chefkoch.
de/v2

http://play.google.com/store/apps/details?
id=

http://mobile.chefkoch.de/mobile/mobile—
impressum.php

http://box.emsmobile.de/jws/
http://www.intern.dev.chefkoch.de:8989/v2
http://video.chefkoch-cdn.de/ck.de/videos/
http://master.api.intern.dev.chefkoch.de/v2

http://master.api.intern.dev.chefkoch.de:82/
v2

http://google.com/books
http://www.google.com/books?vid=1isbn

http://featureversionierung.api.intern.dev.
chefkoch.de/v2

http://s0.2mdn.net/instream/html5/native/
native_sdk_v3.html

http://www.chefkoch.de/magazin/artikel/4164,
0/Chefkoch-App/Nie-wieder—-Bannerwerbung.html

http://api.chefkoch.de/v2

http://mobile-test.intern.dev.chefkoch.de:
8989/v?2


http://zxing.appspot.com/generator/
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://mobile.chefkoch.de/ms/s0o3/Rezepte.html
http://mobile.chefkoch.de/ms/s0o3/Rezepte.html
http://appinstall.webtrekk.net/appinstall/v1/install?
http://appinstall.webtrekk.net/appinstall/v1/install?
http://zxing.appspot.com/scan
http://code.google.com/p/zxing
http://appadmin-preview-api.prod.chefkoch.de/v2
http://appadmin-preview-api.prod.chefkoch.de/v2
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://mobile.chefkoch.de/mobile/mobile-impressum.php
http://mobile.chefkoch.de/mobile/mobile-impressum.php
http://box.emsmobile.de/jws/
http://www.intern.dev.chefkoch.de:8989/v2
http://video.chefkoch-cdn.de/ck.de/videos/
http://master.api.intern.dev.chefkoch.de/v2
http://master.api.intern.dev.chefkoch.de:82/v2
http://master.api.intern.dev.chefkoch.de:82/v2
http://google.com/books
http://www.google.com/books?vid=isbn
http://featureversionierung.api.intern.dev.chefkoch.de/v2
http://featureversionierung.api.intern.dev.chefkoch.de/v2
http://s0.2mdn.net/instream/html5/native/native_sdk_v3.html
http://s0.2mdn.net/instream/html5/native/native_sdk_v3.html
http://www.chefkoch.de/magazin/artikel/4164,0/Chefkoch-App/Nie-wieder-Bannerwerbung.html
http://www.chefkoch.de/magazin/artikel/4164,0/Chefkoch-App/Nie-wieder-Bannerwerbung.html
http://api.chefkoch.de/v2
http://mobile-test.intern.dev.chefkoch.de:8989/v2
http://mobile-test.intern.dev.chefkoch.de:8989/v2
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3 Results

http://pubads.g.doubleclick.net/gampad/ads?
sz=400x300&1u=%2F6062%2Fhanna_MA_group%
2Fvideo_comp_appé&ciu_szs=&impl=s&gdfp_
reg=l&env=vp&output=xml_vast2&unviewed_
position_start=1l&m_ast=vast&url=[referrer_
url] &correlator=[timestamp]

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://frontend.bamboo-deployed.intern.
dev.chefkoch.de/mychefkoch/einkaufsliste/
drucken/?X—-CHEFKOCH-API-TOKEN=AUTHTOKEN#
?21istId=LISTID

http://play.google.com/store/apps/details?
id=

http://pubads.g.doubleclick.net/gampad/ads?
sz=400x300&1u=%2F6062%2Fhanna_MA_group%
2Fvideo_comp_appé&ciu_szs=&impl=s&gdfp_
reg=l&env=vp&output=xml_vast2&unviewed_
position_start=l&m_ast=vast&url=[referrer_
url]&correlator=[timestamp]

http://www.google.com/books?id=

http://www.google.com/books?vid=isbn

Data security

e The application requires the following permissions from the protection-

level:

NORMAL

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

Fraunhofer SIT
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http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://frontend.bamboo-deployed.intern.dev.chefkoch.de/mychefkoch/einkaufsliste/drucken/?X-CHEFKOCH-API-TOKEN=AUTHTOKEN#?listId=LISTID
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
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http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
http://pubads.g.doubleclick.net/gampad/ads?sz=400x300&iu=%2F6062%2Fhanna_MA_group%2Fvideo_comp_app&ciu_szs=&impl=s&gdfp_req=1&env=vp&output=xml_vast2&unviewed_position_start=1&m_ast=vast&url=[referrer_url]&correlator=[timestamp]
http://www.google.com/books?id=
http://www.google.com/books?vid=isbn
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— FLASHLIGHT (Allows access to the flashlight.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build hardware, build
display,build fingerprint,build brand, IMEI/MEID,
Wifi-MAC address, country code + mobile network
code for SIM provider,unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.pixelhouse.chefkoch.iab.IabShopActivity__

- com.google.zxing.client.android.
CaptureActivity

- de.pixelhouse.chefkoch.
MagazinArticleActivity_

- de.pixelhouse.chefkoch.SearchActivity_
- de.pixelhouse.chefkoch.RecipeActivity_
- de.pixelhouse.chefkoch.CookbookActivity_

- de.pixelhouse.chefkoch.ShoppingListActivity_
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In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ii-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.
Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:04.672

3.4 DeutschlandCard (Android)

3.4.1 Tests

Table 3.5:
Overview of
summarized test
results for

»Reutschlands:

Appicaptor Report
Card « ppicap P

The following Table 3.5 summarizes the results of the Android app
DeutschlandCard with version 7.8.7.
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App risks for enterprise usage

] Implementation flaws? No.
] Privacy risks? No.
Xl Security risks? Yes.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 30 entries, see details.
Communication with country: United States, Ireland,
France, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XX XOXOKX

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
ECB/PKCS7Padding", "RSA/ECB/PKCS1Padding", "RSA/
NONE /NoPadding"

Cryptographic keys found? Yes.

Constant initialization vectors found? Yes.

Key derivation iteration count: 1000

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 10 entries, see details.
Overprivileged permissions: READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

XX XENENXXAX X

=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.
Obfuscation level is: HIGH

Fraunhofer SIT 3 ’I
Appicaptor Report



3 Results

3.4.2 Details

32

Fraunhofer SIT
Appicaptor Report

NOXXOKRN T

For internal use only!

Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.
Advertisment-/tracking frameworks found: HockeyApp
App provides public accessible activities? No.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, WIFI-Based Location, GPS
Location

Runtime Security

NX ]

XX ][]

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

The following sections describe details about the test results of
DeutschlandCard with version 7.8.7.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

— Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

— Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

— Crypto: Overall quality of cryptographic implementation aspects is
rated poor and should be inspected in detail.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

http://apptrk.add4s.local/api/event/
?partnerId=.partnerId.

http://preprodapi.ad4.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

http://www.amazon.com/gp/mas/dl/android?p=

http://www.frandroid.com/culture-patates?id=
2

http://www.frandroid.com/culture-tech?id=2

https://api.SERVER. .accengage.com/routes?
partnerld=.partnerld. &sharedId=.sharedId.
&version=.version.

https://apptrk.ad.tl/api/event/?partnerId=
.partnerId.

https://docs.google.com/forms/d/12-

_0OX0OCjyTdV8D6ALgpOb—dCuaSM7Bgt4cBcndteOew/

viewform?entry.1649964727&entry.1072759240&
entry.1957934241&entry.1676747997=

https://play.google.com/store/apps/details?
id=

https://play.google.com/store/apps/details?
id=de.deutschlandcard.app

https://www.deutschlandcard.de/201603-
ostern—-tnb-app?suppressHeader=1¢&
suppressFooter=1

https://www.deutschlandcard.de/Datenschutz-
2015037?suppressHeader=1l&suppressFooter=1
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http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
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http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://www.amazon.com/gp/mas/dl/android?p=
http://www.frandroid.com/culture-patates?id=2
http://www.frandroid.com/culture-patates?id=2
http://www.frandroid.com/culture-tech?id=2
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://apptrk.a4.tl/api/event/?partnerId=.partnerId.
https://apptrk.a4.tl/api/event/?partnerId=.partnerId.
https://docs.google.com/forms/d/12-_OXOCjyTdV8D6ALgpOb-dCuaSM7Bqt4cBcndteOew/viewform?entry.1649964727&entry.1072759240&entry.1957934241&entry.1676747997=
https://docs.google.com/forms/d/12-_OXOCjyTdV8D6ALgpOb-dCuaSM7Bqt4cBcndteOew/viewform?entry.1649964727&entry.1072759240&entry.1957934241&entry.1676747997=
https://docs.google.com/forms/d/12-_OXOCjyTdV8D6ALgpOb-dCuaSM7Bqt4cBcndteOew/viewform?entry.1649964727&entry.1072759240&entry.1957934241&entry.1676747997=
https://docs.google.com/forms/d/12-_OXOCjyTdV8D6ALgpOb-dCuaSM7Bqt4cBcndteOew/viewform?entry.1649964727&entry.1072759240&entry.1957934241&entry.1676747997=
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=de.deutschlandcard.app
https://play.google.com/store/apps/details?id=de.deutschlandcard.app
https://www.deutschlandcard.de/201603-ostern-tnb-app?suppressHeader=1&suppressFooter=1
https://www.deutschlandcard.de/201603-ostern-tnb-app?suppressHeader=1&suppressFooter=1
https://www.deutschlandcard.de/201603-ostern-tnb-app?suppressHeader=1&suppressFooter=1
https://www.deutschlandcard.de/Datenschutz-201503?suppressHeader=1&suppressFooter=1
https://www.deutschlandcard.de/Datenschutz-201503?suppressHeader=1&suppressFooter=1
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- https://www.deutschlandcard.de/Datenschutz—
2015037?suppressHeader=1&suppressFooter=1&
#smartbanner=1

- https://www.deutschlandcard.de/Datenschutz_
App?suppressHeader=1l&suppressFooter=1&
#smartbanner=1

- https://www.deutschlandcard.de/Haeufige—
Fragen_App?suppressHeader=1l&suppressFooter=
l&#smartbanner=1

- https://www.deutschlandcard.de/Impressum?
suppressHeader=1&suppressFooter=1&
#smartbanner=1

- https://www.deutschlandcard.de/Newsletter—
Bedingungen?suppressHeader=1&suppressFooter=
1

- https://www.deutschlandcard.de/
Teilnahmebedingungen?suppressHeader=1&
suppressFooter=1

- https://www.deutschlandcard.de/
Teilnahmebedingungen?suppressHeader=1&
suppressFooter=1l&#smartbanner=1

- https://www.deutschlandcard.de/aktion-web-
view?suppressHeader=1&suppressFooter=1&
#smartbanner=1

- https://www.deutschlandcard.de/
teilnahmebedingungen_puep?suppressHeader=1&
suppressFooter=1&#smartbanner=1

- market://details?id=

market://details?id=de.deutschlandcard.app

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, abtasty-for—app.
readme.io, api.ad4s.local, api.SERVER. .accengage.
com, appgewinnspiel.deutschlandcard.de, apptrk.
ad.tl, apptrk.ad4s.local,data.altbeacon.orgqg,
deutschlandcardOl.wt—eul02.net, docs.google.com,
facebook.com, graph-video.%s, graph.%s, graph.
facebook.com, maps.google.com, play.google.comnm,
plus.google.com, preprodapi.ad.tl, preprodapptrk.
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a4d.tl, sdk.hockeyapp.net, ssl.google—-analytics.com,
tippspiel.deutschlandcard.de, ws.deutschlandcard.
de, www.amazon.com, www.deutschlandcard.de,

www . facebook.com, www. frandroid.com, www.
google—analytics.com, www.googleapis.com, www.
googletagmanager.com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.frandroid.com/culture-tech?id=2

- http://preprodapi.ad.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- http://maps.google.com/maps?

- http://apptrk.adds.local/api/event/
?partnerId=.partnerId.

- http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://www.frandroid.com/culture-patates?id=
2

- http://www.amazon.com/gp/mas/dl/android?p=
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e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://api.ad4s.local:8000/routes?partnerId=
.partnerId.&sharedId=.sharedId.&version=
.version.

- http://apptrk.add4s.local/api/event/
?partnerId=.partnerId.

- http://preprodapi.ad.tl/routes?partnerId=
.partnerId.&sharedId=.sharedId.&version=
.version.

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- http://www.amazon.com/gp/mas/dl/android?p=

- http://www.frandroid.com/culture-patates?id=
2

- http://www.frandroid.com/culture-tech?id=2

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all. Usage of RSA was identified. RSA
without padding is considered weak.

e |tis considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

- "MIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDdvmLrVeu/
wHpscTzjVh6Z611UmvAGGHRKE+KRF9ZhfUvDrS/
T4vxetFx4gRU20fYVOOLFSFWPIzsZKL3G9bLOnsmGFsigjAiOWUmm
1MoC44SIUWx1dpwh5NOF 92gMRS4HIPmMVhEAXEkvsAVH3cOUgsrwID.

e Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- "MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCRBi1QKBgQDdvmLrVeu/
wHpscTzjVh6Z2611UmvAGGHRKE+KRF9ZhfUvDrS/
T4vxetFx4gRU20fYVOOLFsFWPIZzsZKL3G90LOnsmGEFsigqjAiOWUmm
1MoC44STUWx1dpwhbNOF92gMRS4HIPMVhEAXEkvsAVH3cOUgsrwID.

e Key derivation function used in the app with an amount of 1000 itera-
tions is considered secure.
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e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST-BADGE, com.htc.launcher.
permission.READ-SETTINGS, de.deutschlandcard.
app.permission.C2D-MESSAGE, de.deutschlandcard.
app.permission.A4S-SEND, com.majeur.launcher.
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permission.UPDATE-BADGE, com.htc.launcher.
permission.UPDATE-SHORTCUT, com.sec.android.
provider.badge.permission.WRITE, com.sec.android.
provider.badge.permission.READ, com.anddoes.
launcher.permission.UPDATE-COUNT, com.google.
android.c2dm.permission.RECEIVE

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy
e Code obfuscation techniques were detected for the app.

¢ Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH

or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

¢ Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
brand, country code + mobile network code for SIM
provider, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- de.deutschlandcard.app.activities.
DCLaunchActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

e The application does not contain a scheduled alarm.

e |ndicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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* The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e Loadable libraries found:

— ARM 32 bit: lib/armeabi-v7a/libbitmaps.so
- ARM 32 bit: lib/armeabi-v7a/libgifimage.so

- ARM 32 bit: lib/armeabi-v7a/
libimagepipeline.so

— ARM 32 bit: lib/armeabi-v7a/libwebpimage.so
- ARM 32 bit: lib/armeabi-v7a/libwebp.so

- ARM 32 bit: lib/armeabi-v7a/libmemchunk.so
- x86 32bit: lib/x86/libbitmaps.so

- x86 32bit: 1ib/x86/libgifimage.so

- x86 32bit: 1lib/x86/libimagepipeline.so

- x86 32bit: lib/x86/libwebpimage.so

- x86 32bit: 1ib/x86/libwebp.so

- x86 32bit: 1ib/x86/libmemchunk.so

- x86 64bit: 1lib/x86_64/libbitmaps.so

- x86 64bit: 1lib/x86_64/libgifimage.so

- x86 64bit: 1ib/x86_64/libimagepipeline.so
- x86 64bit: 1ib/x86_64/libwebpimage.so

- x86 64bit: 1lib/x86_64/1libwebp.so

- x86 64bit: 1ib/x86_64/1libmemchunk.so

- ARMv8 64 bit: lib/arm64-v8a/libbitmaps.so
- ARMv8 64 bit: lib/arm64-v8a/libgifimage.so

- ARMv8 64 bit: lib/arm64-v8a/
libimagepipeline.so

- ARMv8 64 bit: lib/arm64-v8a/libwebpimage.so
- ARMv8 64 bit: lib/arm64-v8a/libwebp.so

- ARMv8 64 bit: lib/arm64-v8a/libmemchunk.so
- ARM 32 bit: lib/armeabi/libbitmaps.so

- ARM 32 bit: lib/armeabi/libgifimage.so

- ARM 32 bit: lib/armeabi/libimagepipeline.so
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- ARM 32 bit:
- ARM 32 bit:

- ARM 32 bit:

lib/armeabi/libwebpimage.so
lib/armeabi/libwebp.so

lib/armeabi/libmemchunk. so

3 Results

Test Performance

e Execution time of all tests: 0:00:42.605

3.5 H&M (Android)

3.5.1 Tests

Table 3.6:
Overview of
summarized test
results for »H&M«

The following Table 3.6 summarizes the results of the Android app H&M with
version 2.28.

App risks for enterprise usage

] Implementation flaws? No.

X Privacy risks? Yes.

X Security risks? Yes.

Blacklisted by policy

[l Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 40 entries, see details.
Communication with country: Netherlands, United States,
Ireland, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXNXOXOKX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
ECB/PKCS5Padding"

X Constant initialization vectors found? Yes.

Xl Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.
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Userdefined permission usage: com.hm.NOTIFICATION-
INBOX-VIEWER, com.hm.permission.C2D-MESSAGE,
com.google.android.c2dm.permission.RECEIVE,
com.google.android.providers.gsf.permission.
READ-GSERVICES

Overprivileged permissions: CAMERA, READ-EXTERNAL-STORAGE
Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

XXX K

Input interface security

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
Ll Tap Jacking Protection used? No.

Privacy

XI  Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

Obfuscation framework used: Kobi 1

(=] Device administration policy entries: None.

Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,

HockeyApp, Xtify

App provides public accessible activities? Yes.

Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, WIFI-Based Location, GPS
Location

Unprotected map queries? Yes.

NOXOX

X

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: ELAPSED-REALTIME-WAKEUP

Alarm intervals dynamically? Yes.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClasslLoader(...), ClassLoader.loadClass(...),
loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

NXOXKNX

X0
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3.5.2 Details

The following sections describe details about the test results of H&M with ver-
sion 2.28.

App risks for enterprise usage

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

- Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- %s://tags.tigcdn.com/utag/%s/%s/%s/mobile.
html?%s=%56&%s=%sS&%5=%S

- http://lp.hm.com/hmprod?set=source[/josh/
media/sys_master/9437500997662/general_
menu_icon_search.pngl, &set=key[size]
,value[100x100] &call=url[file:/mobile/vl/
generic]

- http://maps.google.com/maps?daddr=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- http://sdk.api.xtify.com/2.0/rn/%1$s/
details?appKey=%2$s&mid=%3$s

- http://www.youtube.com/watch?v=%1$s&
autoplay=1

- http://www.youtube.com/watch?v=%s
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- market://details?id=com.facebook.orca

- market://details?id=com.google.android.gms.
ads

- ..https://www.googleapis.com/youtube/
v3/playlistItems?part=contentDetailsé&
playlistTId=%1S$s&key=%2Ss&maxResults=%3S$s&
fields=nextPageToken, pageInfo/totalResults,
items/contentDetails/video

- ..https://www.googleapis.com/youtube/
v3/playlistItems?part=contentDetailsé&
playlistId=%1S$s&key=%2Ss&maxResults=
%$3Ss&pageToken=%4S$s&fields=nextPageToken,
pageInfo/totalResults, items/contentDetails/
video

- ..https://www.googleapis.com/youtube/v3/
playlists?part=snippet, contentDetails&
channelId=%1S$s&key=%2Ss&maxResults=%35$s&
fields=items/id, items/snippet/tit

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, about .hm. com,
accounts.google.com, android.hm.com, api.hm.
com, api.ibm.xtify.com, api.twitter.com, app.
optimizely.com, cdn.optimizely.com, csi.gstatic.
com, errors.client.optimizely.com, euapi.xtify.
com, events.mobile.optimizely.com, facebook.com,
gate.hockeyapp.net, googleads.g.doubleclick.
net, graph-video.%s, graph.%s, img.youtube.com,
login.live.com, login.yahoo.com, 1p.hm.com,
maps.google.com, optimizely.s3.amazonaws.com,
play.google.com, plus.google.com, gaapi.ibm.
xtify.com, gasdk.api.xtify.com, sdk.api.xtify.
com, sdk.hockeyapp.net, ssl.google—-analytics.
com, twitter.com, www.facebook.com, www.google-
analytics.com, www.google.com, www.googleapis.com,
WWwW.googletagmanager.com, www.linkedin.com, www.
optimizelysockets.com, www.paypal.com

e App communicates with servers in 4 countries.

e Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.
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3 Results

e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

e Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

Interface HostnameVerifier is implemented or extended.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://sdk.api.xtify.com/2.0/rn/%1Ss/
details?appKey=%2$s&mid=%3$s

http://lp.hm.com/hmprod?set=source[/josh/
media/sys_master/9437500997662/general_
menu_icon_search.pngl], &set=key[size]
,value[100x100]&call=url[file:/mobile/vl/
generic]

http://about.hm.com/rest/mobile/
storelocator/1/locale/%$15$s%2$s%3Ss

http://android.hm.com/238
http://img.youtube.com/vi/

http://about.hm.com/rest/mobile/
storedepartments/1.0/locale/%s

http://maps.google.com/maps?daddr=

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://lp.hm.com/hmprod?set=source[/josh/
media/sys_master/9437500997662/general_
menu_icon_search.pngl], &set=key[size]
,value[100x100]&call=url[file:/mobile/v1l/
generic]

http://maps.google.com/maps?daddr=

http://play.google.com/store/apps/details?
id=com. facebook.orca

http://sdk.api.xtify.com/2.0/rn/%1S$s/
details?appKey=%25Ss&mid=%3$s
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Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- "fldsjfodasjifudslfjdsaofshaufihadsf"

e The application requires the following permissions from the protection-
level: NORMAL

— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— VIBRATE (Allows access to the vibrator.)

e The application requires the following permissions from the protection-
level: DANGEROUS

- CAMERA (Required to be able to access the camera device. This

will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate

location derived from network location sources such as cell towers
and Wi-Fi.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location

from location sources such as GPS, cell towers, and Wi-Fi.)
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— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

e The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-

pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.
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In general code obfuscation is done automatically by different obfusca-
tion frameworks or obfuscation service providers. Detailed information to
the detected framework Kobil can be found under: null

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unigue identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, build brand, MMC (Mobile Country
Code),unigque Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.hm.app.MainActivity
- com.hm.preview.PreviewLauncherActivity

— com.hm. features.notifications.
InboxViewerActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

— Google Maps
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Runtime Security

The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.xtify.sdk.alarm.LocationIntentService
The scheduled task gets repeated in the following intervals:
- Dynamic interval(s)

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:

- ARMvS8 64 bit: lib/armé6d4-v8a/libiconv.so

- ARMv8 64 bit: lib/arm64-v8a/libpl_
droidsonroids_gif.so

— ARMv8 64 bit: lib/arm64-v8a/libzbarjni.so
— ARM 32 bit: lib/armeabi/libiconv.so

- ARM 32 bit: lib/armeabi/libpl_droidsonroids_
gif.so

- ARM 32 bit: lib/armeabi/libzbarijni.so
— ARM 32 bit: lib/armeabi-v7a/libiconv.so

— ARM 32 Dbit: lib/armeabi-v7a/libpl_
droidsonroids_gif.so

- ARM 32 bit: lib/armeabi-v7a/libzbarjni.so
- MIPS I: lib/mips/libpl_droidsonroids_gif.so

- MIPS I: lib/mips64/libpl_droidsonroids_gif.
SO
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- x86 32bit: 1lib/x86/libiconv.so

- x86 32bit: 1ib/x86/1libpl_droidsonroids_gif.
so

- x86 32bit: 1lib/x86/libzbarjni.so

- x86 64bit: 1lib/x86_64/1libpl_droidsonroids_
gif.so

Test Performance

e Execution time of all tests: 0:00:52.753

3.6 IKEA Katalog (Android)

3.6.1 Tests
The following Table 3.7 summarizes the results of the Android app IKEA
Katalog with version 77.00.

Table 3.7: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.
results for »IKEA X Privacy risks? Yes.
Katalog« X Security risks? Yes.

Blacklisted by policy

X Violations of default policy? Yes.

Communication security

Client communication used? Yes.

Communication endpoints: 48 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.

Domains accessed with http AND https: maps .google.com, play.
google.com

Static passwords in URLs found? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NXKNJNKX

XX OOX XXX

Data security
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Cryptographic Primitives: 8 entries, see details.

Cryptographic keys found? Yes.

Constant initialization vectors found? Yes.

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Application needs system/signature permissions? Yes.
Overprivileged permissions: MOUNT-UNMOUNT-FILESYSTEMS,
READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: com. facebook.
FacebookContentProvider

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

NXXNXXX K

N IX X

(1X

=l App can handle documents of mimeType: None.
[l Screenshot protection used? No.
]  Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick, Google

Analytics

App provides public accessible activities? Yes.

Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, WIFI-Based Location, GPS
Location, Acceleration/Light

Unprotected map queries? Yes.

NOXOX

X

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: RTC-WAKEUP

Alarm intervals dynamically? Yes.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.
system.DexClassLoader(...),dalvik.system.
BaseDexClassLoader(...), ClassLoader.
loadClass(...), load(...), loadLibrary(...)

NXOXEKX
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Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.
App uses outdated signature key? Yes.
Contains native libraries: Yes.

XX

3.6.2 Details

The following sections describe details about the test results of IKEA
Katalog with version 77.00.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— App contains hard-coded communication secrets (e.g. passwords in
URLSs).

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

— Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

- Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.
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— Crypto: Overall quality of cryptographic implementation aspects is
rated poor and should be inspected in detail.

Blacklisted by policy

e Reasons for category violations of default policy:

- Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://3e4d8f708e3ad4ef7872d7aae337559%¢e4:
421ee77898074d01a6030143cc9%a22eel@engine.
redpeppercorn.se:9000/4

- http://cgicol.amap.com/collection/writedata?
ver=v1l.0_alig&

- http://maps.google.com/maps?saddr=

- http://maps.googleapis.com/maps/api/geocode/
json?latlng=

- http://play.google.com/store/apps/details?
id=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- http://tinyurl.com/api-create.php?url=

- http://viewer.zizera.com/ikea/vl/api/
versions?where=model+is+androidapp-3dmodels

- https://cbk0.google.com/cbk?cb_client=an_
mobile&output=reporté&panoid=

- https://maps.google.com/maps?saddr=&daddr=

- https://play.google.com/store/apps/details?
id=

- https://support.google.com/gmm/?p=android_
home__set_home

- https://support.google.com/gmm/?p=android_
home_sign_in
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https://support.google.com/gmm/?p=android_home_set_home
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- https://support.google.com/gmm/?p=android_
home_web_history

- https://support.google.com/gmm/?p=place_
questions

- https://support.google.com/gmm/?p=questions_
help

- https://support.google.com/maps/?p=ios_send_
to_phone

- market://details?id=

- market://details?id=com.facebook.orca

- market://details?id=com.google.vr.vrcore
- market://details?id=com.pinterest

- weixin://registerapp?appid=

- weixin://sendreg?appid=

- weixin://sendresp?appid=

- weixin://unregisterapp?appid=

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, apilocate.amap.
com, app.getsentry.com, aps.amap.com, catalogue.
redpeppercorn.se, cbk0.google.com, cgicol.
amap.com, clients4.google.com, csi.gstatic.com,
d325ty7ugiufcm.cloudfront.net, ds.mapabc.com,
engine.redpeppercorn.se, facebook.com, g.co, geol.
ggpht .com, google.com, graph-video.%s, graph. %s,
history.google.com, kh.google.com, 1h5.ggpht.com,
maps.google.com, maps.googleapis.com, mst0l.is.
autonavi.com, mst02.is.autonavi.com mst03.1s.
autonavi.com mst04.is.autonavi.com play.google.
com, plus.google.com, restapi.amap.com, ssl.google—
analytics.com, support.google.com, tinyurl.com,
tm.mapabc.com, tmds.mapabc.com, viewer.zizera.com,
webrd0Ol.is.autonavi.com, webrd02.1is.autonavi.com,
webrd03.is.autonavi.com, webrd04.is.autonavi.com,
wprdOl.is.autonavi.com, wprd02.is.autonavi.com,
wprd03.is.autonavi.com, wprd04.is.autonavi.com,
www.google—analytics.com, www.google.com, www.
googleapis.com, www.googletagmanager.com


https://support.google.com/gmm/?p=android_home_web_history
https://support.google.com/gmm/?p=android_home_web_history
https://support.google.com/gmm/?p=place_questions
https://support.google.com/gmm/?p=place_questions
https://support.google.com/gmm/?p=questions_help
https://support.google.com/gmm/?p=questions_help
https://support.google.com/maps/?p=ios_send_to_phone
https://support.google.com/maps/?p=ios_send_to_phone
market://details?id=
market://details?id=com.facebook.orca
market://details?id=com.google.vr.vrcore
market://details?id=com.pinterest
weixin://registerapp?appid=
weixin://sendreq?appid=
weixin://sendresp?appid=
weixin://unregisterapp?appid=
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3 Results

App communicates with servers in 6 countries.

Communication with country: United States, China, Ireland,
Germany, India, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App contains static passwords in URLs, which is bad practice for pub-
lished Apps in general. Sometimes these are leftovers of development
and could be used to gain access to development infrastructures for find-
ing a way to add malware functions to the application unnoticed.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/koushikdutta/async/
AsyncSSLSocketWrappers$l.

- Lcom/joshdholtz/sentry/
Sentry$ExSSLSocketFactory$l.

— Lcom/Jjoshdholtz/sentry/Sentry$3.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://restapi.amap.com/v3/geocode/regeo?
- http://google.com/cardboard/cfg

- http://restapi.amap.com/log/init

- http://maps.google.com/maps?saddr=

- http://restapi.amap.com/v3/bus/

- http://maps.googleapis.com/maps/api/geocode/
json?latlng=
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http://restapi.amap.com/v3/direction/
transit/integrated?

http://viewer.zizera.com/ikea/vl/api/
versions?where=model+is+androidapp-3dmodels

http://3e4d8f708e3ad4ef7872d7aae337559%¢e4:
421ee77898074d01a6030143cc9a22eel@engine.
redpeppercorn.se:9000/4

http://tinyurl.com/api-create.php?url=

http://play.google.com/store/apps/details?
id=

http://restapi.amap.com/v3/direction/
walking?

http://restapi.amap.com/v3/place/detail?
http://aps.amap.com/APS/r

http://restapi.amap.com/v3/direction/
driving?

http://restapi.amap.com/v3/assistant/
inputtips?

http://restapi.amap.com/v3/geocode/geo?
http://apilocate.amap.com/mobile/binary

http://restapi.amap.com/v3/place

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://3e4d8f708e3ad4ef7872d7aae337559%¢e4:
421ee77898074d01a6030143cc9a22eellengine.
redpeppercorn.se:9000/4

http://cgicol.amap.com/collection/writedata?
ver=v1.0_alié&

http://maps.google.com/maps?saddr=

http://maps.googleapis.com/maps/api/geocode/
json?latlng=

http://play.google.com/store/apps/details?
id=

http://play.google.com/store/apps/details?
id=com. facebook.orca


http://restapi.amap.com/v3/direction/transit/integrated?
http://restapi.amap.com/v3/direction/transit/integrated?
http://viewer.zizera.com/ikea/v1/api/versions?where=model+is+androidapp-3dmodels
http://viewer.zizera.com/ikea/v1/api/versions?where=model+is+androidapp-3dmodels
http://3e4d8f708e3a4ef7872d7aae337559e4:421ee77898074d01a6030143cc9a22ee@engine.redpeppercorn.se:9000/4
http://3e4d8f708e3a4ef7872d7aae337559e4:421ee77898074d01a6030143cc9a22ee@engine.redpeppercorn.se:9000/4
http://3e4d8f708e3a4ef7872d7aae337559e4:421ee77898074d01a6030143cc9a22ee@engine.redpeppercorn.se:9000/4
http://tinyurl.com/api-create.php?url=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://restapi.amap.com/v3/direction/walking?
http://restapi.amap.com/v3/direction/walking?
http://restapi.amap.com/v3/place/detail?
http://aps.amap.com/APS/r
http://restapi.amap.com/v3/direction/driving?
http://restapi.amap.com/v3/direction/driving?
http://restapi.amap.com/v3/assistant/inputtips?
http://restapi.amap.com/v3/assistant/inputtips?
http://restapi.amap.com/v3/geocode/geo?
http://apilocate.amap.com/mobile/binary
http://restapi.amap.com/v3/place
http://3e4d8f708e3a4ef7872d7aae337559e4:421ee77898074d01a6030143cc9a22ee@engine.redpeppercorn.se:9000/4
http://3e4d8f708e3a4ef7872d7aae337559e4:421ee77898074d01a6030143cc9a22ee@engine.redpeppercorn.se:9000/4
http://3e4d8f708e3a4ef7872d7aae337559e4:421ee77898074d01a6030143cc9a22ee@engine.redpeppercorn.se:9000/4
http://cgicol.amap.com/collection/writedata?ver=v1.0_ali&
http://cgicol.amap.com/collection/writedata?ver=v1.0_ali&
http://maps.google.com/maps?saddr=
http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
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3 Results

- http://tinyurl.com/api-create.php?url=

- http://viewer.zizera.com/ikea/vl/api/
versions?where=model+is+androidapp-3dmodels

Data security

e Cryptographic Primitives: "#aQu!t+o (n)a&v.1i", "AES/CBC/

NoPadding", "AES/CBC/PKCS5Padding", "AES/CBC/
PKCS7Padding", "AES/CTR/NoPadding", "DES/CBC/
PKCS5Padding", "RSA/ECB/PKCS1Padding", "—-a+m—a=p?
a.p.s%s3"

It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

- "#a@u'!t*o(n)a&v.i"
- "d6fc3a4a06adbde89223bvefedc24fecde188aaa9161"

Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- "-a+m-a=p?a.p.s%3"
-1,2,3,4,5,6,7,8

The application requires the following permissions from the protection-
level: NORMAL

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— VIBRATE (Allows access to the vibrator.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)
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e The application requires the following permissions from the protection-

level: DANGEROUS

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

The application requires the following permissions from the protection-
level: DANGEROUS

— MOUNT-UNMOUNT-FILESYSTEMS (Allows mounting and unmount-
ing file systems for removable storage. Not for use by third-party
applications.)

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

The application defines an unprotected content provider. From this inter-
face other application can read or write data to or from the application.
The listed content provider names allow access on application data by
external apps without permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.
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Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware, build
display,build fingerprint, build brand, IMEI/MEID,
subscriber ID (IMSI),Wifi-MAC address, unique
Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:
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- com. facebook.CustomTabActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

— Google Maps

Runtime Security

The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.ec.rpc.notification.Notifications
The scheduled task gets repeated in the following intervals:
— Dynamic interval(s)

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:
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ARM 32 bit: lib/armeabi-v7a/
libaudioplugingvrunity.so

ARM 32 bit: lib/armeabi-v7a/libconceal.so
ARM 32 bit: lib/armeabi-v7a/libgvrunity.so
ARM 32 bit: lib/armeabi-v7a/libmain.so
ARM 32 bit: lib/armeabi-v7a/libmono.so

ARM 32 bit: lib/armeabi-v7a/libpano_video_

renderer.so

- ARM 32 bit: lib/armeabi-v7a/libunity.so

— ARM 32 bit: lib/armeabi-v7a/libVuforia.so

- ARM 32 bit: lib/armeabi-v7a/
libVuforiaUnityPlayer.so

- ARM 32 bit: lib/armeabi-v7a/
libVuforiaWrapper.so

— ARM 32 bit: lib/armeabi-v7a/libxwalkcore.so

- ARM 32 bit: lib/armeabi-v7a/libxwalkdummy.so

Test Performance

e Execution time of all tests: 0:01:36.873

3.7 IKEA Store (Android)

3.7.1 Tests

Table 3.8:
Overview of
summarized test
results for »IKEA
Store«

The following Table 3.8 summarizes the results of the Android app IKEA

Store with version 71.2.0.

App risks for enterprise usage

X Implementation flaws? Yes.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

XI  Client communication used? Yes.
Communication endpoints: 38 entries, see details.
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Communication with country: 7 entries, see details.

SSL/TLS used? Yes.

Domains accessed with http AND https: maps .googleapis.com
Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? Yes.

SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.

Unprotected HTML? Yes.

Unprotected communication? Yes.

XXX OXKXX N XE

Data security

Cryptographic Primitives: "DES/ECB/PKCS7Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.ikea.kompis.lbm.
notification.permission.C2D-MESSAGE, com.google.
android.c2dm.permission.RECEIVE

Overprivileged permissions: RECEIVE-BOOT—-COMPLETED, READ—
EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NXNXE

N

XXX

Input interface security

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.
Accessed unique identifier(s): 8 entries, see details.
=] Advertisment-/tracking frameworks found: None.
X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

] Permission to access address book? No.

Sensor usage: Camera, WIFI-Based Location, GPS

Location, Acceleration/Light
Unprotected map queries? Yes.

X

Runtime Security
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[l Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), load(...), loadLibrary(...)

L] Allow app debugging Flag? No.

X Contains native libraries: Yes.

Executed component after Phone Reboot: com.ikea.kompis.

lbm.notification.LBMBootReceiver, co.vmob.sdk.
common .DeviceBootReceiver

3.7.2 Details

The following sections describe details about the test results of IKEA Store
with version 7.2.0.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- \b(https?.ftp.file)://[-a-zA-Z20-9+&Q#/%?=~_
e, .. ]x[—a—-zA-Z0-9+&Q#/%=~_.1
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- http://api.map.baidu.com/staticimage?center=

- http://cbk0.google.com/cbk?cb_client=an_
mobile&output=reporté&panocid=

- http://ditu.google.com/maps?saddr=

- http://maps.google.co.kr/maps?saddr=

- http://maps.google.com/maps?saddr=

- http://maps.google.com/maps?saddr=&daddr=

- http://maps.googleapis.com/maps/api/geocode/
json?latlng=

- http://mediabuilder.redpeppercorn.com/
ikea/vl/api/gallery/?_scope=%ls&select=
title, type,url&where=classification+
ist%2s&where=uniqueid+is+%3s&api_key=
8e5c4del9865f901041eeb811504a7e5

- http://www.google.co.kr/maps/?g=
- http://www.google.com/maps?g=

- https://maps.googleapis.com/maps/api/
staticmap?center=

- https://mapsengine.google.com/%s/maptile/
maps?v=%s&authToken=%$s&x=%d&y=%d&z=%d&s=

- https://secure.ikea.com/webapp/wcs/
stores/servlet/CreateUser?formName=
createFamilyUser&storelId=7&langIld=-206&
catalogId=11001l&localStore=10089

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: 7-themes.com, accounts.google.
com, api.map.baidu.com, app-measurement.com, cbk0.
google.com, cdn9.staztic.com, clients4.google.com,
csi.gstatic.com, data.altbeacon.org, ditu.google.
com, e2ua.com, extended-content—-ga.azurewebsites.
net, geo0.ggpht.com, in-store-experience.vmobapps.
com, kh.google.com, login.live.com, login.yahoo.
com, m.ikea.com, ma.ikea.com maps.google.co.kr,
maps.google.com maps.googleapis.com mapsengine.
google.com, mediabuilder.redpeppercorn.com,
plus.google.com, s—media—-cache-ak0.pinimg.com,
science—-all.com, secure.ikea.com, securem.ikea.com,
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http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://www.google.co.kr/maps/?q=
http://www.google.com/maps?q=
https://maps.googleapis.com/maps/api/staticmap?center=
https://maps.googleapis.com/maps/api/staticmap?center=
https://mapsengine.google.com/%s/maptile/maps?v=%s&authToken=%s&x=%d&y=%d&z=%d&s=
https://mapsengine.google.com/%s/maptile/maps?v=%s&authToken=%s&x=%d&y=%d&z=%d&s=
https://secure.ikea.com/webapp/wcs/stores/servlet/CreateUser?formName=createFamilyUser&storeId=7&langId=-20&catalogId=11001&localStore=10089
https://secure.ikea.com/webapp/wcs/stores/servlet/CreateUser?formName=createFamilyUser&storeId=7&langId=-20&catalogId=11001&localStore=10089
https://secure.ikea.com/webapp/wcs/stores/servlet/CreateUser?formName=createFamilyUser&storeId=7&langId=-20&catalogId=11001&localStore=10089
https://secure.ikea.com/webapp/wcs/stores/servlet/CreateUser?formName=createFamilyUser&storeId=7&langId=-20&catalogId=11001&localStore=10089
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securema.ikea.com, twitter.com, www.facebook.com,
WWw.google.co.kr, www.google.com, www.googleapis.
com, www.likea.com, www.linkedin.com, www.paypal.com

App communicates with servers in 7 countries.

Communication with country: Netherlands, United States,
Ireland, China, United Kingdom, Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/ikea/baseNetwork/network/
IkeaTrustManager.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

— Class AllowAllHostnameVerifier is used or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://clientsd.google.com/glm/mmap/api
- http://csi.gstatic.com/csi

- http://cbk0.google.com/cbk?cb_client=an_
mobile&output=reporté&panocid=

- http://maps.google.com/maps?saddr=
- http://api.map.baidu.com/staticimage?center=

- http://www.google.com/maps?g=
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http://mediabuilder.redpeppercorn.com/
ikea/vl1/api/gallery/?_scope=%ls&select=
title, type,url&where=classification+
ist+%2s&where=uniqueid+is+%3s&api_key=
8e5c4del9865f901041eeb811504a7e5

http://maps.googleapis.com/maps/api/geocode/
json?latlng=

http://maps.google.com/maps?saddr=&daddr=
http://maps.google.co.kr/maps?saddr=
http://ditu.google.com/maps?saddr=

http://www.google.co.kr/maps/?g=

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://api.map.baidu.com/staticimage?center=

http://cbk0.google.com/cbk?cb_client=an_
mobile&output=reporté&panocid=

http://ditu.google.com/maps?saddr=
http://maps.google.co.kr/maps?saddr=
http://maps.google.com/maps?saddr=
http://maps.google.com/maps?saddr=&daddr=

http://maps.googleapis.com/maps/api/geocode/
json?latlng=

http://mediabuilder.redpeppercorn.com/
ikea/vl/api/gallery/?_scope=%ls&select=
title, type,url&where=classification+
ist%2s&where=uniqueid+is+%3s&api_key=
8e5c4del9865f901041eeb811504a7e5

http://www.google.co.kr/maps/?g=

http://www.google.com/maps?g=

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.


http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://maps.google.com/maps?saddr=&daddr=
http://maps.google.co.kr/maps?saddr=
http://ditu.google.com/maps?saddr=
http://www.google.co.kr/maps/?q=
http://api.map.baidu.com/staticimage?center=
http://cbk0.google.com/cbk?cb_client=an_mobile&output=report&panoid=
http://cbk0.google.com/cbk?cb_client=an_mobile&output=report&panoid=
http://ditu.google.com/maps?saddr=
http://maps.google.co.kr/maps?saddr=
http://maps.google.com/maps?saddr=
http://maps.google.com/maps?saddr=&daddr=
http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://maps.googleapis.com/maps/api/geocode/json?latlng=
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://mediabuilder.redpeppercorn.com/ikea/v1/api/gallery/?_scope=%1s&select=title,type,url&where=classification+is+%2s&where=uniqueid+is+%3s&api_key=8e5c4de19865f901041eeb811504a7e5
http://www.google.co.kr/maps/?q=
http://www.google.com/maps?q=
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e The application requires the following permissions from the protection-

level:

NORMAL

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

WRITE-SETTINGS (Allows an application to read or write the system
settings.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

e The application requires the following permissions from the protection-

level:

DANGEROUS

BLUETOOTH (Allows applications to connect to paired bluetooth
devices.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
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your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— BLUETOOTH-ADMIN (Allows applications to discover and pair blue-
tooth devices.)

— GET-TASKS (Allows an application to get information about the cur-
rently or recently running tasks.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build fingerprint,
build brand, IMEI/MEID, Wifi-MAC address, unique
Android ID

No indicators for usage of advertisement/tracking framework were
found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

— co.vmob.sdk.consumer.
EmailVerificationActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
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App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

- Google Maps

Runtime Security
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The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:

- ARM 32 bit: lib/armeabi/libauthijni.so
- ARM 32 bit: lib/armeabi-v7a/libauthijni.so
- ARM 32 bit: lib/armeabi-v7a/liblept.so
- ARM 32 bit: lib/armeabi-v7a/libpngt.so
- ARM 32 bit: lib/armeabi-v7a/libtess.so
- ARM 32 bit: 1lib/x86/libauthijni.so

- x86 32bit: 1ib/x86/liblept.so

- x86 32bit: 1ib/x86/libpngt.so

- x86 32bit: 1lib/x86/libtess.so

- x86 64bit: 1lib/x86_64/liblept.so

- x86 64bit: 1lib/x86_64/1libpngt.so

- x86 64bit: 1ib/x86_64/libtess.so

The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.
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Test Performance

e Execution time of all tests: 0:01:14.237

3.8 Immobilien, Wohnungen & Hauser (Android)

3.8.1 Tests
The following Table 3.9 summarizes the results of the Android app
Immobilien, Wohnungen & H&auser with version 4.4.8.

Table 3.9 App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for X Privacy risks? Yes.

»Immobilien, X Security risks? Yes.

Wohnungen & Blacklisted by policy

Hauser«

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 37 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXX OXXXXRKNJN X

Data security

Cryptographic Primitives: "DES/ECB/NoPadding", "RC4/NONE /
NoPadding", "RSA/ECB/PKCS1PADDING"

X Application needs normal permissions? Yes.

XI  Application needs dangerous permissions? Yes.

Userdefined permission usage: de . immowelt .gcm.permission.

C2D-MESSAGE, com.google.android.c2dm.permission.
RECEIVE

Overprivileged permissions: READ-EXTERNAL-STORAGE

X Is application overprivileged? Yes.

L] WiFi-Direct enabled? No.

Input interface security
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(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

XI  Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 9 entries, see details.
Advertisment-/tracking frameworks found: HockeyApp,

ScorecardResearch

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location
Unprotected map queries? Yes.

XNOXXKX

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

NX ]

X 0]

3.8.2 Details

The following sections describe details about the test results of Tmmobilien,
Wohnungen & Hauser with version 4.4.8.

App risks for enterprise usage

e Reasons for category implementation flaws:

- Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:
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— Unprotected Web Content: App loads active web content (e.g.

JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

http://api.bauen.de/teaser/list?bid=

http://api.bauen.de/teaser/order?bid=7&mid=
95

http://dev-api.bauen.de/teaser/list?bid=

http://dev—-api.bauen.de/teaser/order?bid=7&
mid=95

http://docs.google.com/viewer?url=

http://info.criteo.com/privacy/privacy.aspx?
infonorm=3&partner=4057&campaignid=16385&
confirm=Subscription&cmd=Unsubscription

http://info.criteo.com/privacy/privacy.aspx?
infonorm=3&partner=4057&campaignid=16385&
confirm=Unsubscription&cmd=Subscription

http://m.immowelt.de/preisstatistik/detail?
noheaderfooter=true

http://maps.google.com/maps?daddr=

http://maps.googleapis.com/maps/api/
streetview?size=700x350&1location=

http://www.criteo.com/de/
datenschutzrichtlinien?
0eceal38193df0c9babl84bfl1b140820e=
8ba3335dbl1ff3ca%d52e87d87bl46a64

https://datacloud.tealiumig.com/%s/%s/8/1i.
gif?data=

https://datacloud.tealiumiq.com/vdata/i.gif?
tealium_vid=%s&tealium_account=%s&tealium__
profile=main
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http://api.bauen.de/teaser/list?bid=
http://api.bauen.de/teaser/order?bid=7&mid=95
http://api.bauen.de/teaser/order?bid=7&mid=95
http://dev-api.bauen.de/teaser/list?bid=
http://dev-api.bauen.de/teaser/order?bid=7&mid=95
http://dev-api.bauen.de/teaser/order?bid=7&mid=95
http://docs.google.com/viewer?url=
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://m.immowelt.de/preisstatistik/detail?noheaderfooter=true
http://m.immowelt.de/preisstatistik/detail?noheaderfooter=true
http://maps.google.com/maps?daddr=
http://maps.googleapis.com/maps/api/streetview?size=700x350&location=
http://maps.googleapis.com/maps/api/streetview?size=700x350&location=
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
https://datacloud.tealiumiq.com/%s/%s/8/i.gif?data=
https://datacloud.tealiumiq.com/%s/%s/8/i.gif?data=
https://datacloud.tealiumiq.com/vdata/i.gif?tealium_vid=%s&tealium_account=%s&tealium_profile=main
https://datacloud.tealiumiq.com/vdata/i.gif?tealium_vid=%s&tealium_account=%s&tealium_profile=main
https://datacloud.tealiumiq.com/vdata/i.gif?tealium_vid=%s&tealium_account=%s&tealium_profile=main
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- https://dev.secure.immowelt.de/aut/0-1220/
mobile/benutzerkonto/passwortvergessen/
?noheaderfooter=true

- https://immoweltag.d3.sc.omtrdc.net/optout.
html?locale=de_DE&popup=true

- https://preview.secure.immowelt.de/aut/0-
1220/mobile/benutzerkonto/passwortvergessen/
?noheaderfooter=true

- https://secure.immowelt.de/aut/0-1220/
mobile/benutzerkonto/passwortvergessen/
?noheaderfooter=true

- https://tools.google.com/dlpage/gaoptout?hl=
de

- market://details?id=

tealium://_config?request=

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, api.
bauen.de, app.adjust.com, b.scorecardresearch.com,
datacloud.tealiumiqg.com, dev—api.bauen.de, dev-
mobileapi.immowelt.de, dev.secure.immowelt .de,
dmytrodanylyk.com, docs.google.com, github.com,
immoweltag.d3.sc.omtrdc.net, info.criteo.com,
login.live.com, login.yahoo.com, m.immowelt.de,
maps.google.com, maps.googleapis.com, mobileapi.
immowelt.de, plus.google.com, preview-mobileapi.
immowelt .de, preview.secure.immowelt.de, sb.
scorecardresearch.com, sdk.hockeyapp.net, secure.
immowelt .de, tools.google.com, twitter.com, udm.
scorecardresearch.com, wl.mobileapi.immowelt.dc,
wWwWww.criteo.com, www.facebook.com, www.google.com,
WWw.google.de, www.googleapis.com, www.immowelt .de,
www.linkedin.com, www.paypal.com

App communicates with servers in 6 countries.

Communication with country: Netherlands, United States,
Ireland, France, Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.


https://dev.secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://dev.secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://dev.secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://immoweltag.d3.sc.omtrdc.net/optout.html?locale=de_DE&popup=true
https://immoweltag.d3.sc.omtrdc.net/optout.html?locale=de_DE&popup=true
https://preview.secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://preview.secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://preview.secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://secure.immowelt.de/aut/0-1220/mobile/benutzerkonto/passwortvergessen/?noheaderfooter=true
https://tools.google.com/dlpage/gaoptout?hl=de
https://tools.google.com/dlpage/gaoptout?hl=de
market://details?id=
tealium://_config?request=
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3 Results

e Modifications of trust management found. Interface X509TrustManager

is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lorg/apache/http/conn/ssl/
SSLContextBuilder$TrustManagerDelegate.

- Lcom/loopij/android/http/
MySSLSocketFactory$l.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface X509HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.google.com/privacy_ads.html

- http://m.immowelt.de/preisstatistik/detail?
noheaderfooter=true

- http://m.immowelt.de/home/error

- http://maps.googleapis.com/maps/api/
streetview?size=700x350&1location=

- http://info.criteo.com/privacy/privacy.aspx?
infonorm=3&partner=4057&campaignid=16385&
confirm=Subscription&cmd=Unsubscription

- http://www.criteo.com/de/
datenschutzrichtlinien?
0ecea38193df0c9abl84bfl1b140820e=
8ba3335dbl1ff3cad9d52e87d87bl46a64

- http://info.criteo.com/privacy/privacy.aspx?
infonorm=3&partner=4057&campaignid=16385&
confirm=Unsubscription&cmd=Subscription

- http://dmytrodanylyk.com/pages/portfolio/
circular-progress—-button.html
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http://www.google.com/privacy_ads.html
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http://m.immowelt.de/home/error
http://maps.googleapis.com/maps/api/streetview?size=700x350&location=
http://maps.googleapis.com/maps/api/streetview?size=700x350&location=
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
http://www.criteo.com/de/datenschutzrichtlinien?0ecea38193df0c9bab184bf1b140820e=8ba3335db1ff3ca9d52e87d87b146a64
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://dmytrodanylyk.com/pages/portfolio/circular-progress-button.html
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http://api.bauen.de/teaser/order?bid=7&mid=
95

http://dev-api.bauen.de/teaser/list?bid=

http://www.google.com/analytics/terms/de.
html

http://dev-api.bauen.de/teaser/order?bid=7&
mid=95

http://udm.scorecardresearch.com/offline
http://b.scorecardresearch.com/p2?
http://m.immowelt.de/app/
http://docs.google.com/viewer?url=
http://api.bauen.de/teaser/list?bid=

http://maps.google.com/maps?daddr=

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://api.bauen.de/teaser/list?bid=

http://api.bauen.de/teaser/order?bid=7&mid=
95

http://dev-api.bauen.de/teaser/list?bid=

http://dev-api.bauen.de/teaser/order?bid=7&
mid=95

http://docs.google.com/viewer?url=
http://info.criteo.com/privacy/privacy.aspx?

infonorm=3&partner=4057&campaignid=16385&
confirm=Subscription&cmd=Unsubscription

http://info.criteo.com/privacy/privacy.aspx?
infonorm=3&partner=4057&campaignid=16385&
confirm=Unsubscription&cmd=Subscription

http://m.immowelt.de/preisstatistik/detail?
noheaderfooter=true

http://maps.google.com/maps?daddr=

http://maps.googleapis.com/maps/api/
streetview?size=700x350&location=


http://api.bauen.de/teaser/order?bid=7&mid=95
http://api.bauen.de/teaser/order?bid=7&mid=95
http://dev-api.bauen.de/teaser/list?bid=
http://www.google.com/analytics/terms/de.html
http://www.google.com/analytics/terms/de.html
http://dev-api.bauen.de/teaser/order?bid=7&mid=95
http://dev-api.bauen.de/teaser/order?bid=7&mid=95
http://udm.scorecardresearch.com/offline
http://b.scorecardresearch.com/p2?
http://m.immowelt.de/app/
http://docs.google.com/viewer?url=
http://api.bauen.de/teaser/list?bid=
http://maps.google.com/maps?daddr=
http://api.bauen.de/teaser/list?bid=
http://api.bauen.de/teaser/order?bid=7&mid=95
http://api.bauen.de/teaser/order?bid=7&mid=95
http://dev-api.bauen.de/teaser/list?bid=
http://dev-api.bauen.de/teaser/order?bid=7&mid=95
http://dev-api.bauen.de/teaser/order?bid=7&mid=95
http://docs.google.com/viewer?url=
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Subscription&cmd=Unsubscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://info.criteo.com/privacy/privacy.aspx?infonorm=3&partner=4057&campaignid=16385&confirm=Unsubscription&cmd=Subscription
http://m.immowelt.de/preisstatistik/detail?noheaderfooter=true
http://m.immowelt.de/preisstatistik/detail?noheaderfooter=true
http://maps.google.com/maps?daddr=
http://maps.googleapis.com/maps/api/streetview?size=700x350&location=
http://maps.googleapis.com/maps/api/streetview?size=700x350&location=
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- http://www.criteo.com/de/

datenschutzrichtlinien?
O0eceal38193df0c9%abl84bflbl140820e=
8ba3335dblff3ca9d52e87d87bl46ac4

Data security

e Usage of RC4 was identified. RC4 is a weak algorithm and it’s use should
be avoided.

e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-

tion about networks.)

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

MANAGE-ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

AUTHENTICATE-ACCOUNTS (Allows an application to act as an Ac-
countAuthenticator for the AccountManager.)

ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

INTERNET (Allows applications to open network sockets.)
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— USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
display,build brand, Wifi—-MAC address, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.
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The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.immowelt.android.immobiliensuche.ui.
InfoDatenschutzActivity

- de.immowelt.android.immobiliensuche.ui.
UserForgotPasswordActivity

- de.immowelt.android.immobiliensuche.ui.
InfoAgbsActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

- Google Maps

Runtime Security

e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.
Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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* The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Test Performance

e Execution time of all tests: 0:00:47.972

3.9 Immonet Immobilien Suche (Android)

3.9.1 Tests
The following Table 3.10 summarizes the results of the Android app Immonet
Immobilien Suche with version 3.6.3.

Table 3.10: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for X Privacy risks? Yes.

»Immonet X Security risks? Yes.

Immobilien Blacklisted by policy

Suche«

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 21 entries, see details.
Communication with country: Netherlands, United States,
Ireland, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? Yes.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXOXXOX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.google.android.
providers.gsf.permission.READ-GSERVICES
Overprivileged permissions: READ—CALENDAR, READ-EXTERNAL-
STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

NX XA

N

X1 X
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(=] Content provider accessible without permission: None.

X JavaScript to SDK API bridge usage? Yes.

[ '] WiFi-Direct enabled? No.

Input interface security

=l App can handle documents of mimeType: None.

[l Screenshot protection used? No.

]  Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

=l Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.

Advertisment-/tracking frameworks found: Doubleclick, Google
Analytics, HockeyApp

X App provides public accessible activities? Yes.

XI' Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

L] Permission to access address book? No.

Sensor usage: GPS Location

X' Shared user ID defined? Yes.

X Unprotected map queries? Yes.

Runtime Security

L] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...),
loadLibrary(...)

L1 Allow app debugging Flag? No.

L] Allow autoexecute after Phone Reboot? No.

X Contains native libraries: Yes.

3.9.2 Details

The following sections describe details about the test results of ITmmonet
Immobilien Suche with version 3.6.3.

App risks for enterprise usage

e Reasons for category implementation flaws:

- Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.
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e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

- Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://immonet.geofabrik.de/nominatim/
reverse?lat=

- http://immonet.geofabrik.de/nominatim/
search?g=

- http://maps.google.com/maps?saddr=1loc:%sé&
daddr=1loc:%s

- http://www.immonet .de/exposeansicht.do?
clear=yesé&drop=nrsé&public_id=

- http://www.immonet .de/gadgets/iPhone/index.
jsp?content=android/agb

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/datenschutz

- http://www.immonet .de/gadgets/iPhone/index.
jsp?content=android/impressum

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/kontakt

- http://www.immonet .de/kommunikation/expose/
abuse.do?objectId=%d&abuseType=%d

- https://play.google.com/store/apps/details?
id=

- market://details?id=

- market://details?id=com.google.android.gms.
ads
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e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: api-branch.immonet.asv.local,
api-head.immonet.asv.local, api.immonet.de,
app.adjust.com, csi.gstatic.com, googleads.qg.
doubleclick.net, images.immonet.de, immonet.
geofabrik.de, maps.google.com, mobil.immonet .de,
play.google.com, plus.google.com, sdk.hockeyapp.
net, ssl.google—analytics.com, vtlapil.immonet.
asv.local, www.google—analytics.com, www.google.
com, www.googleapis.com, www.googletagmanager.com,
WWw . 1immonet .de, www.some-url-that-is-used-to-
test-for-browser—-existence.com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Faulty custom SSL error handling detected. The Class WebViewClient is
extended and onReceiveSslError(...) is overwritten with an insecure imple-
mentation.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/agb

- http://immonet.geofabrik.de/nominatim/
search?g=

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/impressum

- http://mobil.immonet.de/s%s

- http://api-branch.immonet.asv.local/api/
jsonrpc

- http://immonet.geofabrik.de/osrm/viaroute
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- http://immonet.geofabrik.de/query/
adminbounds.php

- http://vtlapil.immonet.asv.local/api/Jjsonrpc
- http://www.immonet .de/angebot/

- http://maps.google.com/maps?saddr=loc:%sé&
daddr=1loc:%s

- http://immonet.geofabrik.de/nominatim/
multisearch

- http://www.immonet .de/gadgets/iPhone/index.
jsp?content=android/datenschutz

- http://immonet.geofabrik.de/nominatim/
reverse?lat=

- http://api-head.immonet.asv.local/api/
jsonrpc

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/kontakt

- http://www.immonet .de/immonet/site/content/
error/503/index.html

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://immonet.geofabrik.de/nominatim/
reverse?lat=

- http://immonet .geofabrik.de/nominatim/
search?g=

- http://maps.google.com/maps?saddr=1loc:%sé&
daddr=loc:%s

- http://www.immonet .de/exposeansicht.do?
clear=yes&drop=nrsé&public_id=

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/agb

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/datenschutz

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/impressum

- http://www.immonet.de/gadgets/iPhone/index.
jsp?content=android/kontakt
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3 Results

http://www.immonet .de/kommunikation/expose/
abuse.do?objectId=%d&abuseType=%d

Data security

e The application requires the following permissions from the protection-

level:

NORMAL

WRITE-SYNC-SETTINGS (Allows applications to write the sync set-
tings.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

READ-SYNC-SETTINGS (Allows applications to read the sync set-
tings.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdk\Version and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

VIBRATE (Allows access to the vibrator.)

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

e The application requires the following permissions from the protection-

level:

DANGEROUS

READ-CALENDAR (Allows an application to read the user’s calendar
data.)

USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

MANAGE-ACCOUNTS (Allows an application to manage the list of
accounts in the AccountManager.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

AUTHENTICATE-ACCOUNTS (Allows an application to act as an Ac-
countAuthenticator for the AccountManager.)

INTERNET (Allows applications to open network sockets.)
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— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy
e Code obfuscation techniques were detected for the app.

¢ Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH

or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

e Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
brand, Wifi-MAC address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.immonet .mobile.flathunting.URLActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Application with the same shared user ID and signed with the same cer-
tificate can access each other’s data and, if desired, run in the same pro-
cess. This means one application can access the private local stored data
from another one. The following shared user ID is used:

— de.immonet .mobile

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

- Google Maps

Runtime Security

e The application does not contain a scheduled alarm.
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e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e |Loadable libraries found:

- ARM 32 bit: lib/armeabi-v7a/librsijni.so

- ARM 32 bit: lib/armeabi-v7a/libRSSupport.so
- MIPS I: lib/mips/librsijni.so

- MIPS I: lib/mips/libRSSupport.so

- x86 32bit: 1ib/x86/librsjni.so

- x86 32bit: 1lib/x86/1ibRSSupport.so

— ARM 32 bit: lib/armeabi/liblivarot-jni.so

- ARM 32 bit: lib/armeabi-v7a/liblivarot-jni.
SO

- MIPS I: lib/mips/liblivarot-Jjni.so

- x86 32bit: lib/x86/liblivarot—-Jjni.so

Test Performance

e Execution time of all tests: 0:00:53.772

3.10 Lieferando.de: Essen bestellen (Android)

3.10.1 Tests
The following Table 3.11 summarizes the results of the Android app
Lieferando.de: Essen bestellen with version 3.4.8.
Table 3.11: App risks for enterprise usage
Overview of

summarized test X Implementation flaws? Yes.
results for

»Lieferando.de:

Essen bestellen«
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X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 37 entries, see details.
Communication with country: United States, Ireland,
Poland, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXXOXKXKX X

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: com.google.android.
providers.gsf.permission.READ-GSERVICES, com.
yopeso.lieferando.permission.MAPS-RECEIVE

Overprivileged permissions: READ-EXTERNAL-STORAGE,
RECEIVE-BOOT-COMPLETED

X Is application overprivileged? Yes.

X JavaScript to SDK API bridge usage? Yes.

L] WiFi-Direct enabled? No.

Input interface security

(=] App can handle documents of mimeType: None.
] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,

HockeyApp
App provides public accessible activities? No.
Backup of app is allowed? Yes.

X []
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X Log Statement Enabled? Yes.

[l Permission to access address book? No.

Sensor usage: Camera (inactive), WIFI-Based Location,
GPS Location

Xl Unprotected map queries? Yes.

Runtime Security

[l Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)

L] Allow app debugging Flag? No.

X Allow autoexecute after Phone Reboot? Yes.

3.10.2 Details

The following sections describe details about the test results of Lieferando.
de: Essen bestellen with version 3.4.8.
App risks for enterprise usage

e Reasons for category implementation flaws:

- Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://lieferando.de/praemienshop?inapp=
true&ydToken=%1Ss
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- http://maps.googleapis.com/maps/api/geocode/
json?latlng=%s, $s&sensor=false

- http://maps.googleapis.com/maps/api/
staticmap?center=

- http://stage.lieferando.de/praemienshop?
inapp=true&ydToken=%1S$s

- https://data.actnx.com/v2d?tok=
- https://twitter.com/intent/tweet?text=

- https://www.salesforce.com/servlet/servlet.
WebToLead?encoding=UTF-8

- market://details?id=com.google.android.gms.
ads

- market://details?id=com.yopeso.lieferando
- market://details?id=com.yourdelivery.pyszne

— market://details?id=de.lieferservice.android

twitter://post?message=

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, accounts.google.
com, api.facebook.com, app.adjust.com, config.
yourdelivery.de, csi.gstatic.com, data.actnx.

com, facebook.com, googleads.g.doubleclick.net,
graph-video.%s, graph.%s, graph. facebook.com,
lieferando.de, login.live.com, login.yahoo.com,

m. facebook.com, maps.googleapis.com, order—-did-
cancel984.com, order-did-faill984.com, order—
did-successl1984.com, plus.google.com, pyszne.pl,
rest.yourdelivery.de, sdk.hockeyapp.net, ssl.
google—analytics.com, stage.call-a-pizza.de,
stage.lieferando.de, twitter.com, www.facebook.
com, www.google—analytics.com, www.google.com,
WWW.googleapis.com, www.googletagmanager.com, Www.
lieferando.de, www.linkedin.com, www.paypal.com,
www.salesforce.com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.
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Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/yopeso/lieferando/
LieferandoApplication$3.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.lieferando.de/privacy

- http://maps.googleapis.com/maps/api/geocode/
json?latlng=%s, $s&sensor=false

- http://maps.googleapis.com/maps/api/
staticmap?center=

- http://www.lieferando.de/customer-terms
- http://www.lieferando.de/successads?

- http://lieferando.de/praemienshop?inapp=
true&ydToken=%1Ss

- http://stage.lieferando.de/praemienshop?
inapp=true&ydToken=%1S$s

- http://stage.lieferando.de/successads?

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://lieferando.de/praemienshop?inapp=
true&ydToken=%1Ss

- http://maps.googleapis.com/maps/api/geocode/
json?latlng=%s, $s&sensor=false

- http://maps.googleapis.com/maps/api/
staticmap?center=
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- http://stage.lieferando.de/praemienshop?
inapp=true&ydToken=%1S$s

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

- WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— VIBRATE (Allows access to the vibrator.)

— RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)
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— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

® The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy
e Code obfuscation techniques were detected for the app.

¢ Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH

or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, Wifi-MAC address,unique Android
1D

Indicators for usage of advertisement/tracking framework were found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- com.yopeso.lieferando.SplashActivity

In this application the allow backup option is enabled. This means the
application and all application data will be considered by doing a de-
vice backup. If an application contains sensitive information these can
be cloned by backing up the data and extracted from the backup archive
off device.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no Permission defined for camera usage, but the application
contains specific API calls accessing the camera.Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ii-
brary code which is not used. For more detailed information application
has to be reviewed manually.

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

- Google Maps

Runtime Security

e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.
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e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:00:58.926

3.11 LIEFERHELD - PIZZA PASTA SUSHI (Android)

3.11.1 Tests
The following Table 3.12 summarizes the results of the Android app
LIEFERHELD - PIZZA PASTA SUSHI with version 4.13.0-de.

Table 3.12: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for L1 Privacy risks? No.

»LIEFERHELD - X Security risks? Yes.

PIZZA PASTA Blacklisted by policy

SUSHI«

] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 20 entries, see detalls.
Communication with country: United States, Ireland,
France, Germany, unknown

SSL/TLS used? Yes.

Domains accessed with http AND https: play .google.com
Custom SSL/TLS trust manager implemented? No.

SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXOOXONX
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Data security

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: de.lieferheld.android.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

] Is application overprivileged? No.

X JavaScript to SDK API bridge usage? Yes.

[ ] WiFi-Direct enabled? No.

Input interface security

=l App can handle documents of mimeType: None.

[l Screenshot protection used? No.

] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

=l Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.

Advertisment-/tracking frameworks found: Crashlytics

X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

L] Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location

Runtime Security

[l Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...)

L] Allow app debugging Flag? No.

] Allow autoexecute after Phone Reboot? No.

3.11.2 Details

The following sections describe details about the test results of LIEFERHELD
- PIZZA PASTA SUSHI with version 4.13.0-de.

App risks for enterprise usage

e Reasons for category implementation flaws:
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- Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

- Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

amzn://apps/android?asin=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- http://www.amazon.com/gp/mas/dl/android?
asin=

- https://play.google.com/store/apps/details?
id=

- market://details?id=

market://details?id=com.facebook.orca

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, accounts.google.
com, api.ekomi.de, api.lieferheld.de, app.adjust.
com, appboy.data.placeiqg.com, cancel .ok, dev.
appboy.com, facebook.com, graph-video.%s, graph.%s,
maps.googleapis.com, payment .ok, play.google.com,
sondheim.appboy.com, static.lieferheld.de, www.
amazon.com, www.facebook.com, www.googleapis.com,
www.lieferheld.de

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.


amzn://apps/android?asin=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
http://www.amazon.com/gp/mas/dl/android?asin=
http://www.amazon.com/gp/mas/dl/android?asin=
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
market://details?id=
market://details?id=com.facebook.orca
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e Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.amazon.com/gp/mas/dl/android?
asin=

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- http://www.amazon.com/gp/mas/dl/android?
asin=

Data security
e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.
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No indicators for overprivilege/redundant permissions found! The defined
permission can not abused by foreign apps.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
brand, Wifi-MAC address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:
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- com.deliveryhero.acid.presentation.views.
activities.AcidActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

Execution time of all tests: 0:01:15.944

3.12 LoveScout24 (Ex FriendScout24) (Android)

3.12.1 Tests

Table 3.13:
Overview of
summarized test
results for
»LoveScout24 (Ex
FriendScout24)«

The following Table 3.13 summarizes the results of the Android app

LoveScout?24 (Ex FriendScout24) with version 3.717.0.

App risks for enterprise usage

X

Implementation flaws? Yes.
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X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

X Violations of default policy? Yes.

Communication security

Client communication used? Yes.

Communication endpoints: 37 entries, see details.
Communication with country: United States, Ireland,
France, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXXOXKXKX X

Data security

N

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/CBC/
PKCS5Padding", "RSA/NONE/NoPadding"
Cryptographic keys found? Yes.

Constant initialization vectors found? Yes.

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 11 entries, see details.
Overprivileged permissions: READ-EXTERNAL-STORAGE
Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

XX XENENXNX XX

Input interface security

(=] App can handle documents of mimeType: None.
| Screenshot protection used? No.
L] Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.
Accessed unique identifier(s): 15 entries, see details.
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Advertisment-/tracking frameworks found: Bugsense,
Crashlytics, Doubleclick, INFOnline

X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

] Permission to access address book? No.

Sensor usage: Camera (inactive), WIFI-Based Location,

GPS Location

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass (...),
loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

NX ]

XX ][]

3.12.2 Details

The following sections describe details about the test results of LoveScout24
(Ex FriendScout24) with version 3.717.0.
App risks for enterprise usage

e Reasons for category implementation flaws:

- Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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- Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

- Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Blacklisted by policy

e Reasons for category violations of default policy:

— Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://apptrk.adds.local/api/event/
?partnerId=.partnerId.

- http://preprodapi.a4.tl/routes?partnerId=
.partnerld. &sharedId=.sharedId.&version=
.version.

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

- https://api.SERVER. .accengage.com/routes?
partnerld=.partnerId. &sharedId=.sharedId.
&version=.version.

- https://apptrk.ad.tl/api/event/?partnerId=
.partnerId.

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://api.SERVER..accengage.com/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
https://apptrk.a4.tl/api/event/?partnerId=.partnerId.
https://apptrk.a4.tl/api/event/?partnerId=.partnerId.
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
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e Communication endpoints: . facebook.com, accounts.google.

com, alt.bugsense.com, api.ad4s.local, api.SERVER.
.accengage.com, app-measurement .com, app.adjust.
com, apptrk.ad.tl, apptrk.ad4s.local, bugsense.
appspot.com, config.iocam.de, csi.gstatic.com, de.
iocam.de, e.crashlytics.com, facebook.com, googleads.
g.doubleclick.net, graph-video.%s, graph.%s, graph.
facebook.com, login.live.com, login.yahoo.com,
mobile-config.eum—-appdynamics.com, mobile.eum—
appdynamics.com, plus.google.com, preprodapi.a4.
tl, preprodapptrk.ad.tl, settings.crashlytics.
com, ssl.google—analytics.com, ticks2.bugsense.
com, twitter.com, www.facebook.com, www.google-
analytics.com, www.google.com, www.googleapis.com,
WwWww.googletagmanager.com, www.linkedin.com, www.
paypal.com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/d/a/eSl.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://preprodapi.ad.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

- http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.
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http://alt.bugsense.com/api/ticks/

http://alt.bugsense.com/api/errors

http://apptrk.adds.local/api/event/
?partnerId=.partnerId.

http://api.ad4s.local:8000/routes?partnerId=
.partnerId.&sharedId=.sharedId.&version=
.version.

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://api.ad4s.local:8000/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

http://apptrk.ad4s.local/api/event/
?partnerId=.partnerId.

http://preprodapi.ad.tl/routes?partnerId=
.partnerId. &sharedId=.sharedId.&version=
.version.

http://preprodapptrk.ad.tl/api/event/
?partnerId=.partnerId.

Data security
e Usage of RSA was identified. RSA without padding is considered weak.

e |tis considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

- "MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCRBiQKBgQDdvmLrVeu/
wHpscTzjVh6Z2611UmvAGGHRKF+KRF9ZhfUvDrS/
T4vxetFx4gRU20fYVOOLFsFWPIZzsZKL3G9bLONnsmGFsigjA1iOWUmm
1MoC44STUWx1dpwhbNOF92gMRS4HIPmMVvhEAXEkvsAVH3cOUgsrwID.

- "fb"

- "idfv"

- "lastReloadWebservices"
- "nextReloadWebservices"
- "referrer”

- "senderlD"

— "sharedld"
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http://alt.bugsense.com/api/ticks/
http://alt.bugsense.com/api/errors
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://api.ad4s.local:8000/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://apptrk.ad4s.local/api/event/?partnerId=.partnerId.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapi.a4.tl/routes?partnerId=.partnerId.&sharedId=.sharedId.&version=.version.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
http://preprodapptrk.a4.tl/api/event/?partnerId=.partnerId.
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- "source"
- "sourceTimestamp"
— Iltll

- "token"

- -41,-33,-54,50,-48,86,104,117,-21,6,-96,-70,10,-94,7,79,-63,-117 -
49,-113,50,38,116,-64,-110,-60,-91,11,62,-76,-25,-68

- 16,-59,20,-5,-54,-85,110,61,-51,-99,70,-78,11,-44,3,5,-120,58, -
14,74,13,-122,35,120,14,-60,67,73,-58,-90,42,112

e Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- "MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCRBi1QKBgQDdvmLrVeu/
wHpscTzjVh6Z611UmvAGGHRKF+KRF 9ZhfUvDrS/
T4vxetFx4gRU20fYVOOLFSFWPIzsSZKL3G9DLOnsmGFsigjAiOWUmm
1MoC44STUWx1dpwhbNOF92gMRS4HIPMVhEAXEkvsAVH3cOUgsrwID.

- "fb"

- "idfv"

- "lastReloadWebservices"
— "nextReloadWebservices"
- "referrer"

- "senderID"

— "sharedld"

- "source”

- "sourceTimestamp"

- "t"

- "token"

- W

e The application requires the following permissions from the protection-
level: NORMAL
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— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

- WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— VIBRATE (Allows access to the vibrator.)

* The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Userdefined permission usage: com. sonyericsson.home.
permission.BROADCAST-BADGE, com.htc.launcher.
permission.READ-SETTINGS, de.friendscout24.
android.messaging.permission.A4S-SEND, com.
android.vending.BILLING, com.majeur.launcher.
permission.UPDATE-BADGE, com.htc.launcher.
permission.UPDATE-SHORTCUT, de.friendscout24.
android.messaging.permission.C2D-MESSAGE, com.
sec.android.provider.badge.permission.WRITE,
com.sec.android.provider.badge.permission.READ,
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com.anddoes.launcher.permission.UPDATE-COUNT,
com.google.android.c2dm.permission.RECEIVE

e Application is propably overprivileged. Application has too much permis-

sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-

tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-

sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e |ndicator for JavaScript bridge to Android API usage found. JavaScript

used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability

in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

e Code obfuscation techniques were detected for the app.

¢ Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

¢ Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware,

build display,build fingerprint,build brand,
IMEI/MEID, SIM card serial, subscriber ID (IMSI),
phone number, Wifi-MAC address, country code +
mobile network code for SIM provider, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.google.android.gms.tagmanager.
PreviewActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no Permission defined for camera usage, but the application
contains specific API calls accessing the camera.Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ili-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.
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e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

e |n the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e |Loadable libraries found:

- ARMv8 64 bit: lib/arm64-v8a/libdeviceprint.
SO

- ARM 32 bit: lib/armeabi/libdeviceprint.so

- ARM 32 bit: lib/armeabi-v7a/libdeviceprint.
so

- MIPS I: lib/mips/libdeviceprint.so
- MIPS I: lib/mips64/libdeviceprint.so
- x86 32bit: lib/x86/libdeviceprint.so

- x86 64bit: l1lib/x86_64/libdeviceprint.so

Test Performance

e Execution time of all tests: 0:01:02.520

3.13 markt.de Kleinanzeigen (Android)

3.13.1 Tests
The following Table 3.14 summarizes the results of the Android app markt.
de Kleinanzeigen with version 7.71.3.

Table 3.14: App risks for enterprise usage

Overview of

summarized test L Implementation flaws? No.

results for [ ] Privacy risks? No.

»markt.de X Security risks? Yes.

Kleinanzeigen« Blacklisted by policy
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[l Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 29 entries, see details.
Communication with country: United States, Ireland,
Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXOOXOKX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding”
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: de .markt .android.
classifieds.permission.C2D-MESSAGE, android.
permission.STORAGE, com.google.android.c2dm.
permission.RECEIVE, com.google.android.
providers.gsf.permission.READ-GSERVICES
Overprivileged permissions: READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

KX XA

(X XA

Input interface security

=l App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X' Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 12 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick, Flurry,

INFOnline

App provides public accessible activities? Yes.
Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: GPS Location

NOXOKX
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X Shared user ID defined? Yes.

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

N X[

X0

3.13.2 Details

The following sections describe details about the test results of markt . de
Kleinanzeigen with version 7.1.3.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://play.google.com/store/apps/details?
id=

- market://details?id=

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, accounts.google.
com, api.facebook.com, app.adjust.com, config.iocam.
de, csi.gstatic.com, data.flurry.com, de.iocam.de,
facebook.com, googleads.g.doubleclick.net, graph-
video.%s, graph.%s, graph.facebook.com, login.

Fraunhofer SIT
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live.com, login.yahoo.com, m.facebook.com, play.
google.com, plus.google.com, proton.flurry.com, ssl.
google—analytics.com, twitter.com, www.facebook.
com, www.google—analytics.com, www.google.com,
WWW.googleapilis.com, www.googletagmanager.com,
www.linkedin.com, www.markt .de, www.paypal.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.markt.de/contentId, ueberuns-
android-app/inhalt.htm

- http://play.google.com/store/apps/details?
id=

- http://www.markt.de/contentId, sicherheit-
android-app/inhalt.htm

- http://www.markt.de/contentId, datenschutz-
android-app/inhalt.htm

- http://www.markt.de/contentId, hilfe—-android-
app/inhalt.htm

- http://www.markt.de/contentId,
nutzungsbedingungen—-android—-app/inhalt.htm

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://play.google.com/store/apps/details?
id=

Data security

e The application requires the following permissions from the protection-

level: NORMAL


http://www.markt.de/contentId,ueberuns-android-app/inhalt.htm
http://www.markt.de/contentId,ueberuns-android-app/inhalt.htm
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://www.markt.de/contentId,sicherheit-android-app/inhalt.htm
http://www.markt.de/contentId,sicherheit-android-app/inhalt.htm
http://www.markt.de/contentId,datenschutz-android-app/inhalt.htm
http://www.markt.de/contentId,datenschutz-android-app/inhalt.htm
http://www.markt.de/contentId,hilfe-android-app/inhalt.htm
http://www.markt.de/contentId,hilfe-android-app/inhalt.htm
http://www.markt.de/contentId,nutzungsbedingungen-android-app/inhalt.htm
http://www.markt.de/contentId,nutzungsbedingungen-android-app/inhalt.htm
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
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— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, Wifi—-MAC address, country code
+ mobile network code for SIM provider,unique
Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.markt.android.classifieds.ui.
AdvertSearchResultsActivity

- de.markt.android.classifieds.ui.
SelectShortcutActivity

- de.markt.android.classifieds.ui.
UrlHandlerActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.
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Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Application with the same shared user ID and signed with the same cer-
tificate can access each other’s data and, if desired, run in the same pro-
cess. This means one application can access the private local stored data
from another one. The following shared user ID is used:

- de.markt.android.classifieds

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Test Performance

Execution time of all tests: 0:00:35.669

3.14 McDonald.s Deutschland (Android)

The following Table 3.15 summarizes the results of the Android app
McDonald.s Deutschland with version 7.6.7.

App risks for enterprise usage

3.14.1 Tests

Table 3.15:

Overview of
summarized test L]
results for X
»McDonald.s X

Implementation flaws? No.
Privacy risks? Yes.
Security risks? Yes.

Deutschland«
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Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 28 entries, see details.
Communication with country: United States, Ireland,
Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XX OOXOX

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
ECB/PKCS7Padding"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: de .mcdonalds.
mcdonaldsinfoapp.permission.MAPS-RECEIVE, de.
mcdonalds.mcdonaldsinfoapp.permission.C2D-
MESSAGE, com.google.android.c2dm.permission.
RECEIVE, com.google.android.providers.gst.
permission.READ-GSERVICES

Overprivileged permissions: READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NI X

XX K

Input interface security

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
[]  Tap Jacking Protection used? No.

Privacy

XI  Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 6 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,

HockeyApp
App provides public accessible activities? No.
Backup of app is allowed? Yes.

X ]
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3.14.2 Details

X Log Statement Enabled? Yes.

[l Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location
X Unprotected map queries? Yes.

Runtime Security

L] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClasslLoader(...), ClassLoader.loadClass(...),
loadLibrary(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

X 0]

The following sections describe details about the test results of McDonald. s
Deutschland with version 7.6.7.

App risks for enterprise usage

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://maps.google.com/maps?daddr=%f, $f

- http://maps.googleapis.com/maps/api/geocode/
json?sensor=true&region=de&language=des&
bounds=46.5,5.0%7C55.5,16.5&components=

Fraunhofer SIT
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- http://play.google.com/store/apps/details?
id=

- http://play.google.com/store/apps/details?
id=com.google.android.gms

- http://www.mcdonalds.de/metanavigation/
hilfe kontakt/feedback.cfm?fuseaction=mail.
mobileContact

- https://drive.google.com/viewerng/viewer?
embedded=true&url=

- market://details?id=
- market://details?id=com.google.android.gms

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, app.
adjust.com, code.google.com, csi.gstatic.com, drive.
google.com, fnbackend.mcdonalds.de, googleads.g.
doubleclick.net, greenrobot.de, login.live.com,
login.yahoo.com, maps.google.com, maps.googleapis.
com, mcd-portal-stag-backend.mcdonalds.de, mcvip.
mcdonalds.de, play.google.com, plus.google.com,
sdk.hockeyapp.net, ssl.google—analytics.com,
twitter.com, www.adjust.com, www.facebook.com,
WWW.google—analytics.com, www.google.com, Www.
googleapis.com, www.googletagmanager.com, WWww.
linkedin.com, www.mcdonalds.de, www.paypal.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:


http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=com.google.android.gms
http://play.google.com/store/apps/details?id=com.google.android.gms
http://www.mcdonalds.de/metanavigation/hilfe_kontakt/feedback.cfm?fuseaction=mail.mobileContact
http://www.mcdonalds.de/metanavigation/hilfe_kontakt/feedback.cfm?fuseaction=mail.mobileContact
http://www.mcdonalds.de/metanavigation/hilfe_kontakt/feedback.cfm?fuseaction=mail.mobileContact
https://drive.google.com/viewerng/viewer?embedded=true&url=
https://drive.google.com/viewerng/viewer?embedded=true&url=
market://details?id=
market://details?id=com.google.android.gms
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
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http://www.mcdonalds.de/ json/feeds/

http://code.google.com/p/android-remote—
stacktrace/

http://play.google.com/store/apps/details?
id=

http://www.mcdonalds.de/json/feeds/preview/

http://mcd-portal-stag-backend.mcdonalds.de/
json/feeds/

http://www.mcdonalds.de/app/download

http://maps.google.com/maps?daddr=%f, $f

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://maps.google.com/maps?daddr=%f, $f

http://maps.googleapis.com/maps/api/geocode/
json?sensor=true&region=de&language=deé&
bounds=46.5,5.0%7C55.5, 16.5&components=

http://play.google.com/store/apps/details?
id=
http://play.google.com/store/apps/details?

id=com.google.android.gms

http://www.mcdonalds.de/metanavigation/
hilfe kontakt/feedback.cfm?fuseaction=mail.
mobileContact

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-

level:

NORMAL

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

VIBRATE (Allows access to the vibrator.)
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— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-

ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate

location derived from network location sources such as cell towers
and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)
— ACCESS-FINE-LOCATION (Allows an app to access precise location

from location sources such as GPS, cell towers, and Wi-Fi.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.
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The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build display,build fingerprint,
Wifi-MAC address,unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- de.mcdonalds.mcdonaldsinfoapp.activity.
LoadingActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
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e App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

- Google Maps

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Test Performance

e Execution time of all tests: 0:00:39.465

3.15 mobile.de - mobile Auto Borse (Android)

3.15.1 Tests
The following Table 3.16 summarizes the results of the Android app mobile.
de — mobile Auto Borse with version 5.27.0.

Table 3.16: App risks for enterprise usage

Overview of

summarized test Ll Implementation flaws? No.

results for X Privacy risks? Yes.

»mobile.de - X Security risks? Yes.

mobile Auto Blacklisted by policy

Borse«

[ ] Violations of default policy? No.

Communication security
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Client communication used? Yes.

Communication endpoints: 31 entries, see detalls.
Communication with country: Netherlands, Belgium United
States, Ireland, Germany

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XX XOXOKX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: de .mobile.android.app.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

Overprivileged permissions: READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

NX XA

XX XK

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,

INFOnline

App provides public accessible activities? Yes.
Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: GPS Location

NOXOKX

Runtime Security

Fraunhofer SIT ’I 2 5

Appicaptor Report



3 Results For internal use only!

[l Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...),
load(...), loadLibrary(...)

L] Allow app debugging Flag? No.

X App uses outdated signature key? Yes.

Executed component after Phone Reboot: de .mobile.android.

app.core.MobileBootReceiver

3.15.2 Details

The following sections describe details about the test results of mobile.de -
mobile Auto Bdrse with version 5.217.0.
App risks for enterprise usage

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

— bazaar://search?g=pname:
- http://www.amazon.com/gp/mas/dl/android?p=
- https://m.mobile.de/coma/msg/?src=ANDROID

- https://maps.google.com/maps/api/geocode/
json?address=

- https://maps.google.com/maps/api/geocode/
json?latlng=

- https://maps.google.com/maps?daddr=
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- https://play.google.com/store/apps/details?
id=

- https://secure.opinionlab.com/ccc0l/0.asp?
id=JsihudXt

- https://secure.opinionlab.com/ccc0l/o0.asp?
id=nTAWcmIW

- https://start.insites.eu/start.aspx?P=
P013284_99&C=5&L=4&1L0=35847&grp=1&BID=
android-smartphone

- https://start.insites.eu/start.aspx?P=
P013284_99&C=5&1=4&LQ=35847&grp=1&BID=
android-tablet

- https://suchen.mobile.de/anfrage/?lang=en

- https://suchen.mobile.de/api/deep—-1link/
?1link=

- https://suchen.mobile.de/fahrzeuge/details.
html?id=

- https://suchen.mobile.de/fahrzeuge/details.
html?id=%7BAD_ID%7D

- https://www.einfacherautoverkauf.de/?utm_
source=mobile.de&utm_medium=Android-MyAds-
IPPS&utm_campaign=C2BPromo

- market://details?id=

- market://details?id=com.google.android.gms.
ads

- ..https://suchen.mobile.de/anfrage/
makemodel?utm_medium=de_mobile_android&utm__
campaign=RfP-F_menu_Screen&utm_source=de_
mobile_andro

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: api.clipkit.de, app—
measurement .com, app.adjust.com, cms.mobile.de,
config.iocam.de, cpr.name, csi.gstatic.com, de.
ioam.de, goo.gl, googleads.g.doubleclick.net, iam-
agof—-app.irquest.com m.mobile.de, maps.google.
com, pagead2.googlesyndication.com, play.google.
com, plus.google.com, pubads.g.doubleclick.net,
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https://start.insites.eu/start.aspx?P=P013284_99&C=5&L=4&LQ=35847&grp=1&BID=android-tablet
https://suchen.mobile.de/anfrage/?lang=en
https://suchen.mobile.de/api/deep-link/?link=
https://suchen.mobile.de/api/deep-link/?link=
https://suchen.mobile.de/fahrzeuge/details.html?id=
https://suchen.mobile.de/fahrzeuge/details.html?id=
https://suchen.mobile.de/fahrzeuge/details.html?id=%7BAD_ID%7D
https://suchen.mobile.de/fahrzeuge/details.html?id=%7BAD_ID%7D
https://www.einfacherautoverkauf.de/?utm_source=mobile.de&utm_medium=Android-MyAds-IPPS&utm_campaign=C2BPromo
https://www.einfacherautoverkauf.de/?utm_source=mobile.de&utm_medium=Android-MyAds-IPPS&utm_campaign=C2BPromo
https://www.einfacherautoverkauf.de/?utm_source=mobile.de&utm_medium=Android-MyAds-IPPS&utm_campaign=C2BPromo
market://details?id=
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
..https://suchen.mobile.de/anfrage/makemodel?utm_medium=de_mobile_android&utm_campaign=RfP-F_menu_Screen&utm_source=de_mobile_andro
..https://suchen.mobile.de/anfrage/makemodel?utm_medium=de_mobile_android&utm_campaign=RfP-F_menu_Screen&utm_source=de_mobile_andro
..https://suchen.mobile.de/anfrage/makemodel?utm_medium=de_mobile_android&utm_campaign=RfP-F_menu_Screen&utm_source=de_mobile_andro
..https://suchen.mobile.de/anfrage/makemodel?utm_medium=de_mobile_android&utm_campaign=RfP-F_menu_Screen&utm_source=de_mobile_andro
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sb-ssl.google.com, secure.opinionlab.com, ssl.
google—analytics.com, start.insites.eu, suchen.
mobile.de, www.amazon.com, www.automobile. fr, www.
einfacherautoverkauf.de, www.google—analytics.
com, www.google.com, www.googleadservices.com,
WWW.googleapis.com, www.googletagmanager.com,
www.mobile.de

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://cms.mobile.de/de/unternehmen/
datenschutz/datenschutz.html

- http://cms.mobile.de/de/home/agb_oeb.html

- http://cms.mobile.de/en/home/privacy_policy.
html

- http://cms.mobile.de/en/home/agb_oeb.html

- http://www.amazon.com/gp/mas/dl/android?p=

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://www.amazon.com/gp/mas/dl/android?p=

Data security

e The application requires the following permissions from the protection-

level: NORMAL


http://cms.mobile.de/de/unternehmen/datenschutz/datenschutz.html
http://cms.mobile.de/de/unternehmen/datenschutz/datenschutz.html
http://cms.mobile.de/de/home/agb_oeb.html
http://cms.mobile.de/en/home/privacy_policy.html
http://cms.mobile.de/en/home/privacy_policy.html
http://cms.mobile.de/en/home/agb_oeb.html
http://www.amazon.com/gp/mas/dl/android?p=
http://www.amazon.com/gp/mas/dl/android?p=
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— RECEIVE-BOOT-COMPLETED (Allows an application to receive the

android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.
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Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware, build
display,build fingerprint,build brand, IMEI/MEID,
Wifi-MAC address, country code + mobile network
code for SIM provider,unique Android ID
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e Indicators for usage of advertisement/tracking framework were found.

e The application contains components (Activities) which are exported. This

means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.mobile.android.app.srp.
SearchResultsActivity

- de.mobile.android.app.email.
MailToSellerActivity

- de.mobile.android.app.searches.
SavedSearchesActivity

- de.mobile.android.app.quicksearch.
QuickSearchActivity

- de.mobile.android.app.info.
MailToCustomerSupportActivity

- de.mobile.android.app.quicksearch.
AdditionalQuickSearchActivity

- de.mobile.android.app.my.MyAdsActivity
- de.mobile.android.app.vip.DetailViewActivity

- de.mobile.android.app.carpark.
CarparkActivity

- de.mobile.android.app.srp.
SeoSearchDispatcherActivity

- de.mobile.android.app.srp.
SellerItemSearchActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
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3.16 PENNY (Android)

3.16.1 Tests

Table 3.17:
Overview of
summarized test
results for
»PENNY «
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Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

Execution time of all tests: 0:00:52.754

The following Table 3.17 summarizes the results of the Android app PENNY
with version 7.2.2.

App risks for enterprise usage

[
[
X

Implementation flaws? No.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy

[]

Violations of default policy? No.

Communication security

X

Client communication used? Yes.
Communication endpoints: 12 entries, see details.
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Communication with country: United States, Ireland,
Germany

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

Data security

NXXNXX K

LTI X X

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
ECB/PKCS7Padding"

Cryptographic keys found? Yes.

Constant initialization vectors found? Yes.

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Overprivileged permissions: ACCESS—FINE-LOCATION, ACCESS—
COARSE-LOCATION, READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

WiFi-Direct enabled? No.

Input interface security

=

App can handle documents of mimeType: None.

[ ] Screenshot protection used? No.

[ ] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 7 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics
Ll App provides public accessible activities? No.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

] Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location,

Acceleration/Light

Runtime Security

[
X

Scheduled Alarm Manager registered? No.
Dynamically loaded code at runtime? Yes.
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Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

1]

3.16.2 Details

The following sections describe details about the test results of PENNY with
version 1.2.2.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

— Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

- Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

— Crypto: Overall quality of cryptographic implementation aspects is
rated poor and should be inspected in detail.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

http://www.penny.de/impressum/?mobileapp=3

http://www.penny.de/index.php?id=800

http://www.penny.de/index.php?id=804

http://www.penny.de/index.php?id=816

https://maps.google.com/maps?f=d&daddr=
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Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: api .penny.de, app.adjust.com,
e.crashlytics.com, identifier.penny.de, maps.
google.com, penny.de, plus.google.com, settings.
crashlytics.com, ssl.google—analytics.com, www.
google—-analytics.com, www.googletagmanager.com,
WWW.penny.de

App communicates with servers in 3 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

Correct verification of the corresponding client hostname is important for
SSW/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://www.penny.de/index.php?1id=816

http://www.penny.de/index.php?id=804

http://www.penny.de/service/penny—-apps/

http://www.penny.de/timestamp.php

http://www.penny.de/impressum/?mobileapp=3

http://www.penny.de/index.php?id=800

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.
- http://www.penny.de/impressum/?mobileapp=3
- http://www.penny.de/index.php?id=800

- http://www.penny.de/index.php?id=804
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- http://www.penny.de/index.php?id=816

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e |t is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

- 22,23,31,117,-118,95,-57,99,-63,-20,66,16,-105,82,-43, -
57,78,122,-54,67,68,14,-92,-83,85,74,75,105,56,68,25,-108

e Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- 117,-27,-104,47,-25,11,-92,-1,-3,-6,-46,-110,-110,-93,4,43

e The application requires the following permissions from the protection-
level: NORMAL

- WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

® The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)
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— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-

pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

¢ Device administration features not used.

e Application reads out different unique device Ids. These unique identi-

fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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Accessed unigue identifier(s): build model, build
manufacturer, build product,build serial, IMEI/
MEID, Wifi-MAC address,unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- de.penny.pennyandroid.gui.MainActivity_

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

Execution time of all tests: 0:00:27.784
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3.17 Planner 5D - Innenarchitektur (Android)

3.17.1 Tests
The following Table 3.18 summarizes the results of the Android app Planner
5D - Innenarchitektur with version 7.6.73.

Table 3.18: App risks for enterprise usage

Overview of

summarized test L1 Implementation flaws? No.

results for X Privacy risks? Yes.

»Planner 5D - X Security risks? Yes.

Innenarchitektur« BIaCinSted by p0|lcy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 22 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Data security

XOOXOXKNENKX

Cryptographic Primitives: "RSA/ECB/PKCS1PADDING"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.android.vending.
BILLING, com.android.vending.CHECK-LICENSE,
com.plannerbd.planner5d.permission.C2D-MESSAGE,
com.google.android.c2dm.permission.RECEIVE
Overprivileged permissions: GET-ACCOUNTS, READ-EXTERNAL-
STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

KX XA

N

X MXKX

App can handle documents of mimeType: generic files
[ ] Screenshot protection used? No.
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]  Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 9 entries, see details.
Advertisment-/tracking frameworks found: AppLovin,

Doubleclick, TapJoy, inMobi ADs

App provides public accessible activities? Yes.

Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Location (inactive), Acceleration/
Light

NOXORX

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), load(...), loadLibrary(...)
Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

X[

X[

3.17.2 Details

The following sections describe details about the test results of P1anner 5D
— Innenarchitektur with version 7.6.73.
App risks for enterprise usage

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- amzn://apps/android?p=

- https://oauth.vk.com/authorize?client_id=%sé&
scope=%s&redirect_uri=%s&display=mobileg&v=
$s&response_type=token&revoke=%d

- https://planner5d.com/editor/?key=

- https://play.google.com/store/apps/details?
1d=%1$s

- market://details?id=
- market://search?g=pname:com.google

mbrix://command?cmd=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, a.applovin.com,
api.paymentwall.com, connect.tapjoy.com, cpi.
mediabrix.com, csi.gstatic.com, d.applovin.com,
facebook.com, googleads.g.doubleclick.net, i.w.
inmobi.com, inmobisdk—-a.akamaihd.net, cauth.vk.com,
pagead2.googlesyndication.com, planner5d. com,
play.google.com, rpc.tapjoy.com, rt.applovin.com,
sb-ssl.google.com, vid.applovin.com, ws.tapjoyads.
COm, WWW . amazon.com, Www.googleapis.com

e App communicates with servers in 6 countries.

e Communication with country: Netherlands, Austria, United
States, Germany, Russia, unknown

e Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.
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® The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://cpi.mediabrix.com/cpi/attribution

http://rt.applovin.com/pix

http://cpi.mediabrix.com/cpi/activation

http://www.amazon.com/gp/mas/get—appstore/
android/ref=mas_mx_mba_iap_dl

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— VIBRATE (Allows access to the vibrator.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

— INTERNET (Allows applications to open network sockets.)
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— USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for a specific file/ mimeType found. But the application de-

fines a scheme for generic file processing. This means the tested applica-
tion can process on different file types, depending of the user decision.

® The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e The Application gathers a list of installed applications. Even though some

legitimate applications may use this functionality, it can be misused to
send this information to third parties.
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Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
brand, IMEI/MEID, Wifi-MAC address, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.google.android.gms.appinvite.
PreviewActivity

- com.google.android.gms.tagmanager.
TagManagerPreviewActivity

- com. facebook.CustomTabActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.
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Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:

— ARM 32 bit: lib/armeabi-v7a/libvrtoolkit.so
— ARM 32 bit: lib/armeabi-v7a/libtess2.so
- ARM 32 bit: lib/armeabi-v7a/libwebp.so

- ARM 32 bit: lib/armeabi-v7a/
libImmEndpointWarpd.so

- ARM 32 bit: lib/armeabi-v7a/libgdx.so
— ARM 32 bit: lib/armeabi/libtess2.so
- ARM 32 bit: lib/armeabi/libwebp.so

- ARM 32 bit: lib/armeabi/libImmEndpointWarpd.
so

- ARM 32 bit: lib/armeabi/libgdx.so
- x86 32bit: 1lib/x86/libtess2.so

- x86 32bit: 1lib/x86/libwebp.so

- x86 32bit: 1ib/x86/1libgdx.so

Test Performance

Execution time of all tests: 0:00:52.210
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3.18 Rossmann - Coupons & Angebote (Android)

3.18.1 Tests
The following Table 3.19 summarizes the results of the Android app
Rossmann - Coupons & Angebote with version 1.4.2.

Table 3.19: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for [ ] Privacy risks? No.

»Rossmann - X Security risks? Yes.

Coupons & Blacklisted by policy

Angebote«

Ll Violations of default policy? No.

Communication security

X Client communication used? Yes.

Communication endpoints: 24 entries, see detalls.

Communication with country: United States, United
Kingdom, Germany

X SSL/TLS used? Yes.

Domains accessed with http AND https: play .google.com

L] Custom SSL/TLS trust manager implemented? No.

] SSL/TLS using custom error handling? No.

X SSL/TLS using manual domain name verification? Yes.

X Unprotected HTML? Yes.

Xl Unprotected communication? Yes.

Data security

Cryptographic Primitives: "AES/ECB/PKCS7Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 10 entries, see details.
Overprivileged permissions: READ—-EXTERNAL-STORAGE
Is application overprivileged? Yes.

WiFi-Direct enabled? No.

(XN ANXXE

Input interface security

(=] App can handle documents of mimeType: None.
[ ]  Screenshot protection used? No.
L1 Tap Jacking Protection used? No.

Privacy

XI  Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
(=] Device administration policy entries: None.
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Accessed unique identifier(s): 11 entries, see details.

Advertisment-/tracking frameworks found: 360 Dialog,
HockeyApp

X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

] Permission to access address book? No.

Sensor usage: Camera, Location (inactive)

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: ELAPSED—REALTIME

Alarm intervals dynamically? No.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

NXOONKXK

(10

3.18.2 Details

The following sections describe details about the test results of Rossmann -
Coupons & Angebote with version 7.4.2.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://play.google.com/store/apps/details?
id=
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- https://play.google.com/store/apps/details?
id=

- market://details?id=

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: angebote.rossmann.de, apache.
org,api-01.360dialog.io, api-02.360dialog.
io,api-03.360dialog.io, api-04.360dialog.io,
api-05.360dialog.io, api-06.360dialog.i0, api—
07.360dialog.io, api-08.360dialog.io, api—-09.
360dialog.io, api-10.360dialog.io, api.360dialog.
io, gate.hockeyapp.net, github.com, instagram.com, m.
rossmann-online.de, play.google.com, plus.google.
com, sdk.hockeyapp.net, www.econda-monitor.de,

www . facebook.com, www.rossmann.de, www.youtube.com

App communicates with servers in 3 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://instagram.com/_u/mein_rossmann

- http://play.google.com/store/apps/details?
id=

- http://www.econda-monitor.de/els/m/
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http://instagram.com/mein_rossmann

http://apache.org/xml/features/
nonvalidating/load-external-dtd

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://play.google.com/store/apps/details?
id=

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-

level:

NORMAL

VIBRATE (Allows access to the vibrator.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e The application requires the following permissions from the protection-

level:

DANGEROUS

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

INTERNET (Allows applications to open network sockets.)
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— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e Application uses userdefined permissions. Application can access data of

a foreign application which requires this permission to access data.

Userdefined permission usage: com.sonyericsson.home.
permission.BROADCAST-BADGE, com.htc.launcher.
permission.READ-SETTINGS, com.majeur.launcher.
permission.UPDATE-BADGE, com.sonymobile.home.
permission.PROVIDER-INSERT-BADGE, com.htc.
launcher.permission.UPDATE-SHORTCUT, de.rossmann.
app.android.permission.C2D-MESSAGE, com.sec.
android.provider.badge.permission.WRITE, com.
sec.android.provider.badge.permission.READ,
com.anddoes.launcher.permission.UPDATE-COUNT,
com.google.android.c2dm.permission.RECEIVE

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy
e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-

pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

¢ Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
display,build fingerprint,build brand, IMEI/
MEID, country code + mobile network code for
SIM provider, MMC (Mobile Country Code), unique
Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.rossmann.app.android.account.
BirthdaySplashActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ii-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

e The application contains a registered scheduled alarm. With such an

alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- de.rossmann.app.android.core.SyncManager
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e The scheduled task gets repeated in the following intervals:
- 12 hours

e The alarm manager has been initialized properly.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e |n the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:00:37.599

3.19 stylefruits - Fashion & Styles (Android)

3.19.1 Tests
The following Table 3.20 summarizes the results of the Android app
stylefruits - Fashion & Styles with version 3.70.0.

Table 3.20: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for X Privacy risks? Yes.

»stylefruits - X Security risks? Yes.

Fashion & Styles«  gjacklisted by policy

X Violations of default policy? Yes.

Communication security

X Client communication used? Yes.

Communication endpoints: 40 entries, see details.

Communication with country: United States, Ireland,
Germany

XI SSL/TLS used? Yes.

Domains accessed with http AND https: api .mixpanel.com

X Custom SSL/TLS trust manager implemented? Yes.
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Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXX OX [

Data security

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: de .stylefruits.fashion.
android.permission.C2D-MESSAGE, com.google.
android.c2dm.permission.RECEIVE

Overprivileged permissions: GET-ACCOUNTS, ACCESS—-FINE-
LOCATION, CAMERA, READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

N N X X

[TX X

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
[]  Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X' Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick, Mixpanel

App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: GPS Location

NOXKXKX

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: ELAPSED-REALTIME

Alarm intervals dynamically? No.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass (...)

NXOONKXK

Fraunhofer SIT ’I 53

Appicaptor Report



3 Results For internal use only!

L] Allow app debugging Flag? No.
] Allow autoexecute after Phone Reboot? No.
X App uses outdated signature key? Yes.

3.19.2 Details

The following sections describe details about the test results of
stylefruits - Fashion & Styles with version 3.70.0.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

- Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Blacklisted by policy

e Reasons for category violations of default policy:

- Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://api.mixpanel.com/track?ip=1

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- https://api.mixpanel.com/track?ip=1
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- https://www.youtube.com/watch?v=
- market://details?id=com.facebook.orca

- market://details?id=com.google.android.gms.
ads

- market://details?id=de.stylefruits.fashion.
android

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, api.github.com,
api.mixpanel.com, api.stylefruits.de, app.adjust.
com, csi.gstatic.com, d3foxwow3s4s9m.cloudfront.
net, decide.mixpanel.com, dvuifktgrlubd.
cloudfront.net, e.crashlytics.com, facebook.

com, github.com, googleads.g.doubleclick.net,
graph-video.%s, graph.%s, graph.facebook.com,
m.stylefruits.co.uk, m.stylefruits.de, m.
stylefruits.fr,m.stylefruits.nl, m.stylefruits.
pl, play.google.com, plus.google.com, pubads.qg.
doubleclick.net, gjxi0dbm5g.execute—api.eu-west-
l.amazonaws.com, rib.stylefruits.de, settings.
crashlytics.com, ssl.google—analytics.com,
stylefru.it, www.google—analytics.com, www.google.
com, www.googleadservices.com, www.googleapis.
com, www.googletagmanager.com, www.stylefru.it,
www.stylefruits.co.uk, www.stylefruits.de, www.
stylefruits.fr, www.stylefruits.nl, zugspitzbahn.
stylefruits.de

App communicates with servers in 3 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.
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e Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://m.stylefruits.nl/product_handler/
- http://m.stylefruits.de/product_handler/
- http://decide.mixpanel.com/decide

- http://m.stylefruits.de/request_password_
reset

- http://www.stylefruits.de/home/dsb-app
- http://www.stylefru.it/s644790

- http://m.stylefruits.fr/home/CGV

- http://api.mixpanel.com/track?ip=1

- http://m.stylefruits.co.uk/request_password_
reset

- http://m.stylefruits.nl/home/alv

- http://m.stylefruits.pl/request_password_
reset

- http://api.mixpanel.com/engage

- http://stylefru.it/s109036

- http://play.google.com/store/apps/details
- http://m.stylefruits.de/home/agb

- http://www.stylefru.it/s845028

- http://www.stylefruits.fr/home/dsb-app

- http://www.stylefruits.co.uk/home/dsb-app
- http://www.stylefru.it/s887003

- http://www.stylefru.it/s746797

- http://m.stylefruits.fr/product_handler/
- http://www.stylefru.it/s275897
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http://m.stylefruits.nl/request_password_
reset

http://www.stylefru.it/s788675
http://zugspitzbahn.stylefruits.de/vl/images
http://www.stylefruits.nl/home/dsb-app
http://m.stylefruits./home/regulamin
http://www.stylefru.it/s280003

http://m.stylefruits.fr/request_password_
reset

http://m.stylefruits.pl/product_handler/
http://m.stylefruits.co.uk/product_handler/

http://m.stylefruits.co.uk/home/terms

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://api.mixpanel.com/track?ip=1

http://play.google.com/store/apps/details?
id=com. facebook.orca

Data security

e The application requires the following permissions from the protection-

level:

NORMAL

WAKE-LOCK (Allows using PowerManager Wakelocks to keep pro-
cessor from sleeping or screen from dimming.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

VIBRATE (Allows access to the vibrator.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
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values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

- CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display, build brand, IMEI/MEID,
Wifi-MAC address, MMC (Mobile Country Code),
unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.stylefruits.tiramisu.app.view.
GalleryStyleQuestionActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Fraunhofer SIT ‘] 59

Appicaptor Report



3 Results

For internal use only!

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
Missing permissions despite of API calls could be an indication for miss-
configuration or plugin/library code which is not used. For more detailed
information application has to be reviewed manually.

Runtime Security

The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.taplytics.gaur
The scheduled task gets repeated in the following intervals:
— 52 seconds

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Test Performance

3.20 Tinder (Android)

3.20.1 Tests

Execution time of all tests: 0:00:51.108

The following Table 3.21 summarizes the results of the Android app Tinder
with version 6.0.7.

Table 3.21:
Overview of
summarized test
results for

»Tinder«
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X Implementation flaws? Yes.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

Ll Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 42 entries, see details.
Communication with country: Sweden, United States, Japan,
Ireland, Germany

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XX OOX XXX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Constant initialization vectors found? Yes.

Cryptographic salt values found? Yes.

Key derivation iteration count: 1000

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.
Userdefined permission usage: 6 entries, see details.
Overprivileged permissions: BLUETOOTH, READ-EXTERNAL-
STORAGE

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

NRXXENXNXE

(T X

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
L] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.
Accessed unique identifier(s): 11 entries, see details.
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N

Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick, LiveRail

App provides public accessible activities? Yes.

Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location
Unprotected map queries? Yes.

XKNOX[X

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: ELAPSED—REALTIME

Alarm intervals dynamically? No.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

NXOONKXK

XX ]

3.20.2 Details

The following sections describe details about the test results of Tinder with
version 6.0.7.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— Unprotected Access: Disclosure of location or web query data
though unprotected communication with service providers.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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Crypto: Constant initialization vector detected. This should be
avoided, as it allows an attacker to infer relationships between seg-
ments of encrypted messages if encrypted with the same key and
initialization vector.

Crypto: Constant salt detected. This should be avoided, as it can
make app vulnerable to bruteforce attacks.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

amzn://apps/android?asin=
http://maps.google.com/maps?saddr=&daddr=
http://www.amazon.com/gp/mas/dl/android?
asin=
https://api.giphy.com/vl/gifs/search?g=%sé&
rating=%s&api_key=fBEDuUhnVCiP16

https://api.giphy.com/vl/gifs/search?g=
flirting&rating=%s&api_key=fBEDuhnvVCiP1l6

https://cbk0.google.com/cbk?cb_client=an_
mobile&output=reporté&panocid=

https://graph.facebook.com/?access_token=
%$s&ids=%s&fields=1id, name, picture.width (%d)
.height (%d) .fields (url)

https://graph. facebook.com/me/photos?limit=
5000&fields=id, source, picture&access_token=

https://graph. facebook.com/me?fields=albums.
1limit (5000) .fields (id, name, count), photos.
1imit (5000) .fields (id, picture) &access_token=

https://mapsengine.google.com/%$s/maptile/
maps?v=%s&authToken=%$s&x=%d&y=%d&z=%d&s=

https://play.google.com/store/apps/details?
id=

https://support.google.com/gmm/?p=android_
home_set_home

https://support.google.com/gmm/?p=android_
home_sign_in

Fraunhofer SIT ‘] 63

Appicaptor Report


amzn://apps/android?asin=
http://maps.google.com/maps?saddr=&daddr=
http://www.amazon.com/gp/mas/dl/android?asin=
http://www.amazon.com/gp/mas/dl/android?asin=
https://api.giphy.com/v1/gifs/search?q=%s&rating=%s&api_key=fBEDuhnVCiP16
https://api.giphy.com/v1/gifs/search?q=%s&rating=%s&api_key=fBEDuhnVCiP16
https://api.giphy.com/v1/gifs/search?q=flirting&rating=%s&api_key=fBEDuhnVCiP16
https://api.giphy.com/v1/gifs/search?q=flirting&rating=%s&api_key=fBEDuhnVCiP16
https://cbk0.google.com/cbk?cb_client=an_mobile&output=report&panoid=
https://cbk0.google.com/cbk?cb_client=an_mobile&output=report&panoid=
https://graph.facebook.com/?access_token=%s&ids=%s&fields=id,name,picture.width(%d).height(%d).fields(url)
https://graph.facebook.com/?access_token=%s&ids=%s&fields=id,name,picture.width(%d).height(%d).fields(url)
https://graph.facebook.com/?access_token=%s&ids=%s&fields=id,name,picture.width(%d).height(%d).fields(url)
https://graph.facebook.com/me/photos?limit=5000&fields=id,source,picture&access_token=
https://graph.facebook.com/me/photos?limit=5000&fields=id,source,picture&access_token=
https://graph.facebook.com/me?fields=albums.limit(5000).fields(id,name,count),photos.limit(5000).fields(id,picture)&access_token=
https://graph.facebook.com/me?fields=albums.limit(5000).fields(id,name,count),photos.limit(5000).fields(id,picture)&access_token=
https://graph.facebook.com/me?fields=albums.limit(5000).fields(id,name,count),photos.limit(5000).fields(id,picture)&access_token=
https://mapsengine.google.com/%s/maptile/maps?v=%s&authToken=%s&x=%d&y=%d&z=%d&s=
https://mapsengine.google.com/%s/maptile/maps?v=%s&authToken=%s&x=%d&y=%d&z=%d&s=
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
https://support.google.com/gmm/?p=android_home_set_home
https://support.google.com/gmm/?p=android_home_set_home
https://support.google.com/gmm/?p=android_home_sign_in
https://support.google.com/gmm/?p=android_home_sign_in

3 Results For internal use only!

- https://support.google.com/gmm/?p=android_
home_web_history

- https://support.google.com/gmm/?p=place_
questions

- https://support.google.com/gmm/?p=questions_
help

- https://support.google.com/maps/?p=ios_send_
to_phone

- https://www.gotinder.com/privacy?nav=false
- https://www.gotinder.com/terms?nav=false
- market://details?id=

- market://details?id=com.google.android.gms.
ads

- market://details?id=com.tinder

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, .spotify.com,
adb5.liverail.com, api.giphy.com, api.github.com,
api.gotinder.com, api.spotify.com, app.adjust.
com, appboy.data.placeiqg.com, cbk0.google.com,
clients4.google.com, content.gotinder.com, csi.
gstatic.com, dev.appboy.com, etl.tindersparks.
com, facebook.com, geo0.ggpht.com, github.com,
globalping.gotinder.com, googleads.g.doubleclick.
net, graph-video.%s, graph.%s, graph.facebook.com,
history.google.com, imageupload.gotinder.com,
instagram.com, kh.google.com, 1h5.ggpht.comn,
maps.google.com, mapsengine.google.com, pagead?.
googlesyndication.com, play.google.com, plus.
google.com, psdev.de, sb-ssl.google.com, sondheim.
appboy.com, spotify.com, support.google.com, tinder.
COm, WWW . amazon.com, www.google.com, www.gotinder.
com

e App communicates with servers in 5 countries.

e Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.
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3 Results

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/koushikdutta/async/
AsyncSSLSocketWrappers$l.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://www.amazon.com/gp/mas/dl/android?
asin=

http://psdev.de/LicensesDialog

http://instagram.com/_u/

http://maps.google.com/maps?saddr=&daddr=

The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://maps.google.com/maps?saddr=&daddr=

- http://www.amazon.com/gp/mas/dl/android?
asin=

Data security

Use of constant initialization vectors is a bad practice. The following ini-
tialization vectors were found:

- "—I3anplum-iv-"

Use of constant salts can make application vulnerable to bruteforce at-
tacks. The following constant salts were found:

- "L3@nP1Vm"

Key derivation function used in the app with an amount of 1000 itera-
tions is considered secure.

The application requires the following permissions from the protection-
level: NORMAL
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— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

VIBRATE (Allows access to the vibrator.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

* The application requires the following permissions from the protection-
level: DANGEROUS

GET-TASKS (Allows an application to get information about the cur-
rently or recently running tasks.)

INTERNET (Allows applications to open network sockets.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdk\Version and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

BLUETOOTH (Allows applications to connect to paired bluetooth
devices.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.
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3 Results

Userdefined permission usage: android.permission.
STORAGE, com.android.vending.BILLING, com.tinder.
permission.MAPS—-RECEIVE, com.tinder.permission.
C2D-MESSAGE, com.google.android.c2dm.permission.
RECEIVE, com.google.android.providers.gsft.
permission.READ-GSERVICES

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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Accessed unigue identifier(s): build model, build
manufacturer, build product,build serial, build
display,build fingerprint,build brand, IMEI/MEID,
phone number, Wifi-MAC address, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.tinder.activities.ActivityMain

- com.tinder.spotify.activity.
SpotifyAuthActivity

- com. facebook.CustomTabActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

App contains URL(s) that indicate an unprotected HTTP access to map
providers. The transmitted location query parameters to the following
map providers are in this case accesible by third parties:

— Google Maps

Runtime Security

e The application contains a registered scheduled alarm. With such an

alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.taplytics.dolphin

e The scheduled task gets repeated in the following intervals:

— 52 seconds

e The alarm manager has been initialized properly.
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Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:

- ARMv8 64 bit: lib/arm64-v8a/libtinteg.so
- ARM 32 bit: lib/armeabi/libgnustl_shared.so

- ARM 32 bit: lib/armeabi/libspotify_embedded__
shared.so

- ARM 32 bit: lib/armeabi/libspotify_sdk.so
- ARM 32 bit: lib/armeabi/libtinteg.so

- ARM 32 bit: lib/armeabi-v7a/libgnustl_
shared.so

- ARM 32 bit: lib/armeabi-v7a/libspotify_
embedded_shared. so

- ARM 32 bit: lib/armeabi-v7a/libspotify_sdk.
so

- ARM 32 bit: lib/armeabi-v7a/libtinteg.so
- MIPS I: lib/mips/libtinteg.so

- MIPS I: lib/mips64/libtinteg.so

- x86 32bit: 1ib/x86/libgnustl_shared.so

- x86 32bit: 1lib/x86/libspotify_embedded_
shared.so

- x86 32bit: lib/x86/libspotify_sdk.so
- x86 32bit: 1ib/x86/libtinteg.so
- x86 64bit: 1lib/x86_64/libtinteg.so
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Test Performance

e Execution time of all tests: 0:01:15.875
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4 Glossary

3DES

Address book

Advertisement
frameworks

Triple DES or 3DES is the common name for the Triple Data
Encryption Algorithm (TDEA or Triple DEA) symmetric-key
block cipher, which applies the Data Encryption Standard
(DES) cipher algorithm three times to each data block. The
original DES cipher’s key size of 56 bits was generally suffi-
cient when that algorithm was designed, but the availability
of increasing computational power made brute-force attacks
feasible.

URL: http://en.wikipedia.org/wiki/Triple_
DES

All sorts of information about a person can be stored within
the global address book including email addresses, phone
numbers, addresses, websites, chat names, and more. Apps
can access the address book based on different require-
ments or methods (Android: permission based, iOS: access
with user interaction or direct access without user interac-
tion (deprecated)). Appicaptor evaluates the methods and
API function calls of address book access as well as their con-
text (e.g. user interaction, permission analysis)

URL: http://developer.android.com/
reference/android/Manifest.permission.
html#READ_CONTACTS,
https://developer.apple.com/
library/ios/documentation/
ContactData/Conceptual/
AddressBookProgrammingGuideforiPhone/
Introduction.html

Appicaptor evaluates different advertisement and tracking
frameworks e.g., Apple ID Support for Ads, Google AdMob,
Apple iAd, OpenUDID, Google Analytics, possibly other AD/-
Tracking, MillennialMedia, mopub, MobClix, TapJoy, Flurry,
inMobi AD Tracker, MobFox, mdotm, AdWhirl, Crashlyt-

ics, inneractive, AdFonic, Mocean Mobile, GreyStripe, in-
Mobi ADs, RevMob Ads, AdMarvel, Madvertise, Crittercism,
Adobe Omniture Tracker, Burstly, Jumptap, Urban Airship,
Unity3D. Advertisement frameworks grant apps access to
identifiers that can be used for serving advertisements or ad
tracking.
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Content providers manage access to a structured set of

data. They encapsulate the data, and provide mechanisms
for defining data security. Content providers are the stan-
dard interface that connects data in one process with code
running in another process. As content providers are one po-
tential way to leak data to other apps Appicaptor searches
for content provider creation in apps.

URL: http://developer.android.com/guide/
topics/providers/content-providers.html

Advanced Encryption Standard (AES) is the standard
symmetric-key block encryption algorithm with a block size
of 128 bits and encryption key length of 128, 192 or 256
bits.

URL: http://en.wikipedia.org/wiki/
Advanced_FEncryption_Standard

see Automatic reference counting (ARC)

Address space layout randomization (ASLR) protects apps
from buffer overflow attacks. In order to prevent an at-
tacker from reliably jumping to a particular exploited func-
tion in memory, ASLR involves randomly arranging the posi-
tions of key data areas of a program, including the base of
the executable and the positions of the stack, heap, and
libraries, in a process’s address space. For full ASLR pro-
tection, the app has to be compiled with support for PIE
(position-independent executable). Appicaptor evaluates
whether or not the ASLR-PIE compile option was set during
app creation.

URL: http://en.wikipedia.org/wiki/
Address_space_layout_randomization,
https://developer.apple.com/library/
ios/ga/gal788/_index.html
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In Objective-C programming, Automatic Reference Count-
ing (ARC) is @ memory management enhancement where
the burden of keeping track of an object’s reference count
is lifted from the programmer to the compiler. In traditional
Objective-C, the programmer would send retain and release
messages to objects in order to mark objects for dealloca-
tion or to prevent deallocation. Under ARC, the compiler
does this automatically by examining the source code and
then adding the retain and release messages in the com-
piled code.Appicaptor evaluates whether or not the ARC
compile option was set during app deployment.

URL: http://en.wikipedia.org/wiki/
Automatic_Reference_Counting,
https://developer.apple.com/library/
ios/releasenotes/ObjectiveC/RN-
TransitioningToARC/Introduction/
Introduction.html

If the user performs an action that starts another app or
switches to another app, the operating system moves the
previously running app into the background (where the ac-
tivity is no longer visible, but the instance and its state re-
mains intact). Appicaptor evaluates the methods and API
function calls of iOS background modes for audio (play and
record audible content in background), location (provide
location-based information to the user), voip (provide Voice-
over-IP services and automatically launch after system boot
so that the app can reestablish VolIP services (and is allowed
to play and record background audio)), newsstand-content
(process content that was recently downloaded in the back-
ground using the Newsstand Kit framework), external-
accessory (communicate with an accessory that delivers
data at regular intervals), bluetooth-central (use the Core-
Bluetooth framework to communicate with a Bluetooth ac-
cessory while in the background), bluetooth-peripheral (use
the CoreBluetooth framework to communicate in periph-
eral mode with a Bluetooth accessory), remote-notification
(use remote notifications to resume or launch the app in the
background for downloading new content), fetch (request a
launch or resume by the system to fetch new content from
the network on a regular basis).

URL: https://developer.apple.com/library/
ios/#documentation/general/Reference/
InfoPlistKeyReference/Articles/
iPhoneOSKeys.html#//apple_ref/doc/uid/
TP40009252-SW22
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Application blacklisting is a common administration practice
to prevent the execution of undesirable programs. Such pro-
grams may include apps known to contain security threats
or vulnerabilities but also those that are deemed inappropri-
ate within an organization. Appicaptor will mark an app as
blacklisted when Appicaptor findings are not compliant to
your policy rule set.

CAST is a symmetric-key block cipher with a block size of 64
bits and encryption key length of 40 to 128 bits. It is used in
a number of products, notably as the default cipher in some
versions of GPG and PGP.

URL: http://en.wikipedia.org/wiki/CAST-
128

In Cipher-block chaining (CBC) mode, each block of plain-
text is XORed with the previous ciphertext block before be-
ing encrypted. This way, each ciphertext block depends on
all plaintext blocks processed up to that point. To make each
message unique, an initialization vector must be used in the
first block.

URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

The client—server model of computing is a distributed appli-
cation structure that partitions tasks or workloads between
the providers of a resource or service, called servers, and
service requesters, called clients. Often clients and servers
communicate over a computer network on separate hard-
ware. A server host runs one or more server programs which
share their resources with clients. A client requests a server’s
content or service function and therefore initiate communi-
cation sessions with servers which await incoming requests.
Appicaptor evaluates the methods and API function calls
that initiate, perform and end communication processes
with external entities.

URL: http://en.wikipedia.org/wiki/Client$%
E2%80%93server_model

Secure communication is achieved when two entities are
communicating in a way not susceptible to eavesdropping,
interception and manipulation. Appicaptor validates the
communication security characteristics in terms of correct
communication counterpart authenticity check implemen-
tations, and communication protection characteristics (in-
tegrity and encryption).

URL: http://en.wikipedia.org/wiki/Secure_
communication
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The compiler transforms source code written in a program-
ming language into another computer language (the target
language, often resulting in a binary form known as object
code). Several compile-time options can be used to help
hardening a resulting binary e.g., against memory corrup-
tion attacks. Appicaptor evaluates the compile-time options
applied during app deployment.

See SSL Trust Management Modification

Data at rest on the mobile device is subject to multiple
threats. To prevent this data from being unauthorizedly ac-
cessed, modified or stolen, mobile operating systems em-
ploy security protection measures such as password protec-
tion, data encryption, or a combination of both.

Data protection is available for iOS devices that offer hard-
ware encryption, including iPhone 3GS and later, all iPad
models, and iPod touch (3rd generation and later). Data
protection enhances the built-in hardware encryption by
protecting the hardware encryption keys with the device
passcode. This provides an additional layer of protection for
specific data on rest. Especially if a device is lost.

URL: http://support.apple.com/kb/ht4175

When a new file is created on an iOS device, it is assigned
to a specific class by the app that creates it or the default
class is utilized when no specific class is assigned. The de-
fault class is NSFileProtectionComplete when an app was
installed on iOS 7 whereas it is NSFileProtectionNone when
an app was installed on i0OS6 or prior. Each class uses differ-
ent policies to determine when the data is accessible. The
basic classes and policies are as follows: complete protec-
tion (NSFileProtectionComplete), protected unless open (NS-
FileProtectionCompleteUnlessOpen), protected until first
user authentication (NSFileProtectionCompleteUntilFirstUser-
Authentication) and no protection (NSFileProtectionNone).
Appicaptor evaluates all file generation and modification
processes within the evaluated app and monitors the (de-
fault) assignment of data protection classes to these files.
URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf

Appicaptor evaluates different aspects of data security: data
protection (data on rest protection, see data protection),
permission analysis, etc.
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The Data Encryption Standard (DES) is an outdated
symmetric-key encryption algorithm which is now consid-
ered to be insecure for many applications.

URL: http://en.wikipedia.org/wiki/Data_
Encryption_Standard

If an app is capable of opening specific types of files, the
app may indicate that support to the operating system. This
allows other apps to offer the user the option to hand off
those files to that mentioned app. Appicaptor extracts all
document types an app can handle.

URL: https://developer.apple.com/library/
ios/Documentation/FileManagement/
Conceptual/DocumentInteraction_
TopicsForIOS/Articles/
RegisteringtheFileTypesYourAppSupports.
html ,
http://developer.android.com/reference/
android/content/Intent.html

See Mixed usage of HTTP and HTTPS

Loading (external) executable code while an app is running.

The simplest of the encryption modes of a block cipher al-
gorithm is the electronic codebook (ECB) mode. The mes-
sage is divided into blocks, and each block is encrypted sepa-
rately.

URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

A software flaw is an error, failure, or fault in a computer
program or system that causes it to produce an incorrect or
unexpected result, or to behave in unintended ways.

iOS applications can apply stack smashing protection at
compile time. This can be achieved by specifying the com-
piler option named fstack-protector-all
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iCloud is a cloud storage and cloud computing service pro-
vided by Apple. It allows data syncing for email, contacts,
calendars, bookmarks, notes, reminders (to-do lists), iWork
documents, photos and other data. The service also al-
lows users to wirelessly back up their iOS devices to iCloud.
Appicaptor examines iCloud usage as an option to store pri-
vate or sensitive data with potentially different protection
measures than the app’s selected protection measures on
the mobile device.

URL: https://www.icloud.com/

See flaw

In-App purchase in apps enables the app developer to sell
content or features directly within a free or paid app, e.g.,
premium content, virtual goods, or subscriptions.

WebViews JavaScript API Calls to all Android Java methods
are possible in case the app is executed on Android before
4.2 (remote code injection)

URL: http://developer.android.com/
reference/android/webkit/WebView.html#
addJavascriptInterface%28java.lang.
Object, $20java.lang.String%29,
http://sseblog.ec-spride.de/2013/09/
java-script—-attack-vector/

Apps need to handle passwords and other sensitive data,
such as keys or tokens. The iOS keychain provides a way
to store these items. Rather than limiting access to a single
process or app, access groups allow keychain items to be
shared between apps. Keychain items can only be shared
between apps from the same developer.

URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf
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The basic classes are as follows: Access to keychain entries
when device is unlocked (kSecAttrAccessibleWhenUnlocked),
after first unlock (kSecAttrAccessibleAfterFirstUnlock) or al-
ways (kSecAttrAccessibleAlways). Apps with background
refresh services in iOS 7 require the keychain class kSecAt-
trAccessibleAfterFirstUnlock for keychain items when that in-
formation is accessed during background updates. Each key-
chain class has a “This device only” counterpart, which is al-
ways protected with device specific Key (the UID-key) when
being copied from the device during a backup, rendering

it useless if restored to a different device. Appicaptor eval-
uates all keychain generation and modification processes
within the evaluated app and monitors the assignment of
keychain entry classes.

URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf

For e.g., application debugging there is the opportunity to

utilize log statements to write data to the global device log.
As the usage of log statements is one potential way to leak
data Appicaptor searches for the usage of log statements in

apps.

Malicious app behavior affects the app user directly e.g.
through some action within a malicious app that harms
the user’s data, information or processes. Malicious actions
could be e.g. unauthorized data leakage, data modification
or social engineering.

The MD5 message-digest algorithm is a widely used crypto-
graphic hash function producing a 128-bit (16-byte) hash
value. The security of the MD5 hash function is severely
compromised, as a collision attack exists that can find col-
lisions within seconds.

URL: http://en.wikipedia.org/wiki/MD5

The Message Ul framework provides view controllers for pre-
senting composition interfaces for email and SMS messages
within a 3rd party app without requiring the user to leave
the app.

URL: https://developer.apple.com/library/
ios/Documentation/MessageUI/Reference/
MessageUI_Framework_Reference/_index.
html


https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf
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When an app transmits data to a server via http that is capa-
ble of https the app does not utilize the maximum amount
of protection that is offered by its communication counter-
part. To detect potential but avoidable information leakage
based on unprotected communication Appicaptor searches
and documents for http usage when the target server is ca-
pable of https communication, as this characteristic is crucial
to data in transit protection.

The OpenSSL Project develops a Open Source toolkit imple-
menting the Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) protocols. The project is managed by a world-
wide community of volunteers. Appicaptor checks whether
or not OpenSSL used within an app.

URL: https://www.openssl.org/

Serveral apps ask for more permissions than necessary (ac-
cording to their app functionality and utilized APl methods
within the app). This is because they are integrated with
the operating system at a low level by device manufacturers
or app developer requests more permissions than required
(e.g., within Android app manifest file).

A block cipher works on units of a fixed size (known as a
block size), but messages come in a variety of lengths. So
some modes (namely ECB and CBC) require that the fi-

nal block be padded before encryption. Several padding
schemes exist. The simplest is to add null bytes to the plain-
text to bring its length up to a multiple of the block size,
but care must be taken so that the original length of the
plaintext can be recovered. As an example the value of each
added byte by PKCS7 padding is the number of bytes that
are added.

URL: http://en.wikipedia.org/wiki/
Padding_(cryptography)

With Passbook apps can store boarding passes, event tick-
ets, retail coupons, store cards and generic passes. These
elements include barcodes that can be scanned in order to
convey information stored in the pass to perform actions in
the physical world. As the usage of passbook is one poten-
tial way to leak data Appicaptor searches for the usage of
passbook in apps.

URL: https://developer.apple.com/
passbook/
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When the user requests a copy or cut operation on a selec-
tion in the user interface an object in the app writes data to
a pasteboard. Another object in the same or a different app
then reads that data from the pasteboard and presents it to
the user at a new location; this usually happens when the
user requests a paste operation. The copy and paste actions
can be processed with two different apps. To share data
with any other app, the app can either use the system-wide
pasteboard; or to share data with another app that has the
same team ID as the initial app, the app-specific pasteboards
can be utilized. As the usage of pasteboards is one potential
way to leak data Appicaptor searches for the utilized paste-
board type and the usage of the system-wide pasteboard if
available.

URL: https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIPasteboard_Class/Reference.html

Android is a privilege-separated operating system, in which
each application runs with a distinct system identity (Linux
user ID and group ID). Additional finer-grained security fea-
tures are provided through a "permission” mechanism that
enforces restrictions on the specific operations that a par-
ticular process can perform, and per-URI permissions for
granting ad hoc access to specific pieces of data.

URL: http://developer.android.com/guide/
topics/security/permissions.html

see ASLR-PIE

Data privacy deals with the ability of an organization or indi-
vidual to restrict the sharing of data with third parties.

Privacy violations refers to a process in which personal, sen-
sitive information are exposed to unauthorized third parties.
Appicaptor detects privacy violations based on e.g., unau-
thorized screenshot captures, access to device identifiers,
address book usage without notification, advertisement-
/tracking frameworks usage, sensor usage (location, micro-
phone, camera, etc.), log statements utilized, message Ul
usage, iCloud usage, Pasteboard or passbook usage, etc.

RC2 a symmetric-key block cipher with a block size of 64
bits and encryption key length of 8-1024 bits, in steps of 8
bits.

URL: http://en.wikipedia.org/wiki/RC2
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Stream cipher used in popular protocols such as Transport

Layer Security (TLS) (to protect Internet traffic) and WEP (to
secure wireless networks). While remarkable for its simplic-
ity and speed in software, RC4 has weaknesses that argue

against its use in new systems.

URL: http://en.wikipedia.org/wiki/RC4

Runtime security summarizes Appicaptor test cases that re-
fer to methods to harden the application binary based on
compile-time options as well as the ability to execute dynam-
ically loaded code.

Security violations refers to a circumstance that a process or
data handling is not protected in an appropriate manner.

App’s access to smartphone sensors, with or without user
interaction. Appicaptor detects access to sensor data such
as location data and location updates, microphone, and
camera data.

The SHA1 message-digest algorithm is a widely used cryp-
tographic hash function producing a 160-bit (20-byte) hash
value. Attacks were found on SHA-1 therefore it is recom-
mended to move to SHA-2.

URL: http://en.wikipedia.org/wiki/SHA-1

App’s interaction with social networks, based on social net-
work framework or library usage. Appicaptor detects social
network interaction with Twitter, Facebook and Weibo.

Secure Sockets Layer (SSL), and its successor Transport Layer
Security (TLS), are cryptographic protocols which were de-
signed to provide communication security (integrity, authen-
ticity and confidentiality) over untrusted communication
channels.

URL: http://tools.ietf.org/html/rfc6101

If using WebViews in coordination with SSL/TLS the app
developer can modify the SSLErrorHandler. One intention
to do so is to accept self-signed or even all certificates, even
incorrect ones. Appicaptor detects and notifies SSL error
handling modifications as these open the opportunity to
improper SSL error handling and therefore facilitate Man-in-
the-Middle attacks.

URL: http://developer.android.
com/reference/android/webkit/
SslErrorHandler.html

See SSL or TLS
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See SSL Error Handling Modification

This refers also to SSL Error Handling Modification, but in
this circumstance there is at least one point of execution
where the communication proceeds even if an error is in-
dicated. Appicaptor detects and notifies faulty custom SSL
error handling modifications as these open the opportunity
to improper SSL error handling and therefore facilitate Man-
in-the-Middle attacks.

The communications security of SSL/TLS bases on the au-
thenticity and integrity of the utilized server certificates. If
an app implements a SSL/TLS certificate check itself and
does not use the operating system’s functions to validate
certificates. Faulty checks can render the SSL/TLS usage for
communication security useless. Appicaptor detects im-
proper certificate validation as this opens the opportunity
for Man-in-the-Middle attacks.

The ALLOW_ALL HostnameVerifier essentially turns host-
name verification off.

URL: http://developer.android.com/
reference/org/apache/http/conn/ssl/
AllowAllHostnameVerifier.html

Appicaptor detects wether or not the app implementation
changes the default SSL/TLS cipher sets.

Stack buffer overflows occur when a program writes to a
memory address on the program’s call stack outside of the
intended data structure. The stack smashing protection is a
compile-time option to mitigate the effects of stack buffer
overflows.

Some apps transmit certain static credentials in URL param-

eters. As URL parameters are not protected as they are part

of the HTTP header, this is a potential way to unintentionally
leak sensitive data.

Transport Layer Security (TLS) and its predecessor, Secure
Sockets Layer (SSL), is a cryptographic protocol which is
designed to provide communication security (integrity and
confidentiality) over untrusted communication channels
URL: http://tools.ietf.org/html/rfc224¢,
http://tools.ietf.org/html/rfcd346 |,
http://tools.ietf.org/html/rfch5246
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Tracking frame-  See Advertisement frameworks
work

URL schemata Apps that support custom URL schemes can use those
schemes to receive messages. Appicaptor searches if an app
registers for these URL schemes to receive external data.
URL: https://developer.apple.com/library/
ios/featuredarticles/iPhoneURLScheme__
Reference/Introduction/Introduction.
html

Web view A Web View is an element that displays web pages within
apps without starting a dedicated stand alone browser.
Appicaptor checks if Web Views are used within apps.
URL: http://developer.android.com/
reference/android/webkit/WebView.html ,
https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIWebView_Class/Reference/Reference.
html

Fraunhofer SIT ’I 83

Appicaptor Report


https://developer.apple.com/library/ios/featuredarticles/iPhoneURLScheme_Reference/Introduction/Introduction.html 
https://developer.apple.com/library/ios/featuredarticles/iPhoneURLScheme_Reference/Introduction/Introduction.html 
https://developer.apple.com/library/ios/featuredarticles/iPhoneURLScheme_Reference/Introduction/Introduction.html 
https://developer.apple.com/library/ios/featuredarticles/iPhoneURLScheme_Reference/Introduction/Introduction.html 
http://developer.android.com/reference/android/webkit/WebView.html 
http://developer.android.com/reference/android/webkit/WebView.html 
https://developer.apple.com/library/ios/documentation/uikit/reference/UIWebView_Class/Reference/Reference.html 
https://developer.apple.com/library/ios/documentation/uikit/reference/UIWebView_Class/Reference/Reference.html 
https://developer.apple.com/library/ios/documentation/uikit/reference/UIWebView_Class/Reference/Reference.html 
https://developer.apple.com/library/ios/documentation/uikit/reference/UIWebView_Class/Reference/Reference.html 

	1 Terms of Use
	2 Overview
	3 Results
	3.1 AutoScout24: mobile Auto Suche (Android)
	3.2 BURGER KING. (Android)
	3.3 Chefkoch - Rezepte & Kochen (Android)
	3.4 DeutschlandCard (Android)
	3.5 H&M (Android)
	3.6 IKEA Katalog (Android)
	3.7 IKEA Store (Android)
	3.8 Immobilien, Wohnungen & Häuser (Android)
	3.9 Immonet Immobilien Suche (Android)
	3.10 Lieferando.de: Essen bestellen (Android)
	3.11 LIEFERHELD - PIZZA PASTA SUSHI (Android)
	3.12 LoveScout24 (Ex FriendScout24) (Android)
	3.13 markt.de Kleinanzeigen (Android)
	3.14 McDonald.s Deutschland (Android)
	3.15 mobile.de - mobile Auto Börse (Android)
	3.16 PENNY (Android)
	3.17 Planner 5D - Innenarchitektur (Android)
	3.18 Rossmann - Coupons & Angebote (Android)
	3.19 stylefruits - Fashion & Styles (Android)
	3.20 Tinder (Android)

	4 Glossary

