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1 Terms of Use
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The Results and accompanying information generated by Fraunhofer SIT and
provided to the client are protected by copyright for Fraunhofer Gesellschaft e.
V., all rights reserved. The Results will be provided to the client at Fraunhofer
SIT" sole discretion and are be subject to strict confidentiality and use restric-
tions as detailed below as the Results - among others - contain benchmark test
results with regard to third party software.

The client shall only be granted a non-exclusive, non-transferable, non-sublicensable
right to use the Results for its own internal evaluation purposes only. The client
shall not be entitled to release, transfer, assign, rent, lease, sell, disclose or oth-
erwise publish the Results.

The client shall not be entitled to allow access to the Results - in whole or in
part - or any information contained therein by any third party and shall be liable
that its employees shall comply with the obligations above.

Each violation of the restrictions to use the Results as outlined above by the
client shall be subject to damage claims and claims to refrain from any unautho-
rized use of the Results. In addition, the client shall indemnify Fraunhofer from
any third party claim resulting from the client’s violation of these obligations.
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2 Overview

Appicaptor is a framework for semi-automated security testing of apps. Gen-
erated by the framework, this report represents an aggregated interpretation
of the performed tests to answer questions about security and privacy related
properties of apps.

The apps listed in Table 2.1 were selected by the customer to be tested with
the Appicaptor Framework. For each app a test model was derived which de-
scribes the nature of the app best. The test model is used to configure tests and
it provides information for correlating single test results to an overall result. A
generic model is applied for apps that are not tagged for tests specific to a cer-
tain class of apps. The listed versions corresponds to the values specified in the
app archives and may differ from those displayed in the app store if a developer

Table 2.1:

had chosen to use a diffrent version string for the app store.

App Name Version OS Test Model
Overview of
tested apps, 7TV . Mediathek, TV Livestream 1.9.6.1- Android Generic
versions and 342b4ct
applied test Akinator the Genie FREE 4.08 Android Generic
models ApplLike: Apps & Pramien 0.3.3 Android Generic
Bitmoji . dein Avatar-Emoji 9.35.289 Android  Messenger
Die Magische Muschel 2.28 Android Dictionary
Disney Channel 1.2.14  Android Media
Player
Fake GPS Location Spoofer Free 4.3.5 Android Generic
GO Map - For Pokémon GO 1.5.0 Android Generic
Google Play Spiele 3.7.24 Android Game
(3051774-
070)
Instant Buttons 1.0.8 Android Generic
Liebe Test 3.2.6 Android Generic
Netflix 4.8.6 build  Android Media
9782 Player
PlayStation.App 4.0.5 Android Generic
Pokémon Ferienlager 1.2.6  Android Generic
ProSieben - Live TV, Mediathek 1.7 Android Generic
SAT.1 - Live TV und Mediathek 1.7 Android Generic
TV NOW 1.1.0 Android Media

Player
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Table 2.1 — Continued from previous page

App Name Version OS Test Model
TV SPIELFILM - TV Programm 4.5.0 Android News
Twitch 4.11.1  Android Generic
YouTube Gaming 1.6.19.8 Android Generic
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3 Results

The presented results are based on automated test procedures. All test metrics
are carefully chosen and cross-checked. For stating a single app property, multi-
ple independent tests are conducted and correlated to prevent incorrect results.
Conflicting results or results that break specified assumptions are denoted by

a question mark in the results to prevent false interpretation. Those potential
ambiguous results are subject to further improvements of test procedures by
integrating insights of manual investigations into improved tests.

Due to the nature of automated tests, however, the correctness of the pre-
sented results can not be guaranteed. The results are based on work created
to the best of our knowledge and belief.

Table 3.1: Legend  [X tested property was found
X[i] tested property was found (see detail section for limitations)
L] tested property was not found
[][i] tested property was not found (see detail section for limitations)
test created proper test results
test created no test results
test created conflicting results
error conditions during test

RSRIEN

3.1 7TV .. Mediathek, TV Livestream (Android)

3.1.1 Tests
The following Table 3.2 summarizes the results of the Android app 7TV
Mediathek, TV Livestream with version 1.9.6.7-342b4c].
Table 3.2: App risks for enterprise usage
Overview of

summarized test X Implementation flaws? Yes.
results for »7Tv . L1 Privacy risks? No.
Mediathek, TV X Security risks? Yes.
Livestream«

Blacklisted by policy

L | Violations of default policy? No.

Communication security

Fraunhofer SIT 7
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Client communication used? Yes.

Communication endpoints: 44 entries, see details.
Communication with country: 7 entries, see details.
SSL/TLS used? Yes.

Domains accessed with http AND https: api .mixpanel . comn,
play.google.com

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NX KKK

XXX X[

Data security

Cryptographic Primitives: "AES/ECB/PKCS7Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.android.vending.
BILLING, com.applicaster.permission.C2D-MESSAGE,
com.google.android.c2dm.permission.RECEIVE
Overprivileged permissions: GET-ACCOUNTS, USE-CREDENTIALS,
READ-EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

KX XA

N

XXX

Input interface security

=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

=l Device administration policy entries: None.

Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,

HockeyApp, Mixpanel

App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: None.

MOX XX

Runtime Security

8 Fraunhofer SIT
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Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

NX ]

XX O]

3.1.2 Details

The following sections describe details about the test results of 7TV
Mediathek, TV Livestream with version 71.9.6.7-342b4c1.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

://play?channelid=
- http://api.mixpanel.com/track?ip=1
- http://market.android.com/details?id=

- http://market.android.com/support/bin/
answer.py?answer=1050566&hl=%1lang%&dl=
$region%

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- https://api.mixpanel.com/track?ip=1

Fraunhofer SIT 9
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- https://mobileapi.prosiebensatl.com/7tv/
mega—-app/blacklist?geoLocation=

- https://play.google.com/store/apps/details?
id=

- market://details?id=com.facebook.orca
- mega—-app://deeplink?type=live&channel=%s

- ..http://player—-feedback.sim-technik.de/drm/
?drmType=marlin&eventName=%1$s&errorCode=
$2Ss&eventDuration=%3S$s&plat form=androids
appName=seventvé&appVersion=%4

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, 71liapp-cp.
nuggad.net, ad.71i.de, admin.applicaster.com, admin.
d8v.applicaster.com, admin.demo.applicaster.com,
admin.ga.applicaster.com, ais—api.applicaster.
com, ais.ga.applicaster.com, api.mixpanel.com,
api.twitter.com, app-measurement.com, assets—
production.applicaster.com, clearing.p7sl.net,
common—app-st.sim-technik.de, contentapi.sim-
technik.de, csi.gstatic.com, decide.mixpanel.com,
facebook.com, googleads.g.doubleclick.net, graph-
video.%s, graph.%s, graph.facebook.com, iam-agof-
app.irquest.com, itsOn.tv, market.android. com,
mobile.twitter.com, mobileapi.prosiebensatl.com,
play.google.com, player—feedback.sim-technik.

de, plus.google.com, profile.sim-technik.de,
prosieben0l.webtrekk.net, sdk.hockeyapp.net,
Sitestream.twitter.com, sso.7pass.de, stream.
twitter.com, twitter4j.org, userstream.twitter.com,
vas.sim-technik.de, video.adverserve.net, voucher.
sim-technik.de, www.amazon.com, www.googleapis.com

App communicates with servers in 7 countries.

Communication with country: Netherlands, Austria, Belgium,
United States, Ireland, Japan, Germany

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.


https://mobileapi.prosiebensat1.com/7tv/mega-app/blacklist?geoLocation=
https://mobileapi.prosiebensat1.com/7tv/mega-app/blacklist?geoLocation=
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
market://details?id=com.facebook.orca
mega-app://deeplink?type=live&channel=%s
..http://player-feedback.sim-technik.de/drm/?drmType=marlin&eventName=%1$s&errorCode=%2$s&eventDuration=%3$s&platform=android&appName=seventv&appVersion=%4
..http://player-feedback.sim-technik.de/drm/?drmType=marlin&eventName=%1$s&errorCode=%2$s&eventDuration=%3$s&platform=android&appName=seventv&appVersion=%4
..http://player-feedback.sim-technik.de/drm/?drmType=marlin&eventName=%1$s&errorCode=%2$s&eventDuration=%3$s&platform=android&appName=seventv&appVersion=%4
..http://player-feedback.sim-technik.de/drm/?drmType=marlin&eventName=%1$s&errorCode=%2$s&eventDuration=%3$s&platform=android&appName=seventv&appVersion=%4
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3 Results

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://market.android.com/details?id=
- http://api.mixpanel.com/track?ip=1

- http://decide.mixpanel.com/decide

- http://ais.ga.applicaster.com/api/vl/
- http://api.mixpanel.com/engage

- http://twitterdj.org/en/twitterdj-

- http://www.amazon.com/gp/mas/get—-appstore/
android/ref=mas_mx_mba_iap_dl

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://api.mixpanel.com/track?ip=1
- http://market.android.com/details?id=

- http://market.android.com/support/bin/
answer.py?answer=1050566&hl=%1lang%&dl=
$region%

- http://play.google.com/store/apps/details?
id=com. facebook.orca

Fraunhofer SIT ’I ‘]
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Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-
level: NORMAL

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— VIBRATE (Allows access to the vibrator.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

— INTERNET (Allows applications to open network sockets.)

- GET-TASKS (Allows an application to get information about the cur-
rently or recently running tasks.)

— USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

‘I 2 Fraunhofer SIT
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— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-

pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

¢ Device administration features not used.

Fraunhofer SIT 'I 3
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build display,build brand, IMEI/MEID,
SIM card serial, Wifi-MAC address, unique Android
ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.applicaster.billing.APStorefront

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

No sensor usage Indicators found.

Runtime Security
e The application does not contain a scheduled alarm.

e |ndicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.
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* The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e Loadable libraries found:

ARM 32 bit: lib/armeabi/libWasabidni.so

x86 32bit: lib/x86/libWasabidni.so

x86 64bit: 1lib/x86_64/libWasabiJni.so

Test Performance

e Execution time of all tests: 0:01:04.970

3.2 Akinator the Genie FREE (Android)

3.2.1 Tests

Table 3.3:
Overview of
summarized test
results for
»Akinator the
Genie FREE«

ARMvS8 64 bit: lib/arm64-v8a/libWasabidni.so

ARM 32 bit: lib/armeabi-v7a/libWasabidni.so

The following Table 3.3 summarizes the results of the Android app Akinator
the Genie FREE with version 4.08.

App risks for enterprise usage

X
X
X

Implementation flaws? Yes.
Privacy risks? Yes.
Security risks? Yes.

Blacklisted by policy

]

Violations of default policy? No.

Communication security

XXX OOXONKXANKNX

Client communication used? Yes.

Communication endpoints: 78 entries, see details.
Communication with country: 9 entries, see details.
SSL/TLS used? Yes.

Domains accessed with http AND https: play.google.com
Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected JavaScripts? Yes.

Unprotected communication? Yes.

Fraunhofer SIT
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Data security

Cryptographic Primitives: "AES/CBC/PKCS7Padding", "AES/
ECB/PKCS7Padding", "RSA/ECB/PKCS1Padding", "RSA/
NONE /NoPadding"

Cryptographic keys found? Yes.

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: 6 entries, see details.

Overprivileged permissions: SYSTEM—ALERT-WINDOW, CHANGE -
WIFI-STATE, CHANGE-NETWORK-STATE, READ-EXTERNAL-
STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NRNXXX

XXX

Input interface security

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

Installed app list accessed? Yes.

Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

Device administration policy entries: None.

Accessed unique identifier(s): 12 entries, see details.
Advertisment-/tracking frameworks found: 8 entries, see details.
App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Forbid userdata clearence? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Remote auto backup with include enabled? Yes.

Sensor usage: Camera (inactive), WIFI-Based Location,
GPS Location, Acceleration/Light

NXOXKXXXNNINXKX

=
c
5
[=s
3
o
(72
o
[a]
c
=
~*
<

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: RTC-WAKEUP

Alarm intervals dynamically? No.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

NXOOKX

‘| 6 Fraunhofer SIT
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Allow app debugqging Flag? No.

App uses outdated signature key? Yes.

Executed component after Phone Reboot: io.presage.
receivers.BootReceiver, org.altbeacon.beacon.
startup.StartupBroadcastReceiver

NX ]

3.2.2 Details

The following sections describe details about the test results of Akinator
the Genie FREE with version 4.08.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— Advertisement/Tracking: App uses more than 5 advertisement and
tracking providers.

— App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

— Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- amzn://apps/android?p=

- fb://facewebmodal/f?href=https://www.
facebook.com/Akinator

Fraunhofer SIT ’I 7
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- http://defi.akinator.com/get_new_defi?base_
logique_id=

- http://loopme.me/api/v2/events?et=INFO
- http://loopme.me/api/v2/events?et=INFO&vt=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- http://push.akinator.com/cross—-selling/get_
cross_selling?application=

- http://twitter.com/home?status=
- http://www.akinator.com/ippolicy.php?name=

- http://www.supersonicads.com/api/vl/guc.php?
aid=

- https://m.google.com/app/plus/x/?v=compose&
content=

- https://market.android.com/details?id=

- https://play.google.com/store/apps/details?
id=

- https://www.facebook.com/dialog/feed?app_id=
181821551957328&1ink=

- https://www.tumblr.com/cauth/authorize?
oauth_token=%s

- market://details?id=
- market://details?id=%s

- market://details?id=com.digidust.elokence.
akinator.freemium

- market://details?id=com.digidust.elokence.
akinator.paid

- market://details?id=com.facebook.orca

- twitter://user?screen_name=akinator_team

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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e Communication endpoints: . facebook.com, a.applovin.

com, admarvel.s3.amazonaws.com, ads.admarvel.
com, ak—ns.sascdn.com, amazon—adsystem.amazon.
com, amazon—adsystem.com, api—arl.akinator.com,

api-cnl
api-enl

api-fr3.

api-itl

.akinator.
.akinator.
akinator.
.akinator.
.akinator.

com,
com,
com,
com,

api-del
api-esl
api-ill
api-jpl

.akinator.
.akinator.
.akinator.
.akinator.
.akinator.

com,
com,
com,
com,

api-krl com, api-nll
api-obj-frl.akinator.com, api-pll.akinator.
api-ptl.akinator.com, api-rul.akinator.com,
api-trl.akinator.com, api.tumblr.com, assets—
mobile.akinator.com, assets-mobile2.akinator.com,
baseurl.admarvel.com, cgu.akinator.com, connect.
tapjoy.com, content-js.tapjoy.com, csi.gstatic.com,
cv.apprupt.com, d.applovin.com, data.altbeacon.org,
defi.akinator.com, en.akinator.com, endpointl.
collection.eu.sumologic.com, facebook.com, fb.me,
fr.akinator.com, googleads.g.doubleclick.net,
graph-video.%s, graph.%s, graph.%s.facebook.com,
graph.facebook.com, impact.applifier.com, impact.
staging.applifier.com, loghost.aatkit.com, loopme.
me, m.google.com, maps.google, market .android. com,
mobile.smartadserver.com, onelink.to, pagead?2.
googlesyndication.com, ph—sdk—-api-ssl.playhaven.
com, play.google.com, push.akinator.com, rpc.tapjoy.
com, rt .applovin.com, s.ssacdn.com, sb-ssl.google.
com, sdk—-rh.admarvel.com, sdk.applift.com, twitter.
com, vid.applovin.com, ws.tapjoyads.com, wsback—
%$s.ogury.local, wsback—-%s.presage.io, wsback—
%$s.staging.presage.io, www.%s.facebook.com, www.
akinator.com, www.amazon. fr, www. facebook.com, www.

com,
com,

googleapis.com, www.mopub.com, www.supersonicads.
com, www.tumblr.com

App communicates with servers in 9 countries.

Communication with country: Netherlands, Austria, Belgium,
United States, Ireland, United Kingdom, France,
Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.
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e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

® The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://twitter.com/home?status=

- http://rt.applovin.com/pix

- http://api-itl.akinator.com/ws

- http://push.akinator.com/analytics

- http://en.akinator.com/content/10/terms—-of-
mobile-app

- http://api-pll.akinator.com/ws

- http://api-arl.akinator.com/ws

- http://onelink.to/g8yys6

- http://api-del.akinator.com/ws

- http://cgu.akinator.com/mobile/content#inpi
- http://api-nll.akinator.com/ws

- http://defi.akinator.com/get_new_defi?base_
logique_id=

- http://api-cnl.akinator.com/ws
- http://cgu.akinator.com/mobile/content

- http://fr.akinator.com/content/10/
conditions—-d-utilisation-de-l-app-mobile

- http://sdk-rh.admarvel.com/adhistory/upload?
- http://api-trl.akinator.com/ws
- http://api-jpl.akinator.com/ws

- http://admarvel.s3.amazonaws.com/sdk/assets/
adm_bmp/

- http://api-ptl.akinator.com/ws

- http://s.ssacdn.com/mobileSDKController/
mobileController.html

- http://www.akinator.com/ippolicy.php?name=

20 Fraunhofer SIT
Appicaptor Report


http://twitter.com/home?status=
http://rt.applovin.com/pix
http://api-it1.akinator.com/ws
http://push.akinator.com/analytics
http://en.akinator.com/content/10/terms-of-mobile-app
http://en.akinator.com/content/10/terms-of-mobile-app
http://api-pl1.akinator.com/ws
http://api-ar1.akinator.com/ws
http://onelink.to/g8yys6
http://api-de1.akinator.com/ws
http://cgu.akinator.com/mobile/content#inpi
http://api-nl1.akinator.com/ws
http://defi.akinator.com/get_new_defi?base_logique_id=
http://defi.akinator.com/get_new_defi?base_logique_id=
http://api-cn1.akinator.com/ws
http://cgu.akinator.com/mobile/content
http://fr.akinator.com/content/10/conditions-d-utilisation-de-l-app-mobile
http://fr.akinator.com/content/10/conditions-d-utilisation-de-l-app-mobile
http://sdk-rh.admarvel.com/adhistory/upload?
http://api-tr1.akinator.com/ws
http://api-jp1.akinator.com/ws
http://admarvel.s3.amazonaws.com/sdk/assets/adm_bmp/
http://admarvel.s3.amazonaws.com/sdk/assets/adm_bmp/
http://api-pt1.akinator.com/ws
http://s.ssacdn.com/mobileSDKController/mobileController.html
http://s.ssacdn.com/mobileSDKController/mobileController.html
http://www.akinator.com/ippolicy.php?name=

For internal use only!

3 Results

http://push.akinator.com/new_boot
http://loopme.me/api/v2/events?et=INFO

http://www.supersonicads.com/api/vl/guc.php?
aid=

http://api-esl.akinator.com/ws

http://push.akinator.com/cross—-selling/get_
cross_selling?application=

http://ads.admarvel.com/fam/androidGetAd.php
http://loopme.me/api/v2/events?et=INFO&vt=
http://cgu.akinator.com/mobile/content#cgv

http://www.tumblr.com/connect/login_success.
html

http://cgu.akinator.com/mobile/privacy
http://api-obj-frl.akinator.com/ws
http://api-fr3.akinator.com/ws
http://api-ill.akinator.com/ws
http://api-enl.akinator.com/ws
http://api-rul.akinator.com/ws

http://api-krl.akinator.com/ws

e The app loads the following JavaScript files via unprotected communica-
tion (http), which can be exploited by attackers to remotely change the
displayed content and functionality of the app:

http://admarvel.s3.amazonaws.com/js/
admarvel_mraid_v2_complete. js

http://ak—-ns.sascdn.com/diff/templates/js/
mobile/mraid/bridges/android-sdk-mraid-
bridge-2.3.7s

http://admarvel.s3.amazonaws.com/js/
admarvel_compete_vl1.1l.]s

http://admarvel.s3.amazonaws.com/sdk/
admarvel_android_sdk_dynamic_viewport. js

http://baseurl.admarvel.com/mraid. js

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.
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http://defi.akinator.com/get_new_defi?base_
logique_id=

http://loopme.me/api/v2/events?et=INFO
http://loopme.me/api/v2/events?et=INFO&vt=

http://play.google.com/store/apps/details?
id=com. facebook.orca

http://push.akinator.com/cross—-selling/get_
cross_selling?application=

http://twitter.com/home?status=
http://www.akinator.com/ippolicy.php?name=

http://www.supersonicads.com/api/vl/guc.php?
aid=

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all. Usage of RSA was identified. RSA
without padding is considered weak.

e |tis considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

- "d4bOXOnt3AW42PtLzQ4tC1IN"
- -6,98,68,-94,-105,-92,-70,3,46,-119,-34,-101,119,-13,-94,-7

e The application requires the following permissions from the protection-
level: NORMAL

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-

cessor from sleeping or screen from dimming.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
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http://defi.akinator.com/get_new_defi?base_logique_id=
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http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
http://push.akinator.com/cross-selling/get_cross_selling?application=
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http://twitter.com/home?status=
http://www.akinator.com/ippolicy.php?name=
http://www.supersonicads.com/api/v1/guc.php?aid=
http://www.supersonicads.com/api/v1/guc.php?aid=
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them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— CHANGE-NETWORK-STATE (Allows applications to change network

connectivity state.)

e The application requires the following permissions from the protection-
level: DANGEROUS

ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

BLUETOOTH-ADMIN (Allows applications to discover and pair blue-
tooth devices.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

READ-HISTORY-BOOKMARKS (Allows an application to read (but
not write) the user’s browsing history and bookmarks.)

SYSTEM-ALERT-WINDOW (Allows an application to open windows
using the type android.view.WindowManager.LayoutParams TYPE-
SYSTEM-ALERT, shown on top of all other applications. Very few ap-
plications should use this permission. these windows are intended
for system-level interaction with the user.)

ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

BLUETOOTH (Allows applications to connect to paired bluetooth
devices.)

— INTERNET (Allows applications to open network sockets.)
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— CHANGE-WIFI-STATE (Allows applications to change Wi-Fi connec-
tivity state.)

— WRITE-HISTORY-BOOKMARKS (Allows an application to write (but
not read) the user'sbrowsing history and bookmarks.)

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Userdefined permission usage: com.digidust.elokence.
akinator.paid.permission.C2D-MESSAGE, com.
android.vending.BILLING, com.android.launcher.
permission.UNINSTALL-SHORTCUT, com.google.
android.c2dm.permission.RECEIVE, com.android.
launcher.permission.INSTALL-SHORTCUT, android.
permission.ACCESS-DOWNLOAD-MANAGER

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, build brand, IMEI/MEID, SIM card
serial, Wifi—-MAC address, country code + mobile
network code for SIM provider, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

Advertisment-/tracking frameworks found: AdMarvel, Amazon
Ad System, AppLovin, Doubleclick, SmartAdServer,
Supersonic, TapJoy, mopub

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- io.presage.activities.PresageActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.
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The application contains the attribute allowClearUserData = false in the
Manifest file. This attribute is reserved for system apps. It specifies that
userdata can not be cleared for this app.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

In this application full remote auto backup is enabled. There will be a re-
mote backup of specified, possibly sensitive application data like database
entries. The backup will be stored in the Google Cloud. The application
defines the whitelisting of files in the backup configuration. The follow-
ing specified files in the whitelisting will will be remotely stored in the
Google Cloud:

sharedpref:bank

sharedpref:MinibaseSettings

database:akinator.db

database:defis.db

database:metrics.db

database:crossselling.db

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no Permission defined for camera usage, but the application
contains specific API calls accessing the camera.Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- io.presage.Presage
The scheduled task gets repeated in the following intervals:
— 10 minutes

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.
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e Android dalvik code is loaded dynamically by the listed methods. Native

code by Java Native Interface (for dynamic loading) is used.

e |n the AndroidManifest.xml file the debuggable option is disabled. This

prevents some attempts for debugging the application over the adb de-

bug bridge with jdb. Depending of the used Android operating system

this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for

dynamic analyzes of the application or for doing runtime manipulation.

This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google

recommends to use a key with a strength of 2048 bit or more.

e The Application has the permission to start automatically after booting

the device. The application can execute code without userinteraction or

prevention.

Test Performance

e Execution time of all tests: 0:01:00.271

3.3 Applike: Apps & Pramien (Android)

3.3.1 Tests

Table 3.4:
Overview of
summarized test
results for
»AppLike: Apps &
Pramien«

The following Table 3.4 summarizes the results of the Android app AppLike:

Apps & Pramien with version 0.3.3.

App risks for enterprise usage

Xl Implementation flaws? Yes.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

X Client communication used? Yes.

Communication endpoints: 38 entries, see details.

Communication with country: Belgium, United States,
Ireland, Germany

X SSL/TLS used? Yes.

Domains accessed with http AND https: play .google.com

] Custom SSL/TLS trust manager implemented? No.

X SSL/TLS using custom error handling? Yes.
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(] SSL/TLS using faulty custom error handling? No.

X SSL/TLS using manual domain name verification? Yes.
X Unprotected HTML? Yes.

Xl Unprotected communication? Yes.

Data security

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Application needs system/signature permissions? Yes.

Userdefined permission usage: de .mcoins.applike.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

Overprivileged permissions: PACKAGE-USAGE—-STATS, READ—
EXTERNAL-STORAGE

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

N NX XX

XXX

Input interface security

(=] App can handle documents of mimeType: None.
[ ']  Screenshot protection used? No.
L] Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Adjust, AppsFlyer,

ChartBoost, Doubleclick, TapJoy

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Location (inactive), Acceleration/
Light

NOX XX

Runtime Security

Scheduled Alarm Manager registered? Yes.
Alarm repeating types: RTC-WAKEUP
Alarm intervals dynamically? No.

Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.

XOONKX
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Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass (...),
loadLibrary(...)

Allow app debugqging Flag? No.

Contains native libraries: Yes.

Executed component after Phone Reboot: de .mcoins.applike.
agt.AlarmManager-SetupReceiver

NIX ]

3.3.2 Details

The following sections describe details about the test results of AppLike:
Apps & Pramien with version 0.3.3.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

- bazaar://search?g=pname:

- http://app.adjust.io/cbtest?install_
callback=http%3A%2F%2Fsandbox.m-coins.de%
2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%
2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea™%
2Finstall%3Fdevice%$3D%7Bandroid_id%7D%
26app%3D%7/Bapp_1d%$7D%$26installed_at$%
3D%$7Binstalled_at%$7D&event_callback=
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bazaar://search?q=pname:
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
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http%$3A%2F%$2Fsandbox.m—coins.de%2Fapp_
dev.php%$2Fapi%2Ftracking%2Fadjust%
2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea™%
3Fandroid_1d%3D%$7Bandroid_1d%7D%26app_1d%3D%
7TBapp_1d%$7D%26iap_name%3D%7Bevent$7/D%26iap_
value%3D%7/Brevenue%/D%26iap_currency%3D%
7Bcurrency%7D%26country_code%$3D%7Bcountry%
7D%26created_at%$3D%7Bcreated_at%7D

- http://play.google.com/store/apps/details?
id=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- https://events.appsflyer.com/api/v3/
androidevent?buildnumber=3.0&app_id=

- https://play.google.com/store/account?
purchaseFilter=apps

- https://play.google.com/store/apps/details?
id=de.mcoins.applike

- https://play.google.com/store/apps/details?
id=de.mcoins.applike&referrer=

- https://t.appsflyer.com/api/v3/androidevent?
buildnumber=3.0&app_id=

- https://track.appsflyer.com/api/v3/
uninstall?buildnumber=3.0

- https://www.googleapis.com/
urlshortener/vl/url?key=AIzaSyDATK__
202NszbsvIMUNI7W23x4kJ4xKNKE

- market://details?id=

- market://details?id=com.facebook.orca

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: . facebook.com, accounts.google.
com, api.applike-services.info, api.appsflyer.
com, api.sandbox.applike-services.info, app-
measurement.com, app.adjust.io, connect.tapjoy.
com, creativecommons.org, developer.android.com,
developers.facebook.com, developers.google.com,
events.appsflyer.com, facebook.com, github.com,


http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
https://events.appsflyer.com/api/v3/androidevent?buildnumber=3.0&app_id=
https://events.appsflyer.com/api/v3/androidevent?buildnumber=3.0&app_id=
https://play.google.com/store/account?purchaseFilter=apps
https://play.google.com/store/account?purchaseFilter=apps
https://play.google.com/store/apps/details?id=de.mcoins.applike
https://play.google.com/store/apps/details?id=de.mcoins.applike
https://play.google.com/store/apps/details?id=de.mcoins.applike&referrer=
https://play.google.com/store/apps/details?id=de.mcoins.applike&referrer=
https://t.appsflyer.com/api/v3/androidevent?buildnumber=3.0&app_id=
https://t.appsflyer.com/api/v3/androidevent?buildnumber=3.0&app_id=
https://track.appsflyer.com/api/v3/uninstall?buildnumber=3.0
https://track.appsflyer.com/api/v3/uninstall?buildnumber=3.0
https://www.googleapis.com/urlshortener/v1/url?key=AIzaSyDATK_202NszbsvTMUNI7W23x4kJ4xKNkE
https://www.googleapis.com/urlshortener/v1/url?key=AIzaSyDATK_202NszbsvTMUNI7W23x4kJ4xKNkE
https://www.googleapis.com/urlshortener/v1/url?key=AIzaSyDATK_202NszbsvTMUNI7W23x4kJ4xKNkE
market://details?id=
market://details?id=com.facebook.orca
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goo.gl, google.de, graph-video.%s, graph.%s, jsoup.
org, live.chartboost.com, market.android.com,
opensource.org,ormlite.com, placements.tapjoy.
com, play.google.com, plus.google.com, psdev.de,
pubads.g.doubleclick.net, rpc.tapjoy.com, sdk—
services.appsflyer.com, stats.appsflyer.com, t.
appsflyer.com, track.appsflyer.com ws.tapjoyads.
com, www.googleadservices.com, www.googleapis.com,
WWw.webmproject.org

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://play.google.com/store/apps/details?
id=

- http://developer.android.com/tools/support—
library/index.html

- http://opensource.org/licenses/BSD-3-Clause
- http://opensource.org/licenses/MIT

- http://opensource.org/licenses/BSD-2-Clause
- http://psdev.de/LicensesDialog

- http://www.webmproject.org/license/software/
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e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://app.adjust.io/cbtest?install_

callback=http%3A%2F%2Fsandbox.m-coins.de%
2Fapp_dev.php%2Fapi%2Ftracking%$2Fadjust$
2Fbafb0e7fc6c32398cf1c296859090f3aebbfbea’%
2Finstall%3Fdevice%$3D%7Bandroid_id%$7D%
26app%3D%$7/Bapp_1id%$7D%26installed_at$%
3D%$7Binstalled_at%$7D&event_callback=
http%$3A%2F%2Fsandbox.m—coins.de%2Fapp_
dev.php%$2Fapi%$2Ftracking%2Fadjust%
2Fbafb0e7fc6c32398cf1c296859090f3aebbfSea’%
3Fandroid_1d%3D%7Bandroid_1d%7D%26app_1d%3D%
7TBapp_1id%7D%26iap_name%$3D%7Bevent$7D%26iap_
value%3D%$7Brevenue%7/D%26iap_currency%3D%
7Bcurrency%7D%26country_code%3D%7Bcountry$%
TD%26created_at%3D%7Bcreated_at$%7D

http://play.google.com/store/apps/details?
id=

http://play.google.com/store/apps/details?
id=com. facebook.orca

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-

counts Service.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

VIBRATE (Allows access to the vibrator.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)


http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://app.adjust.io/cbtest?install_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%2Finstall%3Fdevice%3D%7Bandroid_id%7D%26app%3D%7Bapp_id%7D%26installed_at%3D%7Binstalled_at%7D&event_callback=http%3A%2F%2Fsandbox.m-coins.de%2Fapp_dev.php%2Fapi%2Ftracking%2Fadjust%2Fbafb0e7fc6c32398cf1c296859090f3aebbf5ea7%3Fandroid_id%3D%7Bandroid_id%7D%26app_id%3D%7Bapp_id%7D%26iap_name%3D%7Bevent%7D%26iap_value%3D%7Brevenue%7D%26iap_currency%3D%7Bcurrency%7D%26country_code%3D%7Bcountry%7D%26created_at%3D%7Bcreated_at%7D
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
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— RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

- WAKE-LOCK (Allows using PowerManager WakeLocks to keep pro-
cessor from sleeping or screen from dimming.)

* The application requires the following permissions from the protection-
level: DANGEROUS

— GET-TASKS (Allows an application to get information about the cur-
rently or recently running tasks.)

— INTERNET (Allows applications to open network sockets.)

— USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— PACKAGE-USAGE-STATS (Allows an application to collect compo-
nent usage statistics.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.
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Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
display,build brand, IMEI/MEID, Wifi-MAC address,
country code + mobile network code for SIM
provider, MMC (Mobile Country Code), unique
Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:
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- de.mcoins.applike.activities.registration.
RegisterEmailActivity

- de.mcoins.applike.activities.registration.
RegisterGoogleActivity

- de.mcoins.applike.activities.registration.
RegisterFacebookActivity

- de.mcoins.applike.activities.MainActivity

- de.mcoins.applike.activities.VideoActivity

e In this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

* Logging statements found in app. This might leak security or privacy rele-
vant information.

e Permission READ-CONTACTS not used.

e Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

e The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- de.mcoins.applike.agt.AlarmManager_
SetupReceiver

e The scheduled task gets repeated in the following intervals:
— 10 seconds

e The alarm manager has been initialized properly.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.
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e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e |Loadable libraries found:

- ARM 32 bit: lib/armeabi-v7a/libed.so

- ARM 32 bit: lib/armeabi-v7a/libwebp.so
- x86 32bit: 1lib/x86/1libed.so

- x86 32bit: 1lib/x86/libwebp.so

— ARM 32 bit: lib/armeabi/libed.so

- ARM 32 bit: lib/armeabi/libwebp.so

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:00:53.999

3.4 Bitmoji . dein Avatar-Emoji (Android)

3.4.1 Tests
The following Table 3.5 summarizes the results of the Android app Bitmo ji
dein Avatar—-Emoji with version 9.35.289.

Table 3.5: App risks for enterprise usage

Overview of

summarized test L1 Implementation flaws? No.

results for L] Privacy risks? No.

»Bitmoji . dein X Security risks? Yes.

Avatar-Emoji« Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

XI Client communication used? Yes.
Communication endpoints: 30 entries, see detalls.
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Communication with country: United States, Ireland,
United Kingdom, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

Data security

NXNXE

XX XK

Cryptographic Primitives: "AES/ECB/PKCS7Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.bitstrips.imoji.
permission.C2D-MESSAGE, com.android.vending.
BILLING, com.google.android.c2dm.permission.
RECEIVE

Overprivileged permissions: 7 entries, see details.

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

App can handle documents of mimeType: image/ *

Ll Screenshot protection used? No.

[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): 8 entries, see details.

Advertisment-/tracking frameworks found: Crashlytics,
HockeyApp

X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

X Permission to access address book? Yes.

Sensor usage: Location (inactive), Microphone

Runtime Security

X

Scheduled Alarm Manager registered? Yes.
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Alarm repeating types: ELAPSED-REALTIME

Alarm intervals dynamically? Yes.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): java.net.
URLClassLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

App uses outdated signature key? Yes.

Executed component after Phone Reboot: com.bitstrips.
imoji.receivers.BootCompletedReceiver

NXOXE

N X[

3.4.2 Details

The following sections describe details about the test results of Bitmo ji
dein Avatar—-Emoji with version 9.35.289.
App risks for enterprise usage

e Reasons for category security risks:

- Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://play.google.com/store/apps/details?
id=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- https://render.bitstrips.com/v2/cpanel/
10141385-%s-vl.png?transparent=1

- market://details?id=
— market://details?id=com.facebook.orca

- market://details?id=com.snapchat.android
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e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, accounts.google.
com, api.bitmoji.com, api.instabug.com, bitmoji.com,
bitstrips.com, cp.pushwoosh.com, e.crashlytics.com,
facebook.com, gate.hockeyapp.net, get.bitmoji.

com, graph-video.%s, graph.%s, login.live.com,
login.yahoo.com, play.google.com, plus.google.

com, render.bitstrips.com, render.staging.bs.ht,
sdk.hockeyapp.net, settings.crashlytics.com, ssl.
google—analytics.com, twitter.com www.bitmoji.
com, www . facebook.com, www.google—analytics.com,
WWW.googleapis.com, www.googletagmanager.com,
www.linkedin.com, www.paypal.com

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://bitstrips.com/community_guidelines/

- http://play.google.com/store/apps/details?
id=

- http://www.bitmoji.com/support/android.html
- http://bitmoji.com/support/terms.html

- http://bitstrips.com/terms.php

- http://get.bitmoji.com/a/

- http://bitmoji.com/support/privacy.html
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e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://play.google.com/store/apps/details?
id=

http://play.google.com/store/apps/details?
id=com. facebook.orca

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-

level:

NORMAL

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don’t request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of


http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca

For internal use only! 3 Results

them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

* The application requires the following permissions from the protection-
level: DANGEROUS

— SYSTEM-ALERT-WINDOW (Allows an application to open windows
using the type android.view.WindowManager.LayoutParams TYPE-
SYSTEM-ALERT, shown on top of all other applications. Very few ap-
plications should use this permission. these windows are intended
for system-level interaction with the user.)

— RECORD-AUDIO (Allows an application to record audio.)
— INTERNET (Allows applications to open network sockets.)

— WRITE-CONTACTS (Allows an application to write (but not read) the
user'scontacts data.)

— GET-TASKS (Allows an application to get information about the cur-
rently or recently running tasks.)

— READ-CONTACTS (Allows an application to read the user’s contacts
data.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)

— READ-PROFILE (Allows an application to read the user’s personal
profile data.)

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Overprivileged permissions: READ—CONTACTS, SYSTEM—-ALERT—
WINDOW, READ-PROFILE, RECEIVE-BOOT-COMPLETED,
WRITE-CONTACTS, CAMERA, READ-EXTERNAL-STORAGE
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Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android APl usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation technigues were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.
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Accessed unigue identifier(s): build model, build
manufacturer, build product,build display, build
brand, IMEI/MEID, Wifi-MAC address, unique Android
ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.bitstrips.imoji.ui.ImojiBrowserActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

App requests permission READ-CONTACTS to access the phones address
book.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

e The application contains a registered scheduled alarm. With such an

alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.bitstrips.imoji.manager.
FloaterServiceManager

e The scheduled task gets repeated in the following intervals:

— Dynamic interval(s)

e The alarm manager has been initialized properly.
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e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:01:03.431

3.5 Die Magische Muschel (Android)

3.5.1 Tests
The following Table 3.6 summarizes the results of the Android app Die
Magische Muschel with version 2.28.

Table 3.6: App risks for enterprise usage

Overview of

summarized test L1 Implementation flaws? No.

results for »Die L] Privacy risks? No.

Magische X Security risks? Yes.

Muschel«

Blacklisted by policy

[ ]  Violations of default policy? No.

Communication security

Xl Client communication used? Yes.

Communication endpoints: 16 entries, see details.

Communication with country: Belgium, United States,
Ireland

XI SSL/TLS used? Yes.

Ll Custom SSL/TLS trust manager implemented? No.
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SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Data security

XOOX

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.sec.android.iap.
permission.BILLING, com.android.vending.BILLING
Overprivileged permissions: READ—-EXTERNAL-STORAGE

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

NXNXE

(IX XK

=l App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: ChartBoost,

Doubleclick

App provides public accessible activities? No.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera (inactive) None.

[MOX X[

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass (...),
loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

XX
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3.5.2 Details

The following sections describe details about the test results of Die
Magische Muschel with version 2.28.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- https://iap.samsungapps.com/iap/
appsItemVerifyIAPReceipt.as?protocolVersion=
2.0

- market://details?id=

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: csi.gstatic.com, googleads.
g.doubleclick.net, iap.samsungapps.com, impact.
applifier.com, impact.staging.applifier.com,
live.chartboost.com, market.android.com, pagead?2.
googlesyndication.com, plus.google.com, sb-ssl.
google.com, ssl.google—analytics.com, www.amazon.
com, www.google—analytics.com, www.google.com,
WWwW.googleapis.com, www.googletagmanager.com

e App communicates with servers in 3 countries.

e Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.
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e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.amazon.com/gp/mas/get—-appstore/

android/ref=mas_mx_mba_iap_dl

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-

tion about networks.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— READ-PHONE-STATE (Allows read only access to phone state. Note:

If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-

ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.
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Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unigue identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, country code + mobile network code
for SIM provider, MMC (Mobile Country Code),
unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:
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- com.prime3l.UnityPlayerNativeActivity

In this application the allow backup option is enabled. This means the
application and all application data will be considered by doing a de-
vice backup. If an application contains sensitive information these can
be cloned by backing up the data and extracted from the backup archive
off device.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

There was no Permission defined for camera usage, but the application
contains specific API calls accessing the camera.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:

- ARM 32 bit: lib/armeabi-v7a/libil2cpp.so
- ARM 32 bit: lib/armeabi-v7a/libmain.so

- ARM 32 bit: lib/armeabi-v7a/libunity.so
- x86 32bit: 1lib/x86/1libil2cpp.so

- x86 32bit: 1ib/x86/libmain.so

- x86 32bit: 1lib/x86/libunity.so

Test Performance

Execution time of all tests: 0:00:45.533
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3.6 Disney Channel (Android)

3.6.1 Tests
The following Table 3.7 summarizes the results of the Android app Disney
Channel with version 1.2.74.

Table 3.7: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.
results for »Disney X Privacy risks? Yes.
Channel« X Security risks? Yes.

Blacklisted by policy

X Violations of default policy? Yes.

Communication security

Client communication used? Yes.

Communication endpoints: 44 entries, see details.
Communication with country: 8 entries, see details.
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXNXOXXXNXKNJ X

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CBC/PKCS7Padding", "RSA/ECB/PKCS1PADDING"
Cryptographic keys found? Yes.

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Application needs system/signature permissions? Yes.
Overprivileged permissions: INTERACT—-ACROSS—USERS

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

IXXANX XXX

Input interface security

=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy
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Installed app list accessed? Yes.

Obfuscation used? Yes.

Obfuscation level is; UNKNOWN

Device administration policy entries: None.

Accessed unique identifier(s): 15 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,
HockeyApp, INFOnline, ScorecardResearch
App provides public accessible activities? No.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Location (inactive)

Shared user ID defined? Yes.

NRNOITNXX

XKNOX X[

=
c
5
=
3
o
72
®
(o]
c
=
~—+

<

Cordova WebApp? Yes.

Cordova WebApp Plattform Version: 5.1.1

Cordova WebApp Access Whitelist: =

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...),
loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

NXONKNX

X0

3.6.2 Details

The following sections describe details about the test results of Disney
Channel with version 1.2.74.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:
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— Unprotected Web Content: App loads active web content (e.g.

JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

JavaScript Bridge attackable: App uses a bridge between web con-
tent and native code. In combination with the detected loading of
unprotected web content, the functionality provided by the bridge
can be exploited by man-in-the-middle attackers.

Cordova Warning: Before moving a Cordova app to production, a
whitelist should be formulated to grand only access to specific net-
work domains and subdomains. This app, however, uses a whitelist
that allows access to any network domain.

Blacklisted by policy

e Reasons for category violations of default policy:

— Estimated overall app risk for the enterprise exceeds the security pol-

icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- file:///android_asset/www/index—phone.html?

language=

http://cdnapi.kaltura.com/api_v3/index.
php?ks=%1S$s&service=caption_captionassets
action=servewebvtt&captionAssetId=%2$s&
segmentIndex=1&segmentDuration=360000¢&
localTimestamp=0

http://cdnapi.kaltura.com/api_v3/index.php?
service=multirequest&action=null&format=1&1l:
service=session&l:action=startWidgetSession&
l:widgetId=_1068292&2:ks=%7Bl:result:ks%7D&
2:service=caption_captionasset&2:action=
list&2:filter:objectType=KalturaAssetFilters
2:filter:entryIdEqual=%1$s&2:filter:
statusEqual=2


file:///android_asset/www/index-phone.html?language=
file:///android_asset/www/index-phone.html?language=
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
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- http://dilcdn-emea.disneycdn.com/

appdata/disneychannel.de/_search?g=show&
filters[typel=Show&filters[site_s]=shows.
disneychannel.de&fl=id, dimg_property_codes,
asset_logo_image, asset_logo_retina_image,
name, duration, property_names&rpp=100

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.de/_search?g=videos&
filters[typel=Video&filters[site_s]
=disneychannel.de&fl=id, name, url, primary_
image_url, duration, show_ids, start_date_s,
site_s, kaltura_age_consent, external_ids,
property_names&rpp=100

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.de/_search?g=video&
filters[typel=Video&filters[site_s]
=disneychannel.de&fl=id, name, url, primary_
image_url, duration, show_ids, start_date_

s, start_date, end_date, site_s, kaltura_age_
consent, external_ids, property_names&rpp=100

http://dilcdn-emea.disneycdn.com/
appdata/disneychannel.es/_search?g=
show&filters|[type]=Show&filters([site_s]
=disneychannel.es&fl=1id, dimg_property_codes,
asset_logo_image, asset_logo_retina_image,
name, duration, property_namesé&rpp=100

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.es/_search?g=videos&
filters[typel=Video&filters[site_s]=en.
disneychannel.es, disneychannel.es&fl=id,
name, url, primary_image_url, duration, show_
ids, start_date_s, start_date, end_date, house__
number, site_s, kaltura_age_consent, external_
ids, property_names&rpp=100

http://tredir.go.com/capmon/GetDE/?set=7&
param=countryisocode

https://analytics.disneyinternational.com/
ads/tagsv2/video/?hub=disney.de&output=
vast&sdk=%1S$s&site=disneychannel.desurl=
http://www.disneychannel.de&section=%23$s&
slugl=mobile-app&description_url=http:
//www.disneychannel.de&cmsid=13728&vid=
%$3Ss&sitesection=video&contenttype=videoss
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http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://tredir.go.com/capmon/GetDE/?set=j&param=countryisocode
http://tredir.go.com/capmon/GetDE/?set=j&param=countryisocode
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
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country=%4S$s&disneycms=twc—app&slug2=%5$s&
appvsn=%6$s

- https://analytics.disneyinternational.com/
ads/tagsv2/video/?hub=disney.es&output=
vast&sdk=%1S$s&site=disneychannel.es&url=
http://www.disneychannel.es&section=%23$s&
slugl=mobile-app&description_url=http:
//www.disneychannel.es&cmsid=13728&vid=
%$3Ss&sitesection=video&contenttype=videoss&
country=%4S$s&disneycms=twc—app&slug2=%5$s&
appvsn=%63s

- https://cdnapisec.kaltura.com/p/1068292/
sp/106829200/playManifest/entryId/%1Ss/
format/applehttp/protocol/http/a.m3u8?
UMBEPARAMplatform=mobile—android

- https://market.android.com/details?id=

- https://play.google.com/store/apps/details?
id=

- https://registration.disneyinternational.
com/login.htm?task=invite&p=11215&next_
url=http://www.disney.de/disney-tv/disney-
channel/index. jsp&site_code=DE.DE.DIS&
fullScreen=true

- https://registration.disneyinternational.
com/privacy.htm?p=132&fullScreen=true

- https://registration.disneyinternational.
com/terms.htm?p=132&fullScreen=true

- market://details?id=

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: accounts.google.com, analytics.
disneyinternational.com, api.disney.com, b.
scorecardresearch.com, cdnapi.kaltura.com,
cdnapisec.kaltura.com, config.iocam.de, csi.
gstatic.com, de.iocam.de, dilcdn-emea.disneycdn.
com, disney.com, disney.de, disneychannel.de,
disneychannel.es, disneynetworkO-a.akamaihd.


https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.de&output=vast&sdk=%1$s&site=disneychannel.de&url=http://www.disneychannel.de&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.de&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://analytics.disneyinternational.com/ads/tagsv2/video/?hub=disney.es&output=vast&sdk=%1$s&site=disneychannel.es&url=http://www.disneychannel.es&section=%2$s&slug1=mobile-app&description_url=http://www.disneychannel.es&cmsid=13728&vid=%3$s&sitesection=video&contenttype=videos&country=%4$s&disneycms=twc-app&slug2=%5$s&appvsn=%6$s
https://cdnapisec.kaltura.com/p/1068292/sp/106829200/playManifest/entryId/%1$s/format/applehttp/protocol/http/a.m3u8?UMBEPARAMplatform=mobile-android
https://cdnapisec.kaltura.com/p/1068292/sp/106829200/playManifest/entryId/%1$s/format/applehttp/protocol/http/a.m3u8?UMBEPARAMplatform=mobile-android
https://cdnapisec.kaltura.com/p/1068292/sp/106829200/playManifest/entryId/%1$s/format/applehttp/protocol/http/a.m3u8?UMBEPARAMplatform=mobile-android
https://cdnapisec.kaltura.com/p/1068292/sp/106829200/playManifest/entryId/%1$s/format/applehttp/protocol/http/a.m3u8?UMBEPARAMplatform=mobile-android
https://market.android.com/details?id=
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
https://registration.disneyinternational.com/login.htm?task=invite&p=11215&next_url=http://www.disney.de/disney-tv/disney-channel/index.jsp&site_code=DE.DE.DIS&fullScreen=true
https://registration.disneyinternational.com/login.htm?task=invite&p=11215&next_url=http://www.disney.de/disney-tv/disney-channel/index.jsp&site_code=DE.DE.DIS&fullScreen=true
https://registration.disneyinternational.com/login.htm?task=invite&p=11215&next_url=http://www.disney.de/disney-tv/disney-channel/index.jsp&site_code=DE.DE.DIS&fullScreen=true
https://registration.disneyinternational.com/login.htm?task=invite&p=11215&next_url=http://www.disney.de/disney-tv/disney-channel/index.jsp&site_code=DE.DE.DIS&fullScreen=true
https://registration.disneyinternational.com/login.htm?task=invite&p=11215&next_url=http://www.disney.de/disney-tv/disney-channel/index.jsp&site_code=DE.DE.DIS&fullScreen=true
https://registration.disneyinternational.com/privacy.htm?p=132&fullScreen=true
https://registration.disneyinternational.com/privacy.htm?p=132&fullScreen=true
https://registration.disneyinternational.com/terms.htm?p=132&fullScreen=true
https://registration.disneyinternational.com/terms.htm?p=132&fullScreen=true
market://details?id=
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
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3 Results

net, disneyprivacycenter.com, disneytermsofuse.
com, googleads.g.doubleclick.net, help.disney.
com, iam-agof-app.irquest.com, int.api.disney.
private, login.live.com, login.yahoo.com mal23-r.
analytics.edgesuite.net, market.android.com, play.
google.com, plus.google.com, ga.api.disney.com,
registration.disneyinternational.com, requireijs.
org, s0.2mdn.net, sb.scorecardresearch.com, sdk.
hockeyapp.net, ssl.gstatic.com, tredir.go.com,
twitter.com, udm.scorecardresearch.com, www.
disney.de, www.facebook.com, www.google.com, www.
googleapis.com, www.linkedin.com, www.paypal.com,
WwWw.twcapps.com

App communicates with servers in 8 countries.

Communication with country: Netherlands, Austria, Belgium,
United States, Ireland, United Kingdom, Germany,
unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

— Lcom/mobilenetwork/referralstore/utils/
DMNReferralStoreUtilssS$S2.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:
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http://cdnapi.kaltura.com/api_v3/index.
php?ks=%1S$s&service=caption_captionassets&
action=servewebvtt&captionAssetId=%2$s&
segment Index=1&segmentDuration=360000&
localTimestamp=0

http://disneytermsofuse.com/spanish/
http://www.disney.de/impressum/

http://tredir.go.com/capmon/GetDE/?set=7&
param=countryisocode

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.es/_schedule/full/%@/%i/
$2Fprogramacion/

http://disneyprivacycenter.com/privacy-
policy—-translations/german

http://dilcdn—-emea.disneycdn.com/appdata/
disneychannel.de/_schedule/full/%@

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.de/livestream

http://iam—agof—-app.irquest.com/agof-gds/v2
http://udm.scorecardresearch.com/offline

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.es/directo/

http://s0.2mdn.net/instream/html5/native/
native_sdk_v3.html

http://b.scorecardresearch.com/p2?
http://disney.de/service/mobile-app

http://disneynetworkO-a.akamaihd.net/
mobilenetwork/referralstore/bootstrap/

http://iam—agof-app.irquest.com/agof-gds/v2/
measure

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://cdnapi.kaltura.com/api_v3/index.

php?ks=%1S$s&service=caption_captionassets
action=servewebvtt&captionAssetId=%2$s&
segmentIndex=1&segmentDuration=360000¢&
localTimestamp=0


http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://disneytermsofuse.com/spanish/
http://www.disney.de/impressum/
http://tredir.go.com/capmon/GetDE/?set=j&param=countryisocode
http://tredir.go.com/capmon/GetDE/?set=j&param=countryisocode
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_schedule/full/%@/%i/%2Fprogramacion/
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_schedule/full/%@/%i/%2Fprogramacion/
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_schedule/full/%@/%i/%2Fprogramacion/
http://disneyprivacycenter.com/privacy-policy-translations/german
http://disneyprivacycenter.com/privacy-policy-translations/german
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_schedule/full/%@
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_schedule/full/%@
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/livestream
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/livestream
http://iam-agof-app.irquest.com/agof-qds/v2
http://udm.scorecardresearch.com/offline
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/directo/
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/directo/
http://s0.2mdn.net/instream/html5/native/native_sdk_v3.html
http://s0.2mdn.net/instream/html5/native/native_sdk_v3.html
http://b.scorecardresearch.com/p2?
http://disney.de/service/mobile-app
http://disneynetwork0-a.akamaihd.net/mobilenetwork/referralstore/bootstrap/
http://disneynetwork0-a.akamaihd.net/mobilenetwork/referralstore/bootstrap/
http://iam-agof-app.irquest.com/agof-qds/v2/measure
http://iam-agof-app.irquest.com/agof-qds/v2/measure
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
http://cdnapi.kaltura.com/api_v3/index.php?ks=%1$s&service=caption_captionasset&action=servewebvtt&captionAssetId=%2$s&segmentIndex=1&segmentDuration=360000&localTimestamp=0
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3 Results

- http://cdnapi.kaltura.com/api_v3/index.php?

service=multirequest&action=null&format=1&1:
service=sessioné&l:action=startWidgetSessioné&
l:widgetId=_1068292&2:ks=%7Bl:result:ks%7D&
2:service=caption_captionasset&2:action=
list&2:filter:objectType=KalturaAssetFilteré&
2:filter:entryIdEqual=%1S$s&2:filter:
statusEqual=2

http://dilcdn-emea.disneycdn.com/
appdata/disneychannel.de/_search?g=show&
filters[type]l=Show&filters[site_s]=shows.
disneychannel.de&fl=id, dimg_property_codes,
asset_logo_image, asset_logo_retina_image,
name, duration, property_names&rpp=100

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.de/_search?g=videos&
filters[typel=Video&filters[site_s]
=disneychannel.de&fl=id, name, url, primary__
image_url, duration, show_ids, start_date_s,
site_s, kaltura_age_consent, external_ids,
property_names&rpp=100

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.de/_search?g=video&
filters[typel=Video&filters[site_s]
=disneychannel.de&fl=id, name, url, primary_
image_url, duration, show_ids, start_date_

s, start_date, end_date, site_s, kaltura_age_
consent, external_ids, property_names&rpp=100

http://dilcdn-emea.disneycdn.com/
appdata/disneychannel.es/_search?g=
show&filters|[type]=Show&filters|[site_s]
=disneychannel.es&fl=id, dimg property_codes,
asset_logo_image, asset_logo_retina_image,
name, duration, property_names&rpp=100

http://dilcdn-emea.disneycdn.com/appdata/
disneychannel.es/_search?g=video&
filters[typel]=Video&filters[site_s]=en.
disneychannel.es,disneychannel.es&fl=1id,
name, url, primary_image_url, duration, show_
ids, start_date_s, start_date, end_date, house__
number, site_s, kaltura_age_consent, external_
ids, property_names&rpp=100

Fraunhofer SIT
Appicaptor Report 57


http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://cdnapi.kaltura.com/api_v3/index.php?service=multirequest&action=null&format=1&1:service=session&1:action=startWidgetSession&1:widgetId=_1068292&2:ks=%7B1:result:ks%7D&2:service=caption_captionasset&2:action=list&2:filter:objectType=KalturaAssetFilter&2:filter:entryIdEqual=%1$s&2:filter:statusEqual=2
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=show&filters[type]=Show&filters[site_s]=shows.disneychannel.de&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
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http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
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http://dilcdn-emea.disneycdn.com/appdata/disneychannel.de/_search?q=video&filters[type]=Video&filters[site_s]=disneychannel.de&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=show&filters[type]=Show&filters[site_s]=disneychannel.es&fl=id,dimg_property_codes,asset_logo_image,asset_logo_retina_image,name,duration,property_names&rpp=100
http://dilcdn-emea.disneycdn.com/appdata/disneychannel.es/_search?q=video&filters[type]=Video&filters[site_s]=en.disneychannel.es,disneychannel.es&fl=id,name,url,primary_image_url,duration,show_ids,start_date_s,start_date,end_date,house_number,site_s,kaltura_age_consent,external_ids,property_names&rpp=100
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- http://tredir.go.com/capmon/GetDE/?set=7&
param=countryisocode

Data security

It is considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

- "1984E85B17174FD8"

The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

The application requires the following permissions from the protection-
level: DANGEROUS

— INTERACT-ACROSS-USERS (Allows an application to call APIs that
allow it to do interactions across the users on the device, using sin-
gleton services and user-targeted broadcasts. This permission is not
available to third party applications.)

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security
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No indicators for file handling found. The app does not define a filter
scheme to process specific files.


http://tredir.go.com/capmon/GetDE/?set=j&param=countryisocode
http://tredir.go.com/capmon/GetDE/?set=j&param=countryisocode
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The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation technigues were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigque identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, SIM card serial, subscriber ID
(IMSI),Wifi—-MAC address, country code + mobile
network code for SIM provider, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- com.disney.dedisneychannel.DisneyChannel

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.
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* Logging statements found in app. This might leak security or privacy rele-
vant information.

e Permission READ-CONTACTS not used.

e Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ili-
brary code which is not used. For more detailed information application
has to be reviewed manually.

e Application with the same shared user ID and signed with the same cer-
tificate can access each other’s data and, if desired, run in the same pro-
cess. This means one application can access the private local stored data
from another one. The following shared user ID is used:

- com.disney.andi

Runtime Security

e App contains Apache Cordova framework which enables software pro-
grammers to build applications for mobile devices using JavaScript,
HTML5, and CSS3. The following Cordova plugins were detected:

cordova-plugin-whitelist/whitelist. js

- com.twc.corodva.appversion/www/
AppVersionPlugin. js

- cordova-plugin-broadcaster/www/broadcaster.
Js

- org.apache.cordova.dialogs/www/android/
notification.js

- com.twc.cordova.ctotracking/www/ctotracker.
Js

- com.twc.corodva.browser-restriction/www/
browser-restriction. js

- com.twc.cordova.videoplayer/www/videoplayer.
Js
- org.apache.cordova.network—information/www/

Connection. js

- org.apache.cordova.network—information/www/
network. js

60 Fraunhofer SIT
Appicaptor Report



For internal use only! 3 Results

- cordova-plugin-splashscreen/www/
splashscreen. js

- cordova-plugin-inappbrowser/www/
inappbrowser. js

- org.apache.cordova.dialogs/www/notification.
Js
e The plattfrom build version information was found in app bundle.
e The network access whitelist information was found in app bundle.
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

¢ |Loadable libraries found:

— ARM 32 bit: lib/armeabi-v7a/libdatabase_
sglcipher.so

- ARM 32 bit: lib/armeabi-v7a/libsglcipher_
android.so

- ARM 32 bit: lib/armeabi-v7a/libstlport_
shared.so

- x86 32bit: 1ib/x86/libdatabase_sqglcipher.so
- x86 32bit: 1lib/x86/libsqglcipher_android.so

- x86 32bit: l1lib/x86/libstlport_shared.so

Test Performance

e Execution time of all tests: 0:00:48.596
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3.7 Fake GPS Location Spoofer Free (Android)

3.7.1 Tests
The following Table 3.8 summarizes the results of the Android app Fake GPS
Location Spoofer Free with version 4.3.5.

Table 3.8: App risks for enterprise usage

Overview of

summarized test L] Implementation flaws? No.
results for »Fake L Privacy risks? No.
GPS Location X Security risks? Yes.

Spoofer Free« Blacklisted by policy

Ll Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 17 entries, see details.
Communication with country: United States, Ireland,
United Kingdom, Germany, unknown

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.

SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

NN X

XOOXOX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.
Overprivileged permissions: WRITE-SETTINGS

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

[(IXXANXXE

Input interface security

(=] App can handle documents of mimeType: None.
[l Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.
Obfuscation level is: HIGH
(=] Device administration policy entries: None.
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Accessed unique identifier(s): build model, build
manufacturer, build display, build fingerprint,
unique Android ID

Advertisment-/tracking frameworks found: Doubleclick

L1 App provides public accessible activities? No.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

[ ] Permission to access address book? No.

Sensor usage: Camera (inactive), WIFI-Based Location,

GPS Location

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClasslLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

NX ]

X 0]

3.7.2 Details

The following sections describe details about the test results of Fake GPS
Location Spoofer Free with version 4.3.5.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- market://details?id=

- market://details?id=com.google.android.gms.
ads
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e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: accounts.google.com, app-—
measurement.com, csi.gstatic.com, googleads.qg.
doubleclick.net, login.live.com, login.yahoo.
com, plus.google.com, ssl.google—analytics.
com, twitter.com, www.facebook.com, www.google-
analytics.com, www.google.com, www.googleapis.com,
WWW.googletagmanager.com, www.incorporateapps.com,
www.linkedin.com, www.paypal.com

e App communicates with servers in 5 countries.

e Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

* App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

* The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://www.incorporateapps.com/fake_gps_
free_fag.html

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— WRITE-SETTINGS (Allows an application to read or write the system
settings.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)


http://www.incorporateapps.com/fake_gps_free_faq.html
http://www.incorporateapps.com/fake_gps_free_faq.html
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— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)

— ACCESS-MOCK-LOCATION (Allows an application to create mock
location providers for testing.)

e Application is propably overprivileged. Application has too much permis-

sions. Foreign applications may be able to abuse this permission.

e Indicator for JavaScript bridge to Android API usage found. JavaScript

used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e \Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability

in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

® The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation technigues were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Indicators for usage of advertisement/tracking framework were found.
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The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- com.incorporateapps.fakegps.fre.Maps

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no Permission defined for camera usage, but the application
contains specific API calls accessing the camera.Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ii-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Test Performance
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3.8 GO Map - For Pokémon GO (Android)

3.8.1 Tests

Table 3.9:
Overview of
summarized test
results for »GO
Map - For
Pokémon GO«

3 Results

The following Table 3.9 summarizes the results of the Android app GO Map -
For Pokémon GO with version 71.5.0.

App risks for enterprise usage

[ ] Implementation flaws? No.
] Privacy risks? No.
X Security risks? Yes.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 20 entries, see details.
Communication with country: Belgium, United States,
Ireland, France

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXX OX XX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.
Overprivileged permissions: READ-EXTERNAL-STORAGE
Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

XX XN X XA

Input interface security

=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy
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Obfuscation used? Yes.

Obfuscation level is: HIGH

Device administration policy entries: None.

Accessed unique identifier(s): 9 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location

Runtime Security

NX ]

(1]

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClasslLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

The following sections describe details about the test results of GO Map -
For Pokémon GO with version 1.5.0.

App risks for enterprise usage

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

- http://pushapi.localytics.com/push_test?
platform=androidé&type=prod&campaign=%s&
creative=%s&token=%s&install_id=%s&client__
ts=%s
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- https://play.google.com/store/apps/details?
id=

- market://details?id=
- market://details?id=%s

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: cdn.krxd.net, csi.gstatic.
com, e.crashlytics.com, googleads.g.doubleclick.
net, graph.%s.facebook.com, graph.facebook.com,
pagead2.googlesyndication.com, pkmn.gg, play.
google.com, plus.google.com, pushapi.localytics.
com, sb-ssl.google.com, settings.crashlytics.
com, ssl.google—-analytics.com, www.%s.facebook.
com, www . facebook.com, www.google—analytics.
com, www.google.com, www.googleapis.com, www.
googletagmanager.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://pushapi.localytics.com/push_test?
platform=android&type=prod&campaign=%s&
creative=%$s&token=%s&install_id=%s&client__
ts=%s
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e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://pushapi.localytics.com/push_test?
platform=androidé&type=prod&campaign=%s&
creative=%s&token=%s&install_id=%s&client__
ts=%s

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

- WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.
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The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, build brand, IMEI/MEID, MMC (Mobile
Country Code),unique Android ID
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Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.go.map.activities.PokemonListingActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-

cutable code during runtime from a local or external source.
Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:02.759
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3.9 Google Play Spiele (Android)

3.9.1 Tests

Table 3.10:
Overview of
summarized test
results for
»Google Play
Spiele«

The following Table 3.10 summarizes the results of the Android app Google
Play Spiele with version 3.7.24 (3051774-070).

App risks for enterprise usage

X Implementation flaws? Yes.
X Privacy risks? Yes.
X Security risks? Yes.

Blacklisted by policy

X Violations of default policy? Yes.

Communication security

X [i] Client communication used? Yes. (see details)

Communication endpoints: 17 entries, see details.
Communication with country: Belgium, United States,
Ireland, unknown

SSL/TLS used? Yes.

Domains accessed with http AND https: support .google.com
Custom SSL/TLS trust manager implemented? No.

SSL/TLS using custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

RNEN

XXXOOKNKX

Data security

X Application needs normal permissions? Yes.

Userdefined permission usage: com.google.android.gms.
permission.GAMES-DEBUG-SETTINGS, com.google.
android.gms.permission.INTERNAL-BROADCAST,
com.google.android.providers.gsf.permission.
WRITE-GSERVICES, com.google.android.providers.
gsf.permission.READ-GSERVICES

Is application overprivileged? No.

Application defines content provider? Yes.

Content provider accessible without permission: None.

WiFi-Direct enabled? No.

Input interface security

X

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.
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Installed app list accessed? Yes.

Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

Device administration policy entries: None.
Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick
App provides public accessible activities? Yes.
Backup of app is allowed? No.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: None.

MOXOXKNNDNRN XX

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

N X[

X0

3.9.2 Details

74

The following sections describe details about the test results of Google Play
Spiele with version 3.7.24 (3051774-070).

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps poses a privacy risk for detected app type.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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Blacklisted by policy

e Reasons for category violations of default policy:

- Estimated overall app risk for the enterprise exceeds the security pol-
icy threshold due to detected risks and flaws exploitable by skilled
attackers without the existence of additional supporting factors.

Communication security

e Application can establish a client connection to some host system via
Browser interaction. This means the application open the system browser
for showing or transfering information to the host system. This commu-
nication does not require INTERNET permission! App contains communi-
cation code but no INTERNET permission. This could be a hint for code
which is not used e.g. due to some library usage or for some malicious
behaviour. App has to be inspected manually in detail. URLs with parame-
ters found:

- a.href=https://support.google.com/
googleplay/?p=games_signin

- g.example=market://details?id=com.google.
android.games.sample.id=play_store_uri

- http://support.google.com/googleplay/?p=
about_play_games

- http://www.youtube.com/watch?v=%s
- https://gaming.youtube.com/watch?v=%s

- https://support.google.com/?p=google_
settings

- https://support.google.com/googleplay/?p=
account_password

- https://support.google.com/googleplay/?p=
game_profile_visibility

- https://support.google.com/googleplay/?p=
games_notifications

- https://support.google.com/googleplay/?p=
games_signin

- https://support.google.com/googleplay/?p=
games_visibility

- https://support.google.com/googleplay/?p=
play_games_nearby
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- https://support.google.com/googleplay/?p=
reco

- https://support.google.com/googleplay/?p=
record_g

- https://support.google.com/googleplay/?p=
record_ga

- https://support.google.com/googleplay/?p=
record_game

- https://support.google.com/googleplay/?p=
record_games

- https://support.google.com/googleplay/?p=
report_gamertag

- market://details?id=

- market://details?id=com.google.android.
youtube

Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, accounts\
Tl\textbackslash .google (\Tl\textbackslash

co (m, android.clients.google.com, drive.google.com,
games.google.com, googledrive.com, m.youtube.com,
market.android.com, passwords.google.com, play.
google.com, play.googleapis.com, plus.google.com,
staging-www.sandbox.googleapis.com, support.
google.com, www—googleapis—staging.sandbox.
google.com, www.facebook.com, www.googleapis.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.
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e Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://games.google.com/sync/friends/%s

- http://support.google.com/googleplay/?p=
about_play_games

- http://games.google.com/sync/request/%s
- http://plus.google.com/%s/about

- http://play.google.com/store/apps/category/
GAME

- http://games.google.com/sync/match/%s

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://support.google.com/googleplay/?p=
about_play_games

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

— VIBRATE (Allows access to the vibrator.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e No indicators for overprivilege/redundant permissions found! The defined
permission can not abused by foreign apps.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.
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Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware, build
fingerprint,build brand, country code + mobile
network code for SIM provider,unique Android ID

Indicators for usage of advertisement/tracking framework were found.
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* The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.google.android.gms.games.
ui.restricted.achievements.
RestrictedAchievementDescriptionActivity

- com.google.android.gms.games.ui.destination.
players.PlayerDetailActivity

- com.google.android.gms.games.ui.client.
requests.SendRequestActivity

- com.google.android.gms.games.ui.client.
leaderboards.ClientLeaderboardScoreActivity

- com.google.android.gms.games.ui.signin.
SignInActivity

- com.google.android.gms.games.ui.
GamesSettingsActivity

- com.google.android.gms.games.ui.destination.
requests.DestinationPublicRequestActivity

- com.google.android.gms.games.ul.destination.
quests.CompletedQuestListActivity

- com.google.android.gms.games.ui.destination.
games.GameDetailActivity

- com.google.android.gms.games.ui.destination.
matches.DestinationPublicInvitationActivity

- com.google.android.gms.games.ui.client.
matches.ClientMultiplayerInboxActivity

- com.google.android.gms.games.ui.client.
requests.ClientPublicRequestActivity

- com.google.android.gms.games.ui.restricted.
videos.RestrictedVideoCapturedActivity

- com.google.android.gms.games.ui.destination.
matches.DestinationParticipantListActivity

- com.google.android.gms.games.testcompat.
ParcelTestCompatActivity

- com.google.android.gms.games.ui.client.
leaderboards.ClientlLeaderboardListActivity
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- com.google.android.gms.games.ui.destination.
requests.DestinationRequestListActivity

- com.google.android.gms.games.ui.client.
achievements.ClientAchievementListActivity

- com.google.android.gms.
games.ui.restricted.videos.
RestrictedVideoRecordingOnboardingActivity

- com.google.android.gms.games.ui.destination.
inbox.DestinationInboxActivity

- com.google.android.gms.games.ui.client.
matches.RealTimeWaitingRoomActivity

- com.google.android.gms.games.ui.destination.
matches.DestinationMultiplayerListActivity

- com.google.android.gms.games.ui.client.
matches.ClientPublicInvitationActivity

- com.google.android.gms.games.ui.destination.
games.ShopGamesActivity

- com.google.android.gms.games.uil.destination.
players.AchievementComparisonListActivity

- com.google.android.gms.games.ui.client.
quests.ClientQuestDetailActivity

- com.google.android.gms.games.ui.destination.
games.DestinationGameSearchActivity

- com.google.android.gms.games.
ui.destination.achievements.
DestinationAchievementDescriptionActivity

- com.google.android.gms.games.ui.client.
quests.ClientQuestListActivity

- com.google.android.gms.
games.uil.destination.videos.
DestinationVideoRecordingOnboardingActivity

- com.google.android.gms.games.ui.client.main.
ClientSettingsActivity

- com.google.android.gms.games.ui.client.
matches.SelectOpponentsActivity

- com.google.android.gms.games.ui.client.
snapshots.ClientSnapshotListActivity
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com.google.android.gms.games.ui.dialog.
InterstitialVideoDialogLauncher

com.google.android.gms.games.ui.destination.
players.PlayerDetailGameComparisonActivity

com.google.android.gms.games.ui.client.
players.ClientPlayerSearchActivity

com.google.android.gms.games.ul.restricted.
matches.RestrictedParticipantListActivity

com.google.android.gms.games.ui.common.
players.ProfileSummaryActivity

com.google.android.gms.games.ui.
GamesSettingsDebugActivity

com.google.android.gms.games.ui.client.
requests.ClientRequestInboxActivity

com.google.android.gms.games.ui.client.
ClientUiProxyActivity

com.google.android.gms.games.ui.dialog.
CaptureHeadlessPermissionActivity

com.google.android.gms.games.
ui.destination.leaderboards.
DestinationLeaderboardScoreActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

No sensor usage Indicators found.

Runtime Security

* The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.
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e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e |Loadable libraries found:

- x86 32bit: lib/x86/libgames_rtmp_jni.so

Test Performance

e Execution time of all tests: 0:00:46.272

3.10 Instant Buttons (Android)

3.10.1 Tests

Table 3.11:
Overview of
summarized test

results for »Instant

Buttons«
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The following Table 3.11 summarizes the results of the Android app Instant

Buttons with version 7.0.8.

App risks for enterprise usage

X Implementation flaws? Yes.
] Privacy risks? No.
X Security risks? Yes.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 32 entries, see details.
Communication with country: Netherlands, Belgium, United
States, Ireland

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

NN X

XOOXKKXXKX

Data security
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Cryptographic Primitives: "AES/CBC/PKCS5Padding"
Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.crema.instant.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE

Overprivileged permissions: READ-EXTERNAL-STORAGE
Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

NXNX R

XX XK

App can handle documents of mimeType: audio/x, video/mp4
[ ']  Screenshot protection used? No.
L] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 8 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick, Heyzap,

LiveRail, Parse, inMobi ADs

App provides public accessible activities? Yes.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Location (inactive), Microphone

NOX XX

Runtime Security

L] Scheduled Alarm Manager registered? No.

X' Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClasslLoader(...), ClassLoader.loadClass(...),
loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

X0

3.10.2 Details

The following sections describe details about the test results of Instant
Buttons with version 71.0.8.
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App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

- https://mobilecrashreporting.googleapis.com/
vl/crashes:batchCreate?key=

- https://play.google.com/store/apps/details?
id=com.crema.instant

- market://details?id=%s
— market://details?id=%s&referrer=%s

- market://details?id=com.google.android.gms.
ads

- market://details?id=com.heyzap.android

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: ad6.%s.liverail.com,
ad6.liverail.com, admob-app—-1id-2125635051.
firebaseio.com, ads.heyzap.com, apl.parse.com, app-
measurement.com, auth.firebase.com, cremagames.com,
csi.gstatic.com, goo.gl, googleads.g.doubleclick.
net, graph.%s.facebook.com, graph.facebook.com,
i.l.inmobicdn.net,i.w.inmobi.com, med.heyzap.
com, mobilecrashreporting.googleapis.com,
pagead2.googlesyndication.com, play.google.

com, plus.google.com, sb-ssl.google.com, ssl.
google—analytics.com, twitter.com, www.%s.


https://mobilecrashreporting.googleapis.com/v1/crashes:batchCreate?key=
https://mobilecrashreporting.googleapis.com/v1/crashes:batchCreate?key=
https://play.google.com/store/apps/details?id=com.crema.instant
https://play.google.com/store/apps/details?id=com.crema.instant
market://details?id=%s
market://details?id=%s&referrer=%s
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
market://details?id=com.heyzap.android
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facebook.com, www.copyright.gov, www.cremagames.
com, www . facebook.com, www.google—analytics.
com, www.google.com, www.googleapis.com, www.
googletagmanager.com, www.loC.gov

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/facebook/ads/internal/util/g$l.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://cremagames.com/instantbuttons/PP.htm

http://www.loc.gov/copyright

http://cremagames.com/instantbuttons/TOS.htm

http://ads.heyzap.com/in_game_api/ads

Data security

e The application requires the following permissions from the protection-

level: NORMAL

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)
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— WRITE-SETTINGS (Allows an application to read or write the system
settings.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— RECORD-AUDIO (Allows an application to record audio.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e The application or application components define specific type filter for
handling different file types. If different applications define the same filter
types the user has to decide which application should handle the file.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.
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The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, IMEI/MEID, Wifi-MAC address, unique
Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.crema.instant.localchooser.
InstantChooser

- com.crema.instant.widget.WidgetConfig

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.
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e Application reads information from different Sensors. This allows the ap-

plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ili-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:

— ARM 32 bit: lib/armeabi/libaac-encoder.so

Test Performance

Execution time of all tests: 0:01:09.956

3.11 Liebe Test (Android)

3.11.1 Tests

Table 3.12:
Overview of
summarized test
results for »Liebe
Test«
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The following Table 3.12 summarizes the results of the Android app Liebe
Test with version 3.2.6.

App risks for enterprise usage

X
[
X

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Blacklisted by policy
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[l Violations of default policy? No.

Communication security

X Client communication used? Yes.

Communication endpoints: 6 entries, see details.

Communication with country: Austria, United States,
Germany

X SSL/TLS used? Yes.

Domains accessed with http AND https: play .google.com

[ ] Custom SSL/TLS trust manager implemented? No.

L | SSL/TLS using custom error handling? No.

L] SSL/TLS using manual domain name verification? No.

X Unprotected HTML? Yes.

X Unprotected communication? Yes.

Data security

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Overprivileged permissions: READ-EXTERNAL-STORAGE

X Is application overprivileged? Yes.

X JavaScript to SDK API bridge usage? Yes.

[ ] WiFi-Direct enabled? No.

Input interface security

(=] App can handle documents of mimeType: None.

Ll Screenshot protection used? No.

[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.

Accessed unique identifier(s): build model, build
manufacturer, country code + mobile network code
for SIM provider, unique Android ID

Advertisment-/tracking frameworks found: StartApp

] App provides public accessible activities? No.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

L] Permission to access address book? No.

Sensor usage: WIFI-Based Location, GPS Location

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.
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Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

1]

3.11.2 Details

The following sections describe details about the test results of Liebe Test
with version 3.2.6.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://ads.digital-inspiration.net/adserver/
request.php?package=

- http://play.google.com/store/apps/details?
id=

- https://play.google.com/store/apps/details?
id=

- market://details?id=

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

e Communication endpoints: ads.digital—-inspiration.
net, dlbyvlfiet2h9qg.cloudfront.net, mobilplug.
com, play.google.com, www.dummy . COm, WWww .
startappexchange.com
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App communicates with servers in 3 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://play.google.com/store/apps/details?
id=

- http://dlbyvlfiet2h9g.cloudfront.net/InApp/
resources/adInformationDialog3.html

- http://ads.digital-inspiration.net/adserver/
request.php?package=

e The unprotected communication of the App via http connections can be

eavesdroped or maliciously modified.

- http://ads.digital-inspiration.net/adserver/
request .php?package=

- http://play.google.com/store/apps/details?
id=

Data security

e The application requires the following permissions from the protection-

level: NORMAL

— VIBRATE (Allows access to the vibrator.)

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
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values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

— ACCESS-COARSE-LOCATION (Allows an app to access approximate
location derived from network location sources such as cell towers
and Wi-Fi.)

— INTERNET (Allows applications to open network sockets.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e \Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

e The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.
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Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Indicators for usage of advertisement/tracking framework were found.

The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

— com.mobilplug.lovetest.MainActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.
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e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:00:13.315

3.12 Netflix (Android)

3.12.1 Tests

Table 3.13:
Overview of
summarized test
results for
»Netflix«
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The following Table 3.13 summarizes the results of the Android app Net £1ix
with version 4.8.6 build 9782.

App risks for enterprise usage

] Implementation flaws? No.
L] Privacy risks? No.
X Security risks? Yes.

Blacklisted by policy

L | Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 14 entries, see details.
Communication with country: Austria, Belgium, United
States, Ireland

SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.

SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.

NN X

OOXOKX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CTR/NoPadding", "AES/GCM/NoPadding"

X Cryptographic salt values found? Yes.

Key derivation iteration count: 19

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.
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Userdefined permission usage: com.amazon.permission.
SET-FLAG-NOSOFTKEYS, com.netflix.mediaclient.
permission.C2D-MESSAGE, com.android.vending.
BILLING, com.google.android.c2dm.permission.
RECEIVE

Overprivileged permissions: CHANGE-WIFI-MULTICAST-STATE,
RECORD-AUDIO

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

N

[TX X

(=] App can handle documents of mimeType: None.
[l Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

(=] Device administration policy entries: None.
Accessed unique identifier(s): 11 entries, see details.
(=] Advertisment-/tracking frameworks found: None.
X App provides public accessible activities? Yes.

Ll Backup of app is allowed? No.

X Log Statement Enabled? Yes.

] Permission to access address book? No.

Sensor usage: Acceleration/Light

Runtime Security

Scheduled Alarm Manager reqgistered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), load(...), loadLibrary(...)
Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

NX ]

XX 0]

3.12.2 Details

The following sections describe details about the test results of Net £11ix with
version 4.8.6 build 9782.

App risks for enterprise usage

e Reasons for category security risks:
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— Crypto: Constant salt detected. This should be avoided, as it can
make app vulnerable to bruteforce attacks.

Communication security

Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

— amzn://apps/android?p=com.netflix.
mediaclient

- https://market.android.com/details?id=com.
netflix.mediaclient

- market://details?id=com.netflix.mediaclient
- nflx://www.netflix.com/Browse?g=

- nflx://www.netflix.com/Browse?g=source$%
3DNetflixWidget%26trkid%3D14836231%26action%
3D

Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: android.nccp.netflix.com,
cdn2.nflximg.net, cdn7.nflximg.net, dummyimage.com,
google.com, help.netflix.com, ichnaea.netflix.com,
market .android.com, netflix.com, plus.google.com,
signup.netflix.com, tp.akam.nflximg.com, www.
google.com www.netflix.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Data security

Use of constant salts can make application vulnerable to bruteforce at-
tacks. The following constant salts were found:

- -87,-101,-56,50,86,52,-29,3


amzn://apps/android?p=com.netflix.mediaclient
amzn://apps/android?p=com.netflix.mediaclient
https://market.android.com/details?id=com.netflix.mediaclient
https://market.android.com/details?id=com.netflix.mediaclient
market://details?id=com.netflix.mediaclient
nflx://www.netflix.com/Browse?q=
nflx://www.netflix.com/Browse?q=source%3DNetflixWidget%26trkid%3D14836231%26action%3D
nflx://www.netflix.com/Browse?q=source%3DNetflixWidget%26trkid%3D14836231%26action%3D
nflx://www.netflix.com/Browse?q=source%3DNetflixWidget%26trkid%3D14836231%26action%3D
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3 Results

e Key derivation functions with less than 1000 interations are considered
vulnerable to bruteforce attacks. Therefore, this app with 19 iterations is
considered vulnerable.

e The application requires the following permissions from the protection-

level:

NORMAL

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

MODIFY-AUDIO-SETTINGS (Allows an application to modify global
audio settings.)

e The application requires the following permissions from the protection-

level:

DANGEROUS

READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

CHANGE-WIFI-MULTICAST-STATE (Allows applications to enter Wi-Fi
Multicast mode.)

RECORD-AUDIO (Allows an application to record audio.)

BLUETOOTH (Allows applications to connect to paired bluetooth
devices.)

INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

* Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e |ndicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)
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Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy
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Code obfuscation technigues were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display, build fingerprint, build
brand, IMEI/MEID, Wifi-MAC address, unique Android
1D

No indicators for usage of advertisement/tracking framework were
found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.netflix.mediaclient.ui.launch.
UIWebViewTabletActivity

— com.netflix.mediaclient.uil.search.
SearchActivity

- com.netflix.mediaclient.ui.launch.
NetflixComLaunchActivity
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3 Results

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
Missing permissions despite of API calls could be an indication for miss-
configuration or plugin/library code which is not used. For more detailed
information application has to be reviewed manually. Application defines
a permission ( android.permission.RECORD-AUDIO ) accessing the micro-
phone, but there were no specific API calls found. This could be an indi-
cation for overprivileges, developer missconfiguration or confused deputy
attack.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:

- ARM 32 bit: assets/armeabi/
lib64libcrittercism-v3.crt

— ARM 32 bit: assets/armeabi-v7a/
lib64libcrittercism-v3.crt

- ARMv8 64 bit: assets/arm64-v8a/
lib64libcrittercism—-v3.crt
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- ARM 32 bit:
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lib/armeabi-v7a/

libwhistleengine.so

- ARM 32 bit:

Jjp2jni.so

— ARM 32 bit:
devicelO.so

- ARM 32 bit:

device7.so0

- ARM 32 bit:

Jjpini.so

- ARM 32 bit:

jni.so

Test Performance

lib/armeabi-v7a/libnetflix_

lib/armeabi-v7a/libnetflix__

lib/armeabi-v7a/libnetflix_

lib/armeabi-v7a/libnetflix_

lib/armeabi-v7a/libnetflixmp_

e Execution time of all tests: 0:00:51.621

3.13 PlayStation.App (Android)

3.13.1 Tests
The following Table 3.14 summarizes the results of the Android app
PlayStation.App with version 4.0.5.

Table 3.14: App risks for enterprise usage

Overview of

results for L] Privacy risks? No.

»PlayStation.App«  XI Security risks? Yes.

Blacklisted by policy

] Violations of default policy? No.

Communication security

SSL/TLS used? Yes.

XOXKNKXX KN X
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Client communication used? Yes.
Communication endpoints: 25 entries, see details.
Communication with country: 6 entries, see details.

Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? Yes.



For internal use only!

X
X

3 Results

Unprotected HTML? Yes.
Unprotected communication? Yes.

Data security

N

NX XA KX

Cryptographic Primitives: "AES/CBC/NoPadding", "AES/CBC/
PKCS5Padding", "RSA/ECB/OAEPPadding”

Cryptographic keys found? Yes.

Key derivation iteration count: 10, 16

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com. scee.psxandroid.
permission.C2D-MESSAGE, com.google.android.c2dm.
permission.RECEIVE, com.sony.snei.np.android.
account.provider.permission.DUID-READ-PROVIDER

Overprivileged permissions: RECEIVE-BOOT-COMPLETED, READ—
EXTERNAL-STORAGE

X Is application overprivileged? Yes.

X Application defines content provider? Yes.

(=] Content provider accessible without permission: None.

X JavaScript to SDK API bridge usage? Yes.

[ ] WiFi-Direct enabled? No.

Input interface security

=l App can handle documents of mimeType: None.

[l Screenshot protection used? No.

]  Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

=l Device administration policy entries: None.

Accessed unique identifier(s): 6 entries, see details.

(=] Advertisment-/tracking frameworks found: None.

X App provides public accessible activities? Yes.

[ ] Backup of app is allowed? No.

Xl Log Statement Enabled? Yes.

L] Permission to access address book? No.

Sensor usage: Camera, Microphone (inactive)

Runtime Security

XOOKNKX

Scheduled Alarm Manager registered? Yes.
Alarm repeating types: ELAPSED-REALTIME
Alarm intervals dynamically? No.

Alarm Manager initialized dynamically? No.
Dynamically loaded code at runtime? Yes.
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N

Dynamically loaded code at runtime type(s): ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugqging Flag? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

Executed component after Phone Reboot: com.playstation.
companionutil.StartupReceiver

KX X[

3.13.2 Details

The following sections describe details about the test results of
PlayStation.App with version 4.0.5.

App risks for enterprise usage

e Reasons for category implementation flaws:

- Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

— Crypto: Embedded static encryption key found, which can be ex-
tracted by attackers to revert the encryption or fake the signature of
the content it is used for.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- http://www.dailymotion.com/embed/video/%$s?
html=1&fullscreen=%s&app=%s&api=location

- http://www.dailymotion.com/embed/video/%s?
html=1&fullscreen=%s&app=%s&api=locationég
related=5%s
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- market://details?id=com.facebook.orca

- scecompcall://launchInAppView?url=

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, account$%s.
sonyentertainmentnetwork.com, adrvdsstore.dl.
playstation.net, api.twitter.com, app-measurement.
com, asm..community.playstation.net, auth.api.
%$ssonyentertainmentnetwork.com, facebook. com,
goo.gl, graph-video.%s, graph.%s, play.google.com,
plus.google.com, psapp—-start.dl.playstation.

net, psapp.dl.playstation.net, psn-rsc.prod.dl.
playstation.net, sitestream.twitter.com, stream.
twitter.com, twitterd4dj.org, upload.twitter.com,
userstream.twitter.com,vl.api.*.km.playstation.
net, www.dailymotion.com, www.youtube, www.youtube.
com

App communicates with servers in 6 countries.

Communication with country: United States, Ireland, Japan,
Italy, France, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/sony/snei/np/android/sso/share/d/a/c.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

- Interface HostnameVerifier is implemented or extended.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:
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http://www.youtube.com/get_video_info

http://www.dailymotion.com/embed/video/%s?
html=1&fullscreen=%s&app=%s&api=locationé&
related=5%s

http://www.dailymotion.com/embed/video/%s?
html=1&fullscreen=%s&app=%s&api=location

http://twitterdj.org/en/twitterdj-

http://play.google.com/store/apps/details

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://play.google.com/store/apps/details?
id=com. facebook.orca

http://www.dailymotion.com/embed/video/%s?
html=1&fullscreen=%s&app=%s&api=location

http://www.dailymotion.com/embed/video/%s?
html=1&fullscreen=%s&app=%s&api=locationé&
related=%s

Data security

e |tis considered as a bad practice to use hard-coded cryptographic keys
in the application. The following hard-coded cryptographic keys were
found:

48,-126,1,34,48,13,6,9,42,-122,72,-122,-9,13,1,1,1,5,0,3, -
126,1,15,0,48,-126,1,10,2,-126,1,1,0,-59,-16,14,-4,-64,-28,-26, -
117,-39,-90,-98,-15,-108,111,73,36,-89,56,74,14,51,-76,12,-2,5,-
77,-83,-24,102,-31,-71,-67,54,-76,95,91,-81,41,37,-91,50,50, -
52,-51,47,-13,94,-23,-63,13,-45,10,-120,-96,-89,17,28,89,-44, -
14,-110,16,-53,112,104,64,109,-54,122,19,-75,-31,-15,-95, -
60,-78,-88,45,67,-9,62,-63,-115,115,34,93,-33,83,-1,-18,117,-
39,65,-43,123,-94,-91,123,97,14,-2,-98,-103,123,50,-55,79, -
19,37,106,-100,-49,47,71,8,-103,-36,44,-105,-104,-93,-77,9,-
67,-3,-109,19,-39,-25,-107,89,-75,-57,-121,-27,-104,61,36,-
41,58,-17,111,115,14,54,-86,25,108,-90,-1,77,5,110,86,16,111,-
19,35,62,83,-109,-46,-117,119,98,92,-116,117,54,120,-8, -
67,15,28,-107,19,84,39,-107,-11,-75,63,87,125,89,-118,65,45,73,-
25,93,-41,53,-99,46,96,118,17,15,52,24,-70,58,75,90,-25,46,-
95,-66,-17,-25,76,2,-91,73,-73,-120,-93,-11,125,-128,-94,-60,-
61,-6,-60,89,-76,-116,-10,51,-43,-124,26,49,93,-7,86,70,48,115,-
115,42,-126,77,-38,-65,67,-61,75,-19,70,-47,-48,-90,-77,2,3,1,0,1


http://www.youtube.com/get_video_info
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location&related=%s
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location&related=%s
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location&related=%s
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location
http://twitter4j.org/en/twitter4j-
http://play.google.com/store/apps/details
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location&related=%s
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location&related=%s
http://www.dailymotion.com/embed/video/%s?html=1&fullscreen=%s&app=%s&api=location&related=%s
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e Key derivation functions with less than 1000 interations are considered
vulnerable to bruteforce attacks. Therefore, this app with 10,16 iterations
is considered vulnerable.

e The application requires the following permissions from the protection-
level: NORMAL

— RECEIVE-BOOT-COMPLETED (Allows an application to receive the

android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

VIBRATE (Allows access to the vibrator.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

— CAMERA (Required to be able to access the camera device. This

will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don't
support all camera features.)
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— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— GET-TASKS (Allows an application to get information about the cur-
rently or recently running tasks.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.

® The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.
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Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build fingerprint,
build brand, unique Android ID

No indicators for usage of advertisement/tracking framework were
found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.scee.psxandroid.activity.
LaunchFromOtherActivity

- com.scee.psxandroid.activity.
DebugMainActivity

- com.playstation.companionutil.
CompanionUtilBrowserRedirectReceiverActivity

- com.scee.psxandroid.activity.
TwitterRedirectActivity

- com.scee.psxandroid.activity.
LaunchFromMessengerActivity

- com.scee.psxandroid.sso.
SsoServiceWebViewActivity

- com. facebook.CustomTabActivity

e |n this application the allow backup option is disabled. This means no

backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

* Logging statements found in app. This might leak security or privacy rele-

vant information.
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Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for microphone usage, but the appli-
cation contains specific API calls accessing the microphone. Missing per-
missions despite of API calls could be an indication for missconfiguration
or plugin/library code which is not used. For more detailed information
application has to be reviewed manually.

Runtime Security

The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.playstation.companionutil.
CompanionUtilSessionService

The scheduled task gets repeated in the following intervals:
— 30 seconds

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:

- ARM 32 bit: lib/armeabi/liblept.so

- ARM 32 bit: lib/armeabi/libscecompanionutil.
SO

- ARM 32 bit: lib/armeabi/
libscepsxandroidutil.so
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- ARM
- ARM
- ARM

- ARM

32 bit:
32 bit:
32 bit:
32 bit:

3 Results

lib/armeabi/libtess.so
lib/armeabi/libvoucher_ ocr.so
lib/armeabi-v7a/liblept.so

lib/armeabi-v7a/

libscecompanionutil.so

- ARM 32 bit:

lib/armeabi-v7a/

libscepsxandroidutil.so

- ARM

- ARM
SO

- MIPS
- MIPS
- MIPS
- MIPS
- MIPS
- x86
- x86
- x86
- x86
- x86

32 bit:
32 bit:

lib/armeabi-v7a/libtess.so

lib/armeabi-v7a/libvoucher ocr.

I: lib/mips/liblept.so

I: lib/mips/libscecompanionutil.so

T: lib/mips/libscepsxandroidutil.so

I: lib/mips/libtess.so

I: lib/mips/libvoucher_ocr.so

32bit:
32bit:
32bit:
32bit:
32bit:

1lib/x86/1liblept.so
lib/x86/1libscecompanionutil.so
lib/x86/1libscepsxandroidutil.so
lib/x86/libtess.so

1ib/x86/1libvoucher _ocr.so

* The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or

prevention.

Test Performance

e Execution time of all tests: 0:00:30.634
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3.14 Pokémon Ferienlager (Android)

3.14.1 Tests

Table 3.15:
Overview of
summarized test
results for
»Pokémon
Ferienlager«
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The following Table 3.15 summarizes the results of the Android app Pokémon
Ferienlager with version 7.2.6.

App risks for enterprise usage

[ ] Implementation flaws? No.
] Privacy risks? No.
L1 Security risks? No.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

X Client communication used? Yes.

[ ] Custom SSL/TLS trust manager implemented? No.

] SSL/TLS using custom error handling? No.

[ ] SSL/TLS using manual domain name verification? No.

Data security

Xl Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: com.android.vending.CHECK-
LICENSE

Overprivileged permissions: ACCESS-WIFI-STATE, READ—
EXTERNAL-STORAGE

X Is application overprivileged? Yes.

X JavaScript to SDK API bridge usage? Yes.

[ ] WiFi-Direct enabled? No.

Input interface security

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.
Obfuscation level is: UNKNOWN
(=] Device administration policy entries: None.
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N

Accessed unique identifier(s): build model, build
manufacturer, build fingerprint, unique Android
ID

Advertisment-/tracking frameworks found: None.

App provides public accessible activities? No.

Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.

Sensor usage: Camera, Location (inactive)

NOOX X O]

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

Contains native libraries: Yes.

NX ]

X 0]

3.14.2 Details

The following sections describe details about the test results of Pokémon
Ferienlager with version 71.2.6.
Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- amzn://apps/android?p=

- market://details?id=

e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

e App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)
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— READ-EXTERNAL-STORAGE (Allows an application to read from

external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)
— CAMERA (Required to be able to access the camera device. This

will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.
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* The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy
e Code obfuscation techniques were detected for the app.

e The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

¢ Device administration features not used.

e Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

* No indicators for usage of advertisement/tracking framework were
found.

e The application contains no specific exported activity. The application has
only launchable activities which are implicit exported. This means there
are no activities which can be accessed by an external application. The
start activity is:

- com.onevcat.uniwebview.AndroidPlugin

e |n this application the allow backup option is enabled. This means the
application and all application data will be considered by doing a de-
vice backup. If an application contains sensitive information these can
be cloned by backing up the data and extracted from the backup archive
off device.

* Logging statements found in app. This might leak security or privacy rele-
vant information.

e Permission READ-CONTACTS not used.

e Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.
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Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:

— ARM 32 bit: lib/armeabi-v7a/libmain.so
- ARM 32 bit: lib/armeabi-v7a/libmono.so

- ARM 32 bit: lib/armeabi-v7a/
libopencvforunity.so

- ARM 32 bit: lib/armeabi-v7a/libunity.so
- x86 32bit: 1lib/x86/libmain.so

- x86 32bit: 1ib/x86/libmono.so

- x86 32bit: lib/x86/libopencvforunity.so
- x86 32bit: lib/x86/libunity.so

Test Performance

Execution time of all tests: 0:00:26.655

3.15 ProSieben - Live TV, Mediathek (Android)

3.15.1 Tests

The following Table 3.16 summarizes the results of the Android app
ProSieben - Live TV, Mediathek with version 7.7.

Table 3.16:
Overview of

App risks for enterprise usage

summarized test X
results for

»ProSieben - Live

TV, Mediathek«
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L] Privacy risks? No.
X Security risks? Yes.

Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 50 entries, see details.
Communication with country: 7 entries, see details.
SSL/TLS used? Yes.

Domains accessed with http AND https: play .google.com
Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXOOXONXKANNRXK

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CBC/PKCS7Padding", "AES/ECB/PKCS7Padding", "RSA/
ECB/PKCS1PADDING"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.applicaster.permission.
C2D-MESSAGE, com.google.android.c2dm.permission.
RECEIVE

Overprivileged permissions: USE—CREDENTIALS, READ—
EXTERNAL-STORAGE

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

N N XX

[T X

(=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
L | Tap Jacking Protection used? No.

Privacy

XI  Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 13 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,

HockeyApp, ScorecardResearch
App provides public accessible activities? Yes.

X
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X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

[ 1 Permission to access address book? No.
Sensor usage: Location (inactive)

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: ELAPSED-REALTIME

Alarm intervals dynamically? Yes.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)
Allow app debugging Flag? No.

Allow autoexecute after Phone Reboot? No.

NXOXKKX

10

3.15.2 Details

The following sections describe details about the test results of ProSieben -
Live TV, Mediathek with version 7.7.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- ://play?channelid=
- http://b.scorecardresearch.com/p2?2c2=

- http://iosapi.appoxee.com/AppBoxWebClient/
feedback/feedback.aspx?appID=

‘I ‘] 6 Fraunhofer SIT
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http://market.android.com/details?id=

http://market.android.com/support/bin/
answer.py?answer=1050566&hl=%1lang%&dl=
$region%

http://play.google.com/store/apps/details?
id=com. facebook.orca

https://play.google.com/store/apps/details?
id=

https://profile.mediacorp.sg/v2/
MobileSignIn.aspx?clientid=84a57fdb-0d6f-
4327-a7b2-acfdb52e94felsweb=toggle&sub=now

https://profile.mediacorp.sg/v2/
MobileSignIn.aspx?clientid=84a57fdb-0d6f-
4327-aTb2—-acfd52e94fels&web=toggle&sub=nowé&
logintype=facebook

https://profile.mediacorp.sg/v2/
MobileSignIn.aspx?clientid=84a57fdb-0d6f-
4327-aTb2—acfd52e94fel&web=toggle&sub=nowé&
logintype=ma

https://profile.mediacorp.sg/v2/
MobileSignUpOverlay.aspx?clientid=toggles&
web=toggle&sub=now

market://details?id=%s
market://details?id=com.facebook.orca

market://details?id=com.google.ads.
interactivemedia.v3

market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, 71liapp-cp.
nuggad.net, achievement-center.applicaster.

com, achievement—-center.demo.applicaster.com,
achievement-center.ga.applicaster.com, admin.
applicaster.com, admin.d8v.applicaster.com, admin.
demo.applicaster.com, admin.ga.applicaster.com,
ais—apli.applicaster.com, ais.ga.applicaster.com,
api.appoxee.com, assets—-production.applicaster.
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com, assets—-production.applicaster.com.s3.
amazonaws.com, b.scorecardresearch.com, csi.
gstatic.com, facebook.com, freegeoip.net, googleads.
g.doubleclick.net, graph-video.%s, graph.%s,
graph.facebook.com, imasdk.googleapis.com,
iosapi.appoxee.com, itsOn.tv, market.android.

com, mobile.twitter.com, mobileapi-stage.
prosiebensatl.com, mobileapi-test.prosiebensatl.
com, mobileapi.prosiebensatl.com, pagead?2.
googlesyndication.com, play.google.com, plus.
google.com, profile.mediacorp.sqg, sb-ssl.google.
com, sb.scorecardresearch.com, sdk.hockeyapp.net,
ssl.google—-analytics.com, stars.applicaster.com,
stars.demo.applicaster.com, stars.ga.applicaster.
com, udm. scorecardresearch.com, vas—-1live-mdp.
glomex.com, vas.sim—technik.de, www.google—
analytics.com, www.google.com, www.googleapis.com,
WWW.googletagmanager.com, Www.prosieben.de, zapp-
client.applicaster.com

App communicates with servers in 7 countries.

Communication with country: Austria, Singapore, Belgium,
United States, Ireland, Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://achievement—-center.demo.applicaster.
com/api/vl

- http://achievement-center.applicaster.com/
api/

- http://iosapi.appoxee.com/AppBoxWebClient/
feedback/feedback.aspx?appID=


http://achievement-center.demo.applicaster.com/api/v1
http://achievement-center.demo.applicaster.com/api/v1
http://achievement-center.applicaster.com/api/
http://achievement-center.applicaster.com/api/
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=

For internal use only!

3 Results

http://imasdk.googleapis.com/native/
sdkloader/native_sdk_v3.html

http://achievement-center.applicaster.com/
api/vl

http://market.android.com/details?id=
http://api.appoxee.com/api/

http://b.scorecardresearch.com/p2?2c2=
http://ais.ga.applicaster.com/api/vl/

http://achievement-center.ga.applicaster.
com/api/vl

http://achievement-center.demo.applicaster.
com/api/

http://udm.scorecardresearch.com/offline
http://b.scorecardresearch.com/p2?
http://freegeoip.net/json/

http://achievement—-center.ga.applicaster.
com/api/

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://b.scorecardresearch.com/p2?2c2=

http://iosapi.appoxee.com/AppBoxWebClient/
feedback/feedback.aspx?appID=

http://market.android.com/details?id=

http://market.android.com/support/bin/
answer.py?answer=1050566&hl=%1lang%&dl=
$region%

http://play.google.com/store/apps/details?
id=com. facebook.orca

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-
level: NORMAL

Fraunhofer SIT
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— ACCESS-NETWORK-STATE (Allows applications to access informa-

tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)
— USE-CREDENTIALS (Allows an application to request authtokens

from the AccountManager.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-

ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— READ-PHONE-STATE (Allows read only access to phone state. Note:

If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.
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The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
display, build fingerprint, build brand, IMEI/MEID,
SIM card serial, subscriber ID (IMSI), country
code + mobile network code for SIM provider,
MMC (Mobile Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.applicaster.billing.APStorefront

- com. facebook.CustomTabActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.
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* Logging statements found in app. This might leak security or privacy rele-
vant information.

e Permission READ-CONTACTS not used.

e Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ili-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

e The application contains a registered scheduled alarm. With such an
alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.applicaster.genericapp.fragments.
ChannellListFragment

- com.applicaster.genericapp.fragments.
SchedulePageFragment

- com.applicaster.genericapp.fragments.
MultiChannelTabletFragment

The scheduled task gets repeated in the following intervals:

— Dynamic interval(s)

The alarm manager has been initialized properly.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:19.990
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3.16 SAT.1 - Live TV und Mediathek (Android)

3.16.1 Tests
The following Table 3.17 summarizes the results of the Android app SAT.1 -
Live TV und Mediathek with version 7.7.

Table 3.17: App risks for enterprise usage

Overview of

summarized test X
results for »SAT.1 - [
Live TV und X

Implementation flaws? Yes.
Privacy risks? No.
Security risks? Yes.

Mediathek« Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 50 entries, see details.
Communication with country: 7 entries, see details.
SSL/TLS used? Yes.

Domains accessed with http AND https: play .google.com
Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.
SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXOOXDONXRKNJNKX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CBC/PKCS7Padding", "AES/ECB/PKCS7Padding", "RSA/
ECB/PKCS1PADDING"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.

Userdefined permission usage: com.applicaster.permission.
C2D-MESSAGE, com.google.android.c2dm.permission.
RECEIVE

Overprivileged permissions: USE—CREDENTIALS, READ—
EXTERNAL-STORAGE

Is application overprivileged? Yes.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

Input interface security

N N XX

(T X

(=] App can handle documents of mimeType: None.
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[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 13 entries, see details.
Advertisment-/tracking frameworks found: Doubleclick,

HockeyApp, ScorecardResearch
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: Location (inactive)

NOXXKX

Runtime Security

Scheduled Alarm Manager registered? Yes.

Alarm repeating types: ELAPSED—REALTIME

Alarm intervals dynamically? Yes.

Alarm Manager initialized dynamically? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClasslLoader(...), ClassLoader.loadClass(...)
Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

NXOXKX

(1]

3.16.2 Details

The following sections describe details about the test results of SAT.1 -
Live TV und Mediathek with version 1.7.
App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

://play?channelid=
http://b.scorecardresearch.com/p2?c2=

http://iosapi.appoxee.com/AppBoxWebClient/
feedback/feedback.aspx?appID=

http://market.android.com/details?id=

http://market.android.com/support/bin/
answer.py?answer=1050566&hl=%1lang%&dl=
%$region%

http://play.google.com/store/apps/details?
id=com. facebook.orca

https://play.google.com/store/apps/details?
id=

https://profile.mediacorp.sg/v2/
MobileSignIn.aspx?clientid=84a57fdb-0d6f-
4327-a7Tb2—acfd52e94fel&web=toggle&sub=now

https://profile.mediacorp.sg/v2/
MobileSignIn.aspx?clientid=84a57fdb-0d6f-
4327-a7Tb2-acfd52e9%4felaweb=toggle&sub=nowé&
logintype=facebook

https://profile.mediacorp.sg/v2/
MobileSignIn.aspx?clientid=84a57fdb-0d6f-
4327-a7b2-acfdb52e9%4felaweb=toggle&sub=nows&
logintype=ma

https://profile.mediacorp.sg/v2/
MobileSignUpOverlay.aspx?clientid=toggle&
web=toggle&sub=now

market://details?id=%s
market://details?id=com.facebook.orca

market://details?id=com.google.ads.
interactivemedia.v3

market://details?id=com.google.android.gms.
ads
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://play?channelid=
http://b.scorecardresearch.com/p2?c2=
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=
http://market.android.com/details?id=
http://market.android.com/support/bin/answer.py?answer=1050566&hl=%lang%&dl=%region%
http://market.android.com/support/bin/answer.py?answer=1050566&hl=%lang%&dl=%region%
http://market.android.com/support/bin/answer.py?answer=1050566&hl=%lang%&dl=%region%
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
https://play.google.com/store/apps/details?id=
https://play.google.com/store/apps/details?id=
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=facebook
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=facebook
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=facebook
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=facebook
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=ma
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=ma
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=ma
https://profile.mediacorp.sg/v2/MobileSignIn.aspx?clientid=84a57fdb-0d6f-4327-a7b2-acf452e94fe1&web=toggle&sub=now&logintype=ma
https://profile.mediacorp.sg/v2/MobileSignUpOverlay.aspx?clientid=toggle&web=toggle&sub=now
https://profile.mediacorp.sg/v2/MobileSignUpOverlay.aspx?clientid=toggle&web=toggle&sub=now
https://profile.mediacorp.sg/v2/MobileSignUpOverlay.aspx?clientid=toggle&web=toggle&sub=now
market://details?id=%s
market://details?id=com.facebook.orca
market://details?id=com.google.ads.interactivemedia.v3
market://details?id=com.google.ads.interactivemedia.v3
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
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e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: . facebook.com, 71liapp-cp.
nuggad.net, achievement-center.applicaster.

com, achievement—-center.demo.applicaster.com,
achievement-center.ga.applicaster.com, admin.
applicaster.com, admin.d8v.applicaster.com, admin.
demo.applicaster.com, admin.ga.applicaster.com,
ais—api.applicaster.com, ais.ga.applicaster.com,
api.appoxee.com, assets—production.applicaster.
com, assets—-production.applicaster.com.s3.
amazonaws.com, b.scorecardresearch.com, csi.
gstatic.com, facebook.com, freegeoip.net, googleads.
g.doubleclick.net, graph-video.%s, graph.%s,
graph.facebook.com, imasdk.googleapis.com,
iosapi.appoxee.com, itsOn.tv, market.android.

com, mobile.twitter.com mobileapi-stage.
prosiebensatl.com, mobileapi-test.prosiebensatl.
com, mobileapi.prosiebensatl.com, pagead?2.
googlesyndication.com, play.google.com, plus.
google.com, profile.mediacorp.sqg, sb-ssl.google.
com, sb.scorecardresearch.com, sdk.hockeyapp.net,
ssl.google—-analytics.com, stars.applicaster.com,
stars.demo.applicaster.com, stars.ga.applicaster.
com, udm.scorecardresearch.com, vas—-live-mdp.
glomex.com, vas.sim—technik.de, www.google—
analytics.com, www.google.com, www.googleapis.com,
WWw.googletagmanager.com, www.prosieben.de, zapp-
client.applicaster.com

App communicates with servers in 7 countries.

Communication with country: Austria, Singapore, Belgium,
United States, Ireland, Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.
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e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://achievement-center.demo.applicaster.
com/api/vl

- http://achievement-center.applicaster.com/
api/

- http://iosapi.appoxee.com/AppBoxWebClient/
feedback/feedback.aspx?applD=

- http://imasdk.googleapis.com/native/
sdkloader/native_sdk_v3.html

- http://achievement-center.applicaster.com/
api/vl

- http://market.android.com/details?id=
- http://api.appoxee.com/api/

- http://b.scorecardresearch.com/p2?2c2=
- http://ais.qga.applicaster.com/api/vl/

- http://achievement—-center.ga.applicaster.
com/api/vl

- http://achievement-center.demo.applicaster.
com/api/

- http://udm.scorecardresearch.com/offline
- http://b.scorecardresearch.com/p2?
- http://freegeoip.net/json/

- http://achievement-center.qga.applicaster.
com/api/

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://b.scorecardresearch.com/p2?c2=

- http://iosapi.appoxee.com/AppBoxWebClient/
feedback/feedback.aspx?appID=

- http://market.android.com/details?id=
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http://achievement-center.demo.applicaster.com/api/v1
http://achievement-center.demo.applicaster.com/api/v1
http://achievement-center.applicaster.com/api/
http://achievement-center.applicaster.com/api/
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=
http://imasdk.googleapis.com/native/sdkloader/native_sdk_v3.html
http://imasdk.googleapis.com/native/sdkloader/native_sdk_v3.html
http://achievement-center.applicaster.com/api/v1
http://achievement-center.applicaster.com/api/v1
http://market.android.com/details?id=
http://api.appoxee.com/api/
http://b.scorecardresearch.com/p2?c2=
http://ais.qa.applicaster.com/api/v1/
http://achievement-center.qa.applicaster.com/api/v1
http://achievement-center.qa.applicaster.com/api/v1
http://achievement-center.demo.applicaster.com/api/
http://achievement-center.demo.applicaster.com/api/
http://udm.scorecardresearch.com/offline
http://b.scorecardresearch.com/p2?
http://freegeoip.net/json/
http://achievement-center.qa.applicaster.com/api/
http://achievement-center.qa.applicaster.com/api/
http://b.scorecardresearch.com/p2?c2=
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=
http://iosapi.appoxee.com/AppBoxWebClient/feedback/feedback.aspx?appID=
http://market.android.com/details?id=
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- http://market.android.com/support/bin/
answer.py?answer=1050566&hl1=%1lang%&dl=
$region%

- http://play.google.com/store/apps/details?
id=com. facebook.orca

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-

cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-

level: NORMAL

— READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in
a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

e The application requires the following permissions from the protection-

level: DANGEROQOUS

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— INTERNET (Allows applications to open network sockets.)

— USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

— READ-PHONE-STATE (Allows read only access to phone state. Note:
If both minSdkVersion and targetSdkVersion values are set to 3 or
lower, the system implicitly grants this permission to the app.)


http://market.android.com/support/bin/answer.py?answer=1050566&hl=%lang%&dl=%region%
http://market.android.com/support/bin/answer.py?answer=1050566&hl=%lang%&dl=%region%
http://market.android.com/support/bin/answer.py?answer=1050566&hl=%lang%&dl=%region%
http://play.google.com/store/apps/details?id=com.facebook.orca
http://play.google.com/store/apps/details?id=com.facebook.orca
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Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unigue identifier(s): build model, build
manufacturer, build product,build serial, build
display,build fingerprint,build brand, IMEI/MEID,
SIM card serial, subscriber ID (IMSI), country
code + mobile network code for SIM provider,
MMC (Mobile Country Code),unique Android ID
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e Indicators for usage of advertisement/tracking framework were found.

e The application contains components (Activities) which are exported. This

means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.applicaster.billing.APStorefront

- com. facebook.CustomTabActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

e The application contains a registered scheduled alarm. With such an

alarm the application repeats the execution of the registered task for ex-
ample every 10 hours. The following classes register scheduled tasks:

- com.applicaster.genericapp.fragments.
ChannelListFragment

- com.applicaster.genericapp.fragments.
SchedulePageFragment

- com.applicaster.genericapp.fragments.
MultiChannelTabletFragment

e The scheduled task gets repeated in the following intervals:

— Dynamic interval(s)

e The alarm manager has been initialized properly.
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e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Test Performance

e Execution time of all tests: 0:01:12.663

3.17 TV NOW (Android)

3.17.1 Tests

Table 3.18:
Overview of
summarized test
results for »TV
NOW«

The following Table 3.18 summarizes the results of the Android app TV NOW
with version 7.7.0.

App risks for enterprise usage

Ll Implementation flaws? No.
L] Privacy risks? No.
X Security risks? Yes.

Blacklisted by policy

[ ] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 26 entries, see details.
Communication with country: 7 entries, see details.
SSL/TLS used? Yes.

Custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? No.

SSL/TLS using manual domain name verification? Yes.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXX OOXNKNX

Data security

X Application needs normal permissions? Yes.
X Application needs dangerous permissions? Yes.
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Userdefined permission usage: de.rt1i.tvnow.permission.
C2D-MESSAGE, com.google.android.c2dm.permission.
RECEIVE, de.rtli.push.permission.C2D-MESSAGE

L] Is application overprivileged? No.

X Application defines content provider? Yes.

(=]  Content provider accessible without permission: None.

X JavaScript to SDK API bridge usage? Yes.

] WiFi-Direct enabled? No.

Input interface security

=l App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: UNKNOWN

I=I Device administration policy entries: None.
Accessed unique identifier(s): 11 entries, see details.
Advertisment-/tracking frameworks found: Bugsnap, INFOnline
X App provides public accessible activities? Yes.

X Backup of app is allowed? Yes.

X Log Statement Enabled? Yes.

L1 Permission to access address book? No.

Sensor usage: Location (inactive)

Runtime Security

Scheduled Alarm Manager registered? No.

Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s). ClassLoader.
loadClass(...), loadLibrary(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

NX ]

XX O]

3.17.2 Details

The following sections describe details about the test results of TV NOW with
version 71.1.0.

App risks for enterprise usage

e Reasons for category security risks:
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— Unprotected Web Content: App loads active web content (e.g.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

- http://ad.auditude.com/adserver/e?type=
playererror

Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: accounts.google.com, ad.
auditude.com, api-edit-tvnow.rtlnm.de, api.tvnow.
de, app—measurement .com, bugsnag.com, cdn.auditude.
com, cdn2.auditude.com, config.ioam.de, de.ioam.de,
fpdownload.macromedia.com, iam-agof—-app.irquest.
com, login.live.com, login.yahoo.com, notify-bugs-
fral.rtl.de, notify.bugsnag.com, plus.google.com,
ssl.google—-analytics.com, twitter.com, www.adobe.
com, www . facebook.com, www.google—analytics.com,
WWW.googleapis.com, www.googletagmanager.com,
www.linkedin.com, www.paypal.com

App communicates with servers in 7 countries.

Communication with country: Netherlands, United States,
Ireland, Luxembourg, United Kingdom, Germany,
unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

App uses the secure default error handling for SSL/TLS client communica-
tion. Error-prone modifications can be ruled out.

Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:
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- Interface HostnameVerifier is implemented or extended.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://cdn.auditude.com/adserver

- http://iam-agof—-app.irquest.com/agof—-gds/v2
- http://cdn2.auditude.com/assets/3p/vl/

- http://cdn2.auditude.com/assets/3p/v

- http://cdn.auditude.com/player/tvsdk/vpaid/
2.0/vpaid.html

- http://iam-agof-app.irquest.com/agof-gds/v2/
measure

- http://www.adobe.com/go/getflashplayer

- http://ad.auditude.com/adserver/e?type=
playererror

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://ad.auditude.com/adserver/e?type=
playererror

Data security

e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e No indicators for overprivilege/redundant permissions found! The defined
permission can not abused by foreign apps.
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The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

The obfuscation level UNKNOWN means that the application has the ca-
pability to dynamically load code from outside, which currently is not part
of the analysis. Therefore, the obfuscation strength is not evaluated.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display, build brand, IMEI/MEID,
Wifi-MAC address, country code + mobile network
code for SIM provider,unique Android ID
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Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.rtli.everest.activity.MainActivity

In this application the allow backup option is enabled. This means the
application and all application data will be included when performing

a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other

devices.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.

Application reads information from different Sensors. This allows the ap-
plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/li-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:
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— ARM 32 bit: lib/armeabi/libAVEAndroid.so

- ARM 32 bit: 1ib/x86/1ibAVEAndroid.so

Test Performance

e Execution time of all tests: 0:00:39.475

3.18 TV SPIELFILM - TV Programm (Android)

3.18.1 Tests
The following Table 3.19 summarizes the results of the Android app TV
SPIELFILM - TV Programm with version 4.5.0.

Table 3.19: App risks for enterprise usage

Overview of

summarized test X Implementation flaws? Yes.

results for »TV [ ] Privacy risks? No.

SPIELFILM - TV X Security risks? Yes.

Programmc Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 37 entries, see details.
Communication with country: 6 entries, see details.
SSL/TLS used? Yes.

Domains accessed with http AND https: api.mixpanel.com
Custom SSL/TLS trust manager implemented? Yes.
Faulty custom SSL/TLS trust manager implemented? Yes.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

XXOOXXNXENXANKNX

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CBC/PKCS7Padding"

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: de .tvspielfilm.permission.

C2D-MESSAGE, com.android.vending.BILLING, com.
google.android.c2dm.permission.RECEIVE
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N

Overprivileged permissions: GET-ACCOUNTS, READ-EXTERNAL-
STORAGE, RECEIVE-BOOT-COMPLETED

Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.

JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

XXX

Input interface security

(=] App can handle documents of mimeType: None.
Ll Screenshot protection used? No.
[l Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 10 entries, see details.
Advertisment-/tracking frameworks found: Crashlytics,

Doubleclick, INFOnline, Mixpanel
App provides public accessible activities? Yes.
Backup of app is allowed? Yes.

Log Statement Enabled? Yes.

Permission to access address book? No.
Sensor usage: None.

XXX

Runtime Security

[l Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass(...)

L] Allow app debugging Flag? No.

X App uses outdated signature key? Yes.

Executed component after Phone Reboot: de .tvspielfilm.

receiver.FavoriteBootReceiver

3.18.2 Details

The following sections describe details about the test results of TV
SPIELFILM - TV Programm with version 4.5.0.

App risks for enterprise usage

e Reasons for category implementation flaws:
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- Possible flaw: App contains insecure code for communication pro-
tection with SSL/TLS. Common source for flawed communication
protection against man-in-the-middle attacks.

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.

Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- =https?://)
— amzn://apps/android?p=
- http://api.mixpanel.com/track?ip=1

- http://play.google.com/store/apps/details?
id=

- http://play.google.com/store/apps/details?
id=com. facebook.orca

- http://tinyurl.com/api-create.php?url=

- https://accounts.google.com/o/cauth2/
tokeninfo?access_token=

- https://api.mixpanel.com/track?ip=1

- https://maps.google.com/maps?g=

- market://details?id=

- market://details?id=com.facebook.orca

- market://details?id=com.google.ads.
interactivemedia.v3

- market://details?id=com.google.android.gms.
ads

e Communication endpoints is a list of all potential communication end-
points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..
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e Communication endpoints: (.*) \Tl\textbackslash .amazon\

Tl\textbackslash .[., .facebook.com, accounts.
google.com, api.mixpanel.com, api.twitter.com,
app.adjust.com, config.ioam.de, csi.gstatic.com,
de.iocam.de, decide.mixpanel.com, developers.
facebook.com, e.crashlytics.com, facebook.com,
github.com, googleads.g.doubleclick.net, graph-
video.%s, graph.%s, iam-agof-app.irquest.com,
imasdk.googleapis.com maps.google.com, play.
google.com, plus.google.com, settings.crashlytics.
com, sitestream.twitter.com, ssl.google—analytics.
com, stream.twitter.com, tinyurl.com, twitterdj.orgq,
upload.twitter.com, userstream.twitter.com, www.
adjust.com, www.google—analytics.com, www.google.
com, www.googleapis.com, www.googletagmanager.com,
WWw .websequencediagrams.com, yuml .me

App communicates with servers in 6 countries.

Communication with country: Canada, United States, Ireland,
Japan, Germany, unknown

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

The SSL trust management for socket communication is modified in an
insecure way. The following implementations of the X509TrustManager
interface should be checked:

- Lcom/amazon/identity/auth/device/endpoint/
AbstractTokenRequest$UnsafeSslHttpClientSMySSLSocketF

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://api.mixpanel.com/track?ip=1

- http://play.google.com/store/apps/details?
id=


http://api.mixpanel.com/track?ip=1
http://play.google.com/store/apps/details?id=
http://play.google.com/store/apps/details?id=
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http://decide.mixpanel.com/decide

http://imasdk.googleapis.com/native/
sdkloader/native_sdk_v3.html

http://developers.facebook.com/policy/
http://api.mixpanel.com/engage
http://iam-agof-app.irquest.com/agof-gds/v2
http://twitterdj.org/en/twitterdj-

http://iam—-agof-app.irquest.com/agof-gds/v2/
measure

http://tinyurl.com/api-create.php?url=

http://yuml.me/diagram/

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

http://api.mixpanel.com/track?ip=1

http://play.google.com/store/apps/details?
id=

http://play.google.com/store/apps/details?
id=com.facebook.orca

http://tinyurl.com/api-create.php?url=

Data security

e The application requires the following permissions from the protection-

level:

NORMAL

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdkVersion
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values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

— RECEIVE-BOOT-COMPLETED (Allows an application to receive the
android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

— WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

e Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

e Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

e The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

e Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

e Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

e Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter
scheme to process specific files.
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The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unigue identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product, build hardware, build
display,build brand, IMEI/MEID, Wifi-MAC address,
country code + mobile network code for SIM
provider, unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- de.tvspielfilm.activities.phone.HomeActivity
- de.tvspielfilm.activities.DeepLinkActivity

- com. facebook.CustomTabActivity

de.tvspielfilm.activities.tablet.
HomeActivityTablet
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e |n this application the allow backup option is enabled. This means the
application and all application data will be included when performing
a device backup. In case the application contains sensitive information
these can be extracted from the backup archive or cloned onto other
devices.

* |ogging statements found in app. This might leak security or privacy rele-
vant information.

e Permission READ-CONTACTS not used.

e No sensor usage Indicators found.

Runtime Security
e The application does not contain a scheduled alarm.

e Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

e Android dalvik code is loaded dynamically by the listed methods.

e In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

e The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:01:15.688

3.19 Twitch (Android)

3.19.1 Tests
The following Table 3.20 summarizes the results of the Android app Twitch
with version 4.71.1.

Table 3.20:

Overview of

summarized test

results for
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App risks for enterprise usage

X Implementation flaws? Yes.
X Privacy risks? Yes.
Xl Security risks? Yes.

Blacklisted by policy

L] Violations of default policy? No.

Communication security

Client communication used? Yes.

Communication endpoints: 25 entries, see details.
Communication with country: Belgium, United States,
Ireland, Germany, unknown

SSL/TLS used? Yes.

Domains accessed with http AND https: api .mixpanel .com
Custom SSL/TLS trust manager implemented? Yes.

Faulty custom SSL/TLS trust manager implemented? No.
SSL/TLS using custom error handling? Yes.

SSL/TLS using faulty custom error handling? No.

SSL/TLS using manual domain name verification? No.
Unprotected HTML? Yes.

Unprotected communication? Yes.

NN X

XXOOXOXENKX

Data security

N

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/

CBC/PKCS7Padding", "AES/ECB/PKCS7Padding", "RSA/

ECB/PKCS1PADDING"

Application needs normal permissions? Yes.

Application needs dangerous permissions? Yes.
Userdefined permission usage: com.google.android.c2dm.
permission.RECEIVE

Overprivileged permissions: SYSTEM—ALERT-WINDOW
Is application overprivileged? Yes.

Application defines content provider? Yes.

Content provider accessible without permission: None.
JavaScript to SDK API bridge usage? Yes.

WiFi-Direct enabled? No.

NX X

XX XK

Input interface security

=] App can handle documents of mimeType: None.
[ ] Screenshot protection used? No.
] Tap Jacking Protection used? No.

Privacy

X Installed app list accessed? Yes.
X Obfuscation used? Yes.
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Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 12 entries, see details.

Advertisment-/tracking frameworks found: Crashlytics,
Doubleclick, INFOnline, Mixpanel,
ScorecardResearch

X App provides public accessible activities? Yes.

[[]  Backup of app is allowed? No.

X Log Statement Enabled? Yes.

L1 Permission to access address book? No.

Sensor usage: Location (inactive)

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClassLoader.loadClass (...),
load(...), loadLibrary(...)

Allow app debugqging Flag? No.

Allow autoexecute after Phone Reboot? No.

App uses outdated signature key? Yes.

Contains native libraries: Yes.

XX

3.19.2 Details

The following sections describe details about the test results of Twitch with
version 4.11.1.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-
missions of parameters to servers capable of HTTPS.

e Reasons for category privacy risks:

— App Listing: Usage of detected functionality to access list of in-
stalled apps may poses a privacy risk.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web
content and change the functionality of the app.
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Communication security

e Client communication detected. The application can establish a network
connection to one or more specific host systems. URLs with parameters
found:

- http://%s/api/channel/hls/%s.m3u8?token=%sé&
sig=%s

- http://%s/api/channel/hls/%s.m3u8?token=%s&
sig=%s&allow_spectre=true

- http://%s/api/users/%$s/followed/hosting?
offset=%d&limit=%d

- http://%s/track/?data=%s&ip=1
- http://%s/vod/%$s.m3u8?nauth=%s&nauthsig=%s
- http://api.mixpanel.com/track?ip=1

- https://%$s/api/channels/%s/use_chat_
notification_token?token_id=%s

- https://%s/api/resumewatching/user-video?id=
%$s&video_id=%s&position=%s&type=%s

- https://%$s/api/resumewatching/user?id=5%s

- https://%s/api/ticket_products/%s/checkout_
url?platform=%s&device_id=%s&return_url=%s

- https://%$s/api/users/%$s/follows/channels?
offset=%d&limit=%d&sortby=%s&direction=%s

- https://%$s/api/users/%s/follows/games/
follow?name=5%s

- https://%s/api/users/%$s/follows/games/
isFollowing?name=5%s

- https://%s/api/users/%$s/follows/games/live?
offset=%d&limit=%d

- https://%s/api/users/%$s/follows/games/
unfollow?name=%s

- https://%s/api/users/%s/follows/games?
offset=%d&limit=%d

- https://%s/api/users/%$s/tickets?channel=%s

- https://%s/kraken/channels/%s/videos?limit=
¥d&offset=%d
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http://%s/api/users/%s/followed/hosting?offset=%d&limit=%d
http://%s/track/?data=%s&ip=1
http://%s/vod/%s.m3u8?nauth=%s&nauthsig=%s
http://api.mixpanel.com/track?ip=1
https://%s/api/channels/%s/use_chat_notification_token?token_id=%s
https://%s/api/channels/%s/use_chat_notification_token?token_id=%s
https://%s/api/resumewatching/user-video?id=%s&video_id=%s&position=%s&type=%s
https://%s/api/resumewatching/user-video?id=%s&video_id=%s&position=%s&type=%s
https://%s/api/resumewatching/user?id=%s
https://%s/api/ticket_products/%s/checkout_url?platform=%s&device_id=%s&return_url=%s
https://%s/api/ticket_products/%s/checkout_url?platform=%s&device_id=%s&return_url=%s
https://%s/api/users/%s/follows/channels?offset=%d&limit=%d&sortby=%s&direction=%s
https://%s/api/users/%s/follows/channels?offset=%d&limit=%d&sortby=%s&direction=%s
https://%s/api/users/%s/follows/games/follow?name=%s
https://%s/api/users/%s/follows/games/follow?name=%s
https://%s/api/users/%s/follows/games/isFollowing?name=%s
https://%s/api/users/%s/follows/games/isFollowing?name=%s
https://%s/api/users/%s/follows/games/live?offset=%d&limit=%d
https://%s/api/users/%s/follows/games/live?offset=%d&limit=%d
https://%s/api/users/%s/follows/games/unfollow?name=%s
https://%s/api/users/%s/follows/games/unfollow?name=%s
https://%s/api/users/%s/follows/games?offset=%d&limit=%d
https://%s/api/users/%s/follows/games?offset=%d&limit=%d
https://%s/api/users/%s/tickets?channel=%s
https://%s/kraken/channels/%s/videos?limit=%d&offset=%d
https://%s/kraken/channels/%s/videos?limit=%d&offset=%d
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https://%s/kraken/feed/%s/posts/%s/comments/
%$s/reactions?emote_id=%s

https://%s/kraken/feed/%s/posts/%s/comments?
limit=%d&cursor=%s

https://%s/kraken/feed/%s/posts/%$s/comments?
user==%s

https://%s/kraken/feed/%s/posts/%s/
reactions?emote_id=%s

https://%s/kraken/feed/%s/posts?limit=%d

https://%s/kraken/games/featured?limit=%ds&
hls=true&offset=%d&avc_profile=Highé&avc_
level=4.1l&platform=%s

https://%s/kraken/games/top?limit=%d&hls=
true&offset=%d&avc_profile=High&avc_level=
4.1

https://%$s/kraken/oauth2/authorize?response_
type=code&client_id=%sé&redirect_uri=%sé&
login_type=%s&scope=5%s

https://%s/kraken/ocauth2/token?client_id=%sé&
client_secret=%s&grant_type=authorization_
code&redirect_uri=%s&code=%s

https://%s/kraken/streams/featured?limit=
sd&hls=true&offset=%d&avc_profile=High&avc_
level=4.1

https://%s/kraken/streams/followed?offset=
$d&limit=%d&hls=true&avc_profile=Highé&avc_
level=4.1

https://%s/kraken/streams?limit=%d&game=
$s&hls=truesoffset=%d&avc_profile=High&avc_
level=4.1

https://%s/kraken/streams?limit=%d&game=%s&
hls=true&offset=%d&broadcaster_language=%sé&
avc_profile=High&avc_level=4.1

https://%s/kraken/streams?limit=%d&hls=trues
offset=%d&avc_profile=High&avc_level=4.1

https://%s/kraken/streams?limit=%d&hls=
true&offset=%d&broadcaster_language=%$s&avc_
profile=Highé&avc_level=4.1


https://%s/kraken/feed/%s/posts/%s/comments/%s/reactions?emote_id=%s
https://%s/kraken/feed/%s/posts/%s/comments/%s/reactions?emote_id=%s
https://%s/kraken/feed/%s/posts/%s/comments?limit=%d&cursor=%s
https://%s/kraken/feed/%s/posts/%s/comments?limit=%d&cursor=%s
https://%s/kraken/feed/%s/posts/%s/comments?user=%s
https://%s/kraken/feed/%s/posts/%s/comments?user=%s
https://%s/kraken/feed/%s/posts/%s/reactions?emote_id=%s
https://%s/kraken/feed/%s/posts/%s/reactions?emote_id=%s
https://%s/kraken/feed/%s/posts?limit=%d
https://%s/kraken/games/featured?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1&platform=%s
https://%s/kraken/games/featured?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1&platform=%s
https://%s/kraken/games/featured?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1&platform=%s
https://%s/kraken/games/top?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/games/top?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/games/top?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/oauth2/authorize?response_type=code&client_id=%s&redirect_uri=%s&login_type=%s&scope=%s
https://%s/kraken/oauth2/authorize?response_type=code&client_id=%s&redirect_uri=%s&login_type=%s&scope=%s
https://%s/kraken/oauth2/authorize?response_type=code&client_id=%s&redirect_uri=%s&login_type=%s&scope=%s
https://%s/kraken/oauth2/token?client_id=%s&client_secret=%s&grant_type=authorization_code&redirect_uri=%s&code=%s
https://%s/kraken/oauth2/token?client_id=%s&client_secret=%s&grant_type=authorization_code&redirect_uri=%s&code=%s
https://%s/kraken/oauth2/token?client_id=%s&client_secret=%s&grant_type=authorization_code&redirect_uri=%s&code=%s
https://%s/kraken/streams/featured?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams/featured?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams/featured?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams/followed?offset=%d&limit=%d&hls=true&avc_profile=High&avc_level=4.1
https://%s/kraken/streams/followed?offset=%d&limit=%d&hls=true&avc_profile=High&avc_level=4.1
https://%s/kraken/streams/followed?offset=%d&limit=%d&hls=true&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&game=%s&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&game=%s&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&game=%s&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&game=%s&hls=true&offset=%d&broadcaster_language=%s&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&game=%s&hls=true&offset=%d&broadcaster_language=%s&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&game=%s&hls=true&offset=%d&broadcaster_language=%s&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&hls=true&offset=%d&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&hls=true&offset=%d&broadcaster_language=%s&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&hls=true&offset=%d&broadcaster_language=%s&avc_profile=High&avc_level=4.1
https://%s/kraken/streams?limit=%d&hls=true&offset=%d&broadcaster_language=%s&avc_profile=High&avc_level=4.1
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- https://%s/kraken/videos/top?limit=%d&game=
$s&offset=%d&broadcast_type=all&period=week

- https://api.mixpanel.com/track?ip=1

- https://tmi.twitch.tv/hosts?include_logins=
l&host=%s

- market://details?id=

- market://details?id=com.google.android.gms.
ads

- ttv://open?stream=
- ttv://open?video=%s&position=%s

¢

- ttv://open?video=%s&t=%s

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: api.justin.tv, api.mixpanel.
com, b.scorecardresearch.com, config.ioam.de,
csi.gstatic.com, de.ioam.de, decide.mixpanel.com,
e.crashlytics.com, googleads.g.doubleclick.

net, link.twitch.tv, minixperiment.twitch.tv,
pagead2.googlesyndication.com, plus.google.com,
pubads.g.doubleclick.net, sb-ssl.google.com, sb.
scorecardresearch.com, settings.crashlytics.com,
spectre.twitch.tv, static-cdn. jtvnw.net, status.
twitch.tv, tmi.twitch.tv, udm.scorecardresearch.
com, Www.google.com, www.googleapis.com, www.twitch.
tv

App communicates with servers in 5 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.

Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

Modifications of trust management found. Interface X509TrustManager
is implemented or extended.

Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.
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https://%s/kraken/videos/top?limit=%d&game=%s&offset=%d&broadcast_type=all&period=week
https://%s/kraken/videos/top?limit=%d&game=%s&offset=%d&broadcast_type=all&period=week
https://api.mixpanel.com/track?ip=1
https://tmi.twitch.tv/hosts?include_logins=1&host=%s
https://tmi.twitch.tv/hosts?include_logins=1&host=%s
market://details?id=
market://details?id=com.google.android.gms.ads
market://details?id=com.google.android.gms.ads
ttv://open?stream=
ttv://open?video=%s&position=%s
ttv://open?video=%s&t=%s
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® The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

- http://api.mixpanel.com/track?ip=1
- http://www.twitch.tv/user/legal
- http://decide.mixpanel.com/decide

- http://link.twitch.tv/learn_more_channel_
feed

- http://api.mixpanel.com/engage
- http://spectre.twitch.tv/v1l/channels/%s
- http://udm.scorecardresearch.com/offline

- http://b.scorecardresearch.com/p2?

e The unprotected communication of the App via http connections can be
eavesdroped or maliciously modified.

- http://%s/api/channel/hls/%s.m3u8?token=%sé&
sig=%s

- http://%s/api/channel/hls/%s.m3u8?token=%sé&
sig=%s&allow_spectre=true

- http://%s/vod/%s.m3u8?nauth=%s&nauthsig=%s

- http://api.mixpanel.com/track?ip=1

Data security

e ECB mode usage identified. This mode has the disadvantage, that identi-
cal plaintext blocks are encrypted into identical ciphertext blocks. There-
fore it does not hide patterns well and this mode is not recommended for
use in cryptographic protocols at all.

e The application requires the following permissions from the protection-
level: NORMAL

— ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

— ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)

— WAKE-LOCK (Allows using PowerManager WakelLocks to keep pro-
cessor from sleeping or screen from dimming.)
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http://api.mixpanel.com/track?ip=1
http://www.twitch.tv/user/legal
http://decide.mixpanel.com/decide
http://link.twitch.tv/learn_more_channel_feed
http://link.twitch.tv/learn_more_channel_feed
http://api.mixpanel.com/engage
http://spectre.twitch.tv/v1/channels/%s
http://udm.scorecardresearch.com/offline
http://b.scorecardresearch.com/p2?
http://%s/api/channel/hls/%s.m3u8?token=%s&sig=%s
http://%s/api/channel/hls/%s.m3u8?token=%s&sig=%s
http://%s/api/channel/hls/%s.m3u8?token=%s&sig=%s&allow_spectre=true
http://%s/api/channel/hls/%s.m3u8?token=%s&sig=%s&allow_spectre=true
http://%s/vod/%s.m3u8?nauth=%s&nauthsig=%s
http://api.mixpanel.com/track?ip=1

For internal use only!

3 Results

The application requires the following permissions from the protection-
level: DANGEROUS

— INTERNET (Allows applications to open network sockets.)

— SYSTEM-ALERT-WINDOW (Allows an application to open windows
using the type android.view.WindowManager.LayoutParams TYPE-
SYSTEM-ALERT, shown on top of all other applications. Very few ap-
plications should use this permission. these windows are intended
for system-level interaction with the user.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

The application uses a content provider for interacting with data set struc-
tures. Content providers are the standard interface that connects data in
one process with code running in another process.

Every ContentProvider defined in the application is protected by a permis-
sion. To access the interface from an external application it must request
access to it. The interface is only available if an application defines these
permissions.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

No indicators for file handling found. The app does not define a filter
scheme to process specific files.

The app does not use protection measures for preventing screenshots.
For apps displaying sensitive data it is recommended to disable screen-
shots.

The application is vulnerable to tapjacking. When the protection is not
used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.
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Privacy

The Application gathers a list of installed applications. Even though some
legitimate applications may use this functionality, it can be misused to
send this information to third parties.

Code obfuscation techniques were detected for the app.

Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH
or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

Device administration features not used.

Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build serial, build
hardware, build display,build fingerprint, build
brand, IMEI/MEID, Wifi—-MAC address, country code
+ mobile network code for SIM provider, unique
Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- tv.twitch.android.app.core.DeepLinkActivity

- com.google.android.libraries.cast.
companionlibrary.cast.player.
VideoCastControllerActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

Permission READ-CONTACTS not used.
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e Application reads information from different Sensors. This allows the ap-

plication to track the user and/or determine the environment of the user.
There was no permission defined for location sensors, but the application
contains API calls accessing location information. Missing permissions de-
spite of API calls could be an indication for missconfiguration or plugin/Ili-
brary code which is not used. For more detailed information application
has to be reviewed manually.

Runtime Security

The application does not contain a scheduled alarm.

Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

The app is signed with a key that has a strength of 1024 bits. Google
recommends to use a key with a strength of 2048 bit or more.

Loadable libraries found:

- ARMv8 64 bit: lib/arm64-v8a/libtwitchsdk.so
— ARM 32 bit: lib/armeabi/libtwitchsdk.so

- ARM 32 bit: lib/armeabi-v7a/libtwitchsdk.so
- MIPS I: lib/mips/libtwitchsdk.so

- MIPS I: lib/mips64/libtwitchsdk.so

- x86 32bit: 1lib/x86/libtwitchsdk.so

- x86 64bit: 1ib/x86_64/1libtwitchsdk.so

Test Performance

Execution time of all tests: 0:00:50.656
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3.20 YouTube Gaming (Android)

3.20.1 Tests

Table 3.21:
Overview of
summarized test
results for
»YouTube
Gaming«
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The following Table 3.21 summarizes the results of the Android app YouTube
Gaming with version 7.6.79.8.

App risks for enterprise usage

X Implementation flaws? Yes.
] Privacy risks? No.
X Security risks? Yes.

Blacklisted by policy

Ll Violations of default policy? No.

Communication security

X Client communication used? Yes.

Communication endpoints: 30 entries, see detalls.

Communication with country: Belgium, United States,
Ireland, unknown

X SSL/TLS used? Yes.

Domains accessed with http AND https: www . youtube . com

L] Custom SSL/TLS trust manager implemented? No.

X SSL/TLS using custom error handling? Yes.

[ ] SSL/TLS using faulty custom error handling? No.

X SSL/TLS using manual domain name verification? Yes.

X Unprotected HTML? Yes.

Data security

Cryptographic Primitives: "AES/CBC/PKCS5Padding", "AES/
CTR/NoPadding"

X Application needs normal permissions? Yes.

X Application needs dangerous permissions? Yes.

Userdefined permission usage: com.google.android. apps.

youtube.gaming.permission.C2D-MESSAGE, com.
google.android.c2dm.permission.RECEIVE, com.
google.android.providers.gsf.permission.READ-
GSERVICES

Overprivileged permissions: READ—CONTACTS, GET-PACKAGE -
SIZE, SYSTEM—-ALERT-WINDOW, RECEIVE-BOOT-
COMPLETED, READ-EXTERNAL-STORAGE

X Is application overprivileged? Yes.

X JavaScript to SDK API bridge usage? Yes.

[']  WiFi-Direct enabled? No.

Input interface security
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(=] App can handle documents of mimeType: None.

[ ] Screenshot protection used? No.

[ ] Tap Jacking Protection used? No.

Privacy

X Obfuscation used? Yes.

Obfuscation level is: HIGH

(=] Device administration policy entries: None.

Accessed unique identifier(s): 9 entries, see details.

Advertisment-/tracking frameworks found: Doubleclick

XI App provides public accessible activities? Yes.

Ll Backup of app is allowed? No.

X Log Statement Enabled? Yes.

X Permission to access address book? Yes.

Sensor usage: Camera, Acceleration/Light

Runtime Security

[ ] Scheduled Alarm Manager registered? No.

X Dynamically loaded code at runtime? Yes.

Dynamically loaded code at runtime type(s): dalvik.system.
DexClassLoader(...), ClasslLoader.loadClass (...),
loadLibrary(...)

] Allow app debugging Flag? No.

X Contains native libraries: Yes.

Executed component after Phone Reboot: com.google.android.

libraries.youtube.offline.transfer.service
OfflineTransferService$DeviceStateReceiver

3.20.2 Details

The following sections describe details about the test results of YouTube
Gaming with version 7.6.79.8.

App risks for enterprise usage

e Reasons for category implementation flaws:

— Possible flaw: unintended use of insecure HTTP protocol for trans-

missions of parameters to servers capable of HTTPS.

e Reasons for category security risks:

— Unprotected Web Content: App loads active web content (e.qg.
JavaScript or HTML files) without integrity protection. This poses
a risk as man-in-the-middle attackers can modify the loaded web

content and change the functionality of the app.
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Communication security

e Client communication detected. The application can establish a network

connection to one or more specific host systems. URLs with parameters
found:

a.href=https://www.google.com/get/cardboard/
?ytvrm=1

- http://www.youtube.com/watch?v=

- https://play.google.com/store/apps/details?
id=com.google.android.apps.youtube.gaming

- https://video.google.com/timedtext?hl=
- https://video.google.com/timedtext?hl=en&v=

- https://www.youtube.com/leanback_ajax?
action_environment=1

- https://www.youtube.com/t/terms?chromeless=1

- https://www.youtube.com/watch?v=

e Communication endpoints is a list of all potential communication end-

points Appicaptor was able to detect. This allows quick enumeration of
suspicious domains, raw IP Addresses, etc..

Communication endpoints: app-measurement .com, csi.
gstatic.com, dummy.googlevideo.com, gdata.youtube.
com, googleads.g.doubleclick.net, gvabox.com,
m.youtube.com mpcontrollers.s3-website-us-—
east—-1.amazonaws.com, play.google.com, plus.
google.com, ssl.google—analytics.com, staging-
www . sandbox.googleapis.com, staging-youtubei.
sandbox.googleapis.com, support.goo, support.
googl, support.google.c, support.google.com,
test-www.sandbox.googleapis.com, test—-youtubei.
sandbox.googleapis.com, video.google.com, www.
com, www.google—analytics.com, www.google.com,
WWW.googleapis.com, www.googletagmanager.com,
WWW.you, www.youtube—nocookie.com, www.youtube.com,
youtube.com, youtubei.googleapis.com

App communicates with servers in 4 countries.

Usage of SSL/TLS can protect the App’s communication from adversaries.
Tests indicate that communication is at least partly protected with SS-
L/TLS.


a.href=https://www.google.com/get/cardboard/?ytvrm=1
a.href=https://www.google.com/get/cardboard/?ytvrm=1
http://www.youtube.com/watch?v=
https://play.google.com/store/apps/details?id=com.google.android.apps.youtube.gaming
https://play.google.com/store/apps/details?id=com.google.android.apps.youtube.gaming
https://video.google.com/timedtext?hl=
https://video.google.com/timedtext?hl=en&v=
https://www.youtube.com/leanback_ajax?action_environment=1
https://www.youtube.com/leanback_ajax?action_environment=1
https://www.youtube.com/t/terms?chromeless=1
https://www.youtube.com/watch?v=
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e Mixed usage of HTTP and HTTPS: Protected and unprotected submission
of parameters to the same domain. Indicates implementation flaw or
weak communication protection.

e App uses the secure default SSL/TLS implementation for client communi-
cation. Error-prone modifications were not detected.

e Modifications of the SSL error handling detected: Class WebViewClient is
extended and onReceivedSslError(...) is overwritten.

e Correct verification of the corresponding client hostname is important for
SSL/TLS security. The app changes the secure default hostname verifica-
tion by the following:

Class AllowAllHostnameVerifier is used or extended.

e The app loads the following HTML files via unprotected communication
(http), which can be exploited by attackers to remotely change the dis-
played content and functionality of the app:

http://youtube.com/streaming/metadata/
segment /102015

http://mpcontrollers.s3-website—-us—east-1.
amazonaws.com/demos/guest/

http://dummy.googlevideo.com/videoplayback

http://gvabox.com/youtube/debug/

Data security

e The application requires the following permissions from the protection-

level:

NORMAL

READ-EXTERNAL-STORAGE (Allows an application to read from
external storage. Any app that declares the WRITE-EXTERNAL-
STORAGE permission is implicitly granted this permission. Currently,
this permission is not enforced and all apps still have access to read
from external storage without this permission. That will change in

a future release and apps will require this permission to read from
external storage. Note: If both minSdkVersion and targetSdk\Version
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

ACCESS-NETWORK-STATE (Allows applications to access informa-
tion about networks.)

ACCESS-WIFI-STATE (Allows applications to access information
about Wi-Fi networks)
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— RECEIVE-BOOT-COMPLETED (Allows an application to receive the

android.content.Intent ACTION-BOOT-COMPLETED that is broadcast
after the system finishes booting. If you don't request this permis-
sion, you will not receive the broadcast at that time. Though hold-
ing this permission does not have any security implications, it can
have a negative impact on the user experience by increasing the
amount of time it takes the system to start and allowing applica-
tions to have themselves running without the user being aware of
them. As such, you must explicitly declare your use of this facility to
make that visible to the user.)

WAKE-LOCK (Allows using PowerManager Wakelocks to keep pro-
cessor from sleeping or screen from dimming.)

GET-PACKAGE-SIZE (Allows an application to find out the space
used by any package.)

VIBRATE (Allows access to the vibrator.)

GET-ACCOUNTS (Allows access to the list of accounts in the Ac-
counts Service.)

e The application requires the following permissions from the protection-
level: DANGEROUS

— ACCESS-COARSE-LOCATION (Allows an app to access approximate

location derived from network location sources such as cell towers
and Wi-Fi.)

USE-CREDENTIALS (Allows an application to request authtokens
from the AccountManager.)

WRITE-EXTERNAL-STORAGE (Allows an application to write to ex-
ternal storage. Note: If both minSdkVersion and targetSdkVersion
values are set to 3 or lower, the system implicitly grants this permis-
sion to the app.)

INTERNET (Allows applications to open network sockets.)

CAMERA (Required to be able to access the camera device. This
will automatically enforce the uses-feature manifest element for all
camera features. If you do not require all camera features or can
properly operate if a camera is not available, then you must modify
your manifest as appropriate in order to install on devices that don’t
support all camera features.)

READ-CONTACTS (Allows an application to read the user’s contacts
data.)



For internal use only!

3 Results

— SYSTEM-ALERT-WINDOW (Allows an application to open windows
using the type android.view.WindowManager.LayoutParams TYPE-
SYSTEM-ALERT, shown on top of all other applications. Very few ap-
plications should use this permission. these windows are intended
for system-level interaction with the user.)

— RECORD-AUDIO (Allows an application to record audio.)

— ACCESS-FINE-LOCATION (Allows an app to access precise location
from location sources such as GPS, cell towers, and Wi-Fi.)

Application uses userdefined permissions. Application can access data of
a foreign application which requires this permission to access data.

Application is propably overprivileged. Application has too much permis-
sions. Foreign applications may be able to abuse this permission.

Indicator for JavaScript bridge to Android API usage found. JavaScript
used in the application (localy stored or loaded dynamicaly) may access
and execute Android SDK API calls.

Wifi-Direct is not enabled. There is no risk for exploiting a vulnerability
in the wpa-supplicant module responsible for the wlan management.
(http://www.coresecurity.com/advisories/android-wifi-direct-denial-service)

Input interface security

e No indicators for file handling found. The app does not define a filter

scheme to process specific files.

* The app does not use protection measures for preventing screenshots.

For apps displaying sensitive data it is recommended to disable screen-
shots.

e The application is vulnerable to tapjacking. When the protection is not

used inside an exported activity another application is able to redirect
touch events to the exported activity without the users consent.

Privacy

e Code obfuscation techniques were detected for the app.

e Obfuscation levels are rated as LOW, MEDIUM, ABOVE MEDIUM, HIGH

or UNKNOWN. The detected obfuscation level of HIGH provides sophisti-
cated protection against manual analysis which requires a high effort and
deep knowledge to reverse the functionality of the app.

¢ Device administration features not used.
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Application reads out different unique device Ids. These unique identi-
fiers allows to identify the device and to distinguish it from other devices.
Another option for reading out these IDs allow to determine the environ-
ment. The application can determine if it is running on a real device or on
a virtual/emulated device.

Accessed unique identifier(s): build model, build
manufacturer, build product,build display, build
fingerprint, build brand, country code + mobile
network code for SIM provider, MMC (Mobile
Country Code),unique Android ID

Indicators for usage of advertisement/tracking framework were found.

The application contains components (Activities) which are exported. This
means these parts of the application are accessible or executable by other
applications. An external app can write or read information/data to or
from this app. Additionally components of this application can be exe-
cuted. Following Activities are exported:

- com.google.android.libraries.social.
licenses.LicenseMenuActivity

In this application the allow backup option is disabled. This means no
backup or restore of the application will ever be performed, even by a
full-system backup that would otherwise cause all application data to be
saved via adb backup function.

Logging statements found in app. This might leak security or privacy rele-
vant information.

App requests permission READ-CONTACTS to access the phones address
book.

Application reads information from different Sensors. This allows the
application to track the user and/or determine the environment of the
user. Missing permissions despite of API calls could be an indication for
missconfiguration or plugin/library code which is not used. For more de-
tailed information application has to be reviewed manually. Application
defines GPS Location Access Permission ( android.permission. ACCESS-
FINE-LOCATION) but there where no specific API calls found. This
could be an indication for overprivileges, developer missconfigura-

tion or confused deputy attack. Application defines a permission (
android.permission.RECORD-AUDIO ) accessing the microphone, but
there were no specific API calls found. This could be an indication for
overprivileges, developer missconfiguration or confused deputy attack.

Runtime Security

e The application does not contain a scheduled alarm.
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Indicators found for dynamic code loading. The application loads exe-
cutable code during runtime from a local or external source.

Android dalvik code is loaded dynamically by the listed methods. Native
code by Java Native Interface (for dynamic loading) is used.

In the AndroidManifest.xml file the debuggable option is disabled. This
prevents some attempts for debugging the application over the adb de-
bug bridge with jdb. Depending of the used Android operating system
this flag is not mandatory, in custom ROMs or rooted devices the OS may
ignore this flag. On a non stock Android ROM this can still be misused for
dynamic analyzes of the application or for doing runtime manipulation.
This option should be disabled in released applications.

Loadable libraries found:

x86 32bit: l1lib/x86/libambisonic_audio
renderer.so

- x86 32bit: lib/x86/libcronet.so

x86 32bit: 1lib/x86/libvpx.so

x86 32bit: 1lib/x86/1libvpxJINI.so

- x86 32bit: 1lib/x86/libvrtoolkit.so

e The Application has the permission to start automatically after booting
the device. The application can execute code without userinteraction or
prevention.

Test Performance

e Execution time of all tests: 0:02:12.592
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Triple DES or 3DES is the common name for the Triple Data
Encryption Algorithm (TDEA or Triple DEA) symmetric-key
block cipher, which applies the Data Encryption Standard
(DES) cipher algorithm three times to each data block. The
original DES cipher’s key size of 56 bits was generally suffi-
cient when that algorithm was designed, but the availability
of increasing computational power made brute-force attacks
feasible.

URL: http://en.wikipedia.org/wiki/Triple_
DES

All sorts of information about a person can be stored within
the global address book including email addresses, phone
numbers, addresses, websites, chat names, and more. Apps
can access the address book based on different require-
ments or methods (Android: permission based, iOS: access
with user interaction or direct access without user interac-
tion (deprecated)). Appicaptor evaluates the methods and
API function calls of address book access as well as their con-
text (e.g. user interaction, permission analysis)

URL: http://developer.android.com/
reference/android/Manifest.permission.
html#READ_CONTACTS,
https://developer.apple.com/
library/ios/documentation/
ContactData/Conceptual/
AddressBookProgrammingGuideforiPhone/
Introduction.html

Appicaptor evaluates different advertisement and tracking
frameworks e.g., Apple ID Support for Ads, Google AdMob,
Apple iAd, OpenUDID, Google Analytics, possibly other AD/-
Tracking, MillennialMedia, mopub, MobClix, TapJoy, Flurry,
inMobi AD Tracker, MobFox, mdotm, AdWhirl, Crashlyt-

ics, inneractive, AdFonic, Mocean Mobile, GreyStripe, in-
Mobi ADs, RevMob Ads, AdMarvel, Madvertise, Crittercism,
Adobe Omniture Tracker, Burstly, Jumptap, Urban Airship,
Unity3D. Advertisement frameworks grant apps access to
identifiers that can be used for serving advertisements or ad
tracking.


http://en.wikipedia.org/wiki/Triple_DES
http://en.wikipedia.org/wiki/Triple_DES
http://developer.android.com/reference/android/Manifest.permission.html#READ_CONTACTS
http://developer.android.com/reference/android/Manifest.permission.html#READ_CONTACTS
http://developer.android.com/reference/android/Manifest.permission.html#READ_CONTACTS
https://developer.apple.com/library/ios/documentation/ContactData/Conceptual/AddressBookProgrammingGuideforiPhone/Introduction.html 
https://developer.apple.com/library/ios/documentation/ContactData/Conceptual/AddressBookProgrammingGuideforiPhone/Introduction.html 
https://developer.apple.com/library/ios/documentation/ContactData/Conceptual/AddressBookProgrammingGuideforiPhone/Introduction.html 
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Content providers manage access to a structured set of

data. They encapsulate the data, and provide mechanisms
for defining data security. Content providers are the stan-
dard interface that connects data in one process with code
running in another process. As content providers are one po-
tential way to leak data to other apps Appicaptor searches
for content provider creation in apps.

URL: http://developer.android.com/guide/
topics/providers/content-providers.html

Advanced Encryption Standard (AES) is the standard
symmetric-key block encryption algorithm with a block size
of 128 bits and encryption key length of 128, 192 or 256
bits.

URL: http://en.wikipedia.org/wiki/
Advanced_FEncryption_Standard

see Automatic reference counting (ARC)

Address space layout randomization (ASLR) protects apps
from buffer overflow attacks. In order to prevent an at-
tacker from reliably jumping to a particular exploited func-
tion in memory, ASLR involves randomly arranging the posi-
tions of key data areas of a program, including the base of
the executable and the positions of the stack, heap, and
libraries, in a process’s address space. For full ASLR pro-
tection, the app has to be compiled with support for PIE
(position-independent executable). Appicaptor evaluates
whether or not the ASLR-PIE compile option was set during
app creation.

URL: http://en.wikipedia.org/wiki/
Address_space_layout_randomization,
https://developer.apple.com/library/
ios/ga/gal788/_index.html
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In Objective-C programming, Automatic Reference Count-
ing (ARC) is @ memory management enhancement where
the burden of keeping track of an object’s reference count
is lifted from the programmer to the compiler. In traditional
Objective-C, the programmer would send retain and release
messages to objects in order to mark objects for dealloca-
tion or to prevent deallocation. Under ARC, the compiler
does this automatically by examining the source code and
then adding the retain and release messages in the com-
piled code.Appicaptor evaluates whether or not the ARC
compile option was set during app deployment.

URL: http://en.wikipedia.org/wiki/
Automatic_Reference_Counting,
https://developer.apple.com/library/
ios/releasenotes/ObjectiveC/RN-
TransitioningToARC/Introduction/
Introduction.html

If the user performs an action that starts another app or
switches to another app, the operating system moves the
previously running app into the background (where the ac-
tivity is no longer visible, but the instance and its state re-
mains intact). Appicaptor evaluates the methods and API
function calls of iOS background modes for audio (play and
record audible content in background), location (provide
location-based information to the user), voip (provide Voice-
over-IP services and automatically launch after system boot
so that the app can reestablish VolIP services (and is allowed
to play and record background audio)), newsstand-content
(process content that was recently downloaded in the back-
ground using the Newsstand Kit framework), external-
accessory (communicate with an accessory that delivers
data at regular intervals), bluetooth-central (use the Core-
Bluetooth framework to communicate with a Bluetooth ac-
cessory while in the background), bluetooth-peripheral (use
the CoreBluetooth framework to communicate in periph-
eral mode with a Bluetooth accessory), remote-notification
(use remote notifications to resume or launch the app in the
background for downloading new content), fetch (request a
launch or resume by the system to fetch new content from
the network on a regular basis).

URL: https://developer.apple.com/library/
ios/#documentation/general/Reference/
InfoPlistKeyReference/Articles/
iPhoneOSKeys.html#//apple_ref/doc/uid/
TP40009252-SW22


http://en.wikipedia.org/wiki/Automatic_Reference_Counting
http://en.wikipedia.org/wiki/Automatic_Reference_Counting
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Application blacklisting is a common administration practice
to prevent the execution of undesirable programs. Such pro-
grams may include apps known to contain security threats
or vulnerabilities but also those that are deemed inappropri-
ate within an organization. Appicaptor will mark an app as
blacklisted when Appicaptor findings are not compliant to
your policy rule set.

CAST is a symmetric-key block cipher with a block size of 64
bits and encryption key length of 40 to 128 bits. It is used in
a number of products, notably as the default cipher in some
versions of GPG and PGP.

URL: http://en.wikipedia.org/wiki/CAST-
128

In Cipher-block chaining (CBC) mode, each block of plain-
text is XORed with the previous ciphertext block before be-
ing encrypted. This way, each ciphertext block depends on
all plaintext blocks processed up to that point. To make each
message unique, an initialization vector must be used in the
first block.

URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

The client—server model of computing is a distributed appli-
cation structure that partitions tasks or workloads between
the providers of a resource or service, called servers, and
service requesters, called clients. Often clients and servers
communicate over a computer network on separate hard-
ware. A server host runs one or more server programs which
share their resources with clients. A client requests a server’s
content or service function and therefore initiate communi-
cation sessions with servers which await incoming requests.
Appicaptor evaluates the methods and API function calls
that initiate, perform and end communication processes
with external entities.

URL: http://en.wikipedia.org/wiki/Client$%
E2%80%93server_model

Secure communication is achieved when two entities are
communicating in a way not susceptible to eavesdropping,
interception and manipulation. Appicaptor validates the
communication security characteristics in terms of correct
communication counterpart authenticity check implemen-
tations, and communication protection characteristics (in-
tegrity and encryption).

URL: http://en.wikipedia.org/wiki/Secure_
communication
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The compiler transforms source code written in a program-
ming language into another computer language (the target
language, often resulting in a binary form known as object
code). Several compile-time options can be used to help
hardening a resulting binary e.g., against memory corrup-
tion attacks. Appicaptor evaluates the compile-time options
applied during app deployment.

See SSL Trust Management Modification

Data at rest on the mobile device is subject to multiple
threats. To prevent this data from being unauthorizedly ac-
cessed, modified or stolen, mobile operating systems em-
ploy security protection measures such as password protec-
tion, data encryption, or a combination of both.

Data protection is available for iOS devices that offer hard-
ware encryption, including iPhone 3GS and later, all iPad
models, and iPod touch (3rd generation and later). Data
protection enhances the built-in hardware encryption by
protecting the hardware encryption keys with the device
passcode. This provides an additional layer of protection for
specific data on rest. Especially if a device is lost.

URL: http://support.apple.com/kb/ht4175

When a new file is created on an iOS device, it is assigned
to a specific class by the app that creates it or the default
class is utilized when no specific class is assigned. The de-
fault class is NSFileProtectionComplete when an app was
installed on iOS 7 whereas it is NSFileProtectionNone when
an app was installed on i0OS6 or prior. Each class uses differ-
ent policies to determine when the data is accessible. The
basic classes and policies are as follows: complete protec-
tion (NSFileProtectionComplete), protected unless open (NS-
FileProtectionCompleteUnlessOpen), protected until first
user authentication (NSFileProtectionCompleteUntilFirstUser-
Authentication) and no protection (NSFileProtectionNone).
Appicaptor evaluates all file generation and modification
processes within the evaluated app and monitors the (de-
fault) assignment of data protection classes to these files.
URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf

Appicaptor evaluates different aspects of data security: data
protection (data on rest protection, see data protection),
permission analysis, etc.


http://support.apple.com/kb/ht4175
https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf
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The Data Encryption Standard (DES) is an outdated
symmetric-key encryption algorithm which is now consid-
ered to be insecure for many applications.

URL: http://en.wikipedia.org/wiki/Data_
Encryption_Standard

If an app is capable of opening specific types of files, the
app may indicate that support to the operating system. This
allows other apps to offer the user the option to hand off
those files to that mentioned app. Appicaptor extracts all
document types an app can handle.

URL: https://developer.apple.com/library/
ios/Documentation/FileManagement/
Conceptual/DocumentInteraction_
TopicsForIOS/Articles/
RegisteringtheFileTypesYourAppSupports.
html ,
http://developer.android.com/reference/
android/content/Intent.html

See Mixed usage of HTTP and HTTPS

Loading (external) executable code while an app is running.

The simplest of the encryption modes of a block cipher al-
gorithm is the electronic codebook (ECB) mode. The mes-
sage is divided into blocks, and each block is encrypted sepa-
rately.

URL: http://en.wikipedia.org/wiki/Block_
cipher_mode_of_operation

A software flaw is an error, failure, or fault in a computer
program or system that causes it to produce an incorrect or
unexpected result, or to behave in unintended ways.

iOS applications can apply stack smashing protection at
compile time. This can be achieved by specifying the com-
piler option named fstack-protector-all
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iCloud is a cloud storage and cloud computing service pro-
vided by Apple. It allows data syncing for email, contacts,
calendars, bookmarks, notes, reminders (to-do lists), iWork
documents, photos and other data. The service also al-
lows users to wirelessly back up their iOS devices to iCloud.
Appicaptor examines iCloud usage as an option to store pri-
vate or sensitive data with potentially different protection
measures than the app’s selected protection measures on
the mobile device.

URL: https://www.icloud.com/

See flaw

In-App purchase in apps enables the app developer to sell
content or features directly within a free or paid app, e.g.,
premium content, virtual goods, or subscriptions.

WebViews JavaScript API Calls to all Android Java methods
are possible in case the app is executed on Android before
4.2 (remote code injection)

URL: http://developer.android.com/
reference/android/webkit/WebView.html#
addJavascriptInterface%28java.lang.
Object, $20java.lang.String%29,
http://sseblog.ec-spride.de/2013/09/
java-script—-attack-vector/

Apps need to handle passwords and other sensitive data,
such as keys or tokens. The iOS keychain provides a way
to store these items. Rather than limiting access to a single
process or app, access groups allow keychain items to be
shared between apps. Keychain items can only be shared
between apps from the same developer.

URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf


https://www.icloud.com/
http://developer.android.com/reference/android/webkit/WebView.html#addJavascriptInterface%28java.lang.Object,%20java.lang.String%29
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The basic classes are as follows: Access to keychain entries
when device is unlocked (kSecAttrAccessibleWhenUnlocked),
after first unlock (kSecAttrAccessibleAfterFirstUnlock) or al-
ways (kSecAttrAccessibleAlways). Apps with background
refresh services in iOS 7 require the keychain class kSecAt-
trAccessibleAfterFirstUnlock for keychain items when that in-
formation is accessed during background updates. Each key-
chain class has a “This device only” counterpart, which is al-
ways protected with device specific Key (the UID-key) when
being copied from the device during a backup, rendering

it useless if restored to a different device. Appicaptor eval-
uates all keychain generation and modification processes
within the evaluated app and monitors the assignment of
keychain entry classes.

URL: https://www.apple.com/privacy/docs/
10S_Security_Guide_Oct_2014.pdf

For e.g., application debugging there is the opportunity to

utilize log statements to write data to the global device log.
As the usage of log statements is one potential way to leak
data Appicaptor searches for the usage of log statements in

apps.

Malicious app behavior affects the app user directly e.g.
through some action within a malicious app that harms
the user’s data, information or processes. Malicious actions
could be e.g. unauthorized data leakage, data modification
or social engineering.

The MD5 message-digest algorithm is a widely used crypto-
graphic hash function producing a 128-bit (16-byte) hash
value. The security of the MD5 hash function is severely
compromised, as a collision attack exists that can find col-
lisions within seconds.

URL: http://en.wikipedia.org/wiki/MD5

The Message Ul framework provides view controllers for pre-
senting composition interfaces for email and SMS messages
within a 3rd party app without requiring the user to leave
the app.

URL: https://developer.apple.com/library/
ios/Documentation/MessageUI/Reference/
MessageUI_Framework_Reference/_index.
html

Fraunhofer SIT ’I 69

Appicaptor Report


https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf
https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf
http://en.wikipedia.org/wiki/MD5 
https://developer.apple.com/library/ios/Documentation/MessageUI/Reference/MessageUI_Framework_Reference/_index.html
https://developer.apple.com/library/ios/Documentation/MessageUI/Reference/MessageUI_Framework_Reference/_index.html
https://developer.apple.com/library/ios/Documentation/MessageUI/Reference/MessageUI_Framework_Reference/_index.html
https://developer.apple.com/library/ios/Documentation/MessageUI/Reference/MessageUI_Framework_Reference/_index.html

4 Glossary

Mixed usage of
HTTP and HTTPS

OpenSSL Usage

Overprivileged

Padding

Passbook
(i0S)

’I 70 Fraunhofer SIT

Appicaptor Report

For internal use only!

When an app transmits data to a server via http that is capa-
ble of https the app does not utilize the maximum amount
of protection that is offered by its communication counter-
part. To detect potential but avoidable information leakage
based on unprotected communication Appicaptor searches
and documents for http usage when the target server is ca-
pable of https communication, as this characteristic is crucial
to data in transit protection.

The OpenSSL Project develops a Open Source toolkit imple-
menting the Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) protocols. The project is managed by a world-
wide community of volunteers. Appicaptor checks whether
or not OpenSSL used within an app.

URL: https://www.openssl.org/

Serveral apps ask for more permissions than necessary (ac-
cording to their app functionality and utilized APl methods
within the app). This is because they are integrated with
the operating system at a low level by device manufacturers
or app developer requests more permissions than required
(e.g., within Android app manifest file).

A block cipher works on units of a fixed size (known as a
block size), but messages come in a variety of lengths. So
some modes (namely ECB and CBC) require that the fi-

nal block be padded before encryption. Several padding
schemes exist. The simplest is to add null bytes to the plain-
text to bring its length up to a multiple of the block size,
but care must be taken so that the original length of the
plaintext can be recovered. As an example the value of each
added byte by PKCS7 padding is the number of bytes that
are added.

URL: http://en.wikipedia.org/wiki/
Padding_(cryptography)

With Passbook apps can store boarding passes, event tick-
ets, retail coupons, store cards and generic passes. These
elements include barcodes that can be scanned in order to
convey information stored in the pass to perform actions in
the physical world. As the usage of passbook is one poten-
tial way to leak data Appicaptor searches for the usage of
passbook in apps.

URL: https://developer.apple.com/
passbook/
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When the user requests a copy or cut operation on a selec-
tion in the user interface an object in the app writes data to
a pasteboard. Another object in the same or a different app
then reads that data from the pasteboard and presents it to
the user at a new location; this usually happens when the
user requests a paste operation. The copy and paste actions
can be processed with two different apps. To share data
with any other app, the app can either use the system-wide
pasteboard; or to share data with another app that has the
same team ID as the initial app, the app-specific pasteboards
can be utilized. As the usage of pasteboards is one potential
way to leak data Appicaptor searches for the utilized paste-
board type and the usage of the system-wide pasteboard if
available.

URL: https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIPasteboard_Class/Reference.html

Android is a privilege-separated operating system, in which
each application runs with a distinct system identity (Linux
user ID and group ID). Additional finer-grained security fea-
tures are provided through a "permission” mechanism that
enforces restrictions on the specific operations that a par-
ticular process can perform, and per-URI permissions for
granting ad hoc access to specific pieces of data.

URL: http://developer.android.com/guide/
topics/security/permissions.html

see ASLR-PIE

Data privacy deals with the ability of an organization or indi-
vidual to restrict the sharing of data with third parties.

Privacy violations refers to a process in which personal, sen-
sitive information are exposed to unauthorized third parties.
Appicaptor detects privacy violations based on e.g., unau-
thorized screenshot captures, access to device identifiers,
address book usage without notification, advertisement-
/tracking frameworks usage, sensor usage (location, micro-
phone, camera, etc.), log statements utilized, message Ul
usage, iCloud usage, Pasteboard or passbook usage, etc.

RC2 a symmetric-key block cipher with a block size of 64
bits and encryption key length of 8-1024 bits, in steps of 8
bits.

URL: http://en.wikipedia.org/wiki/RC2
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Stream cipher used in popular protocols such as Transport

Layer Security (TLS) (to protect Internet traffic) and WEP (to
secure wireless networks). While remarkable for its simplic-
ity and speed in software, RC4 has weaknesses that argue

against its use in new systems.

URL: http://en.wikipedia.org/wiki/RC4

Runtime security summarizes Appicaptor test cases that re-
fer to methods to harden the application binary based on
compile-time options as well as the ability to execute dynam-
ically loaded code.

Security violations refers to a circumstance that a process or
data handling is not protected in an appropriate manner.

App’s access to smartphone sensors, with or without user
interaction. Appicaptor detects access to sensor data such
as location data and location updates, microphone, and
camera data.

The SHA1 message-digest algorithm is a widely used cryp-
tographic hash function producing a 160-bit (20-byte) hash
value. Attacks were found on SHA-1 therefore it is recom-
mended to move to SHA-2.

URL: http://en.wikipedia.org/wiki/SHA-1

App’s interaction with social networks, based on social net-
work framework or library usage. Appicaptor detects social
network interaction with Twitter, Facebook and Weibo.

Secure Sockets Layer (SSL), and its successor Transport Layer
Security (TLS), are cryptographic protocols which were de-
signed to provide communication security (integrity, authen-
ticity and confidentiality) over untrusted communication
channels.

URL: http://tools.ietf.org/html/rfc6101

If using WebViews in coordination with SSL/TLS the app
developer can modify the SSLErrorHandler. One intention
to do so is to accept self-signed or even all certificates, even
incorrect ones. Appicaptor detects and notifies SSL error
handling modifications as these open the opportunity to
improper SSL error handling and therefore facilitate Man-in-
the-Middle attacks.

URL: http://developer.android.
com/reference/android/webkit/
SslErrorHandler.html

See SSL or TLS
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See SSL Error Handling Modification

This refers also to SSL Error Handling Modification, but in
this circumstance there is at least one point of execution
where the communication proceeds even if an error is in-
dicated. Appicaptor detects and notifies faulty custom SSL
error handling modifications as these open the opportunity
to improper SSL error handling and therefore facilitate Man-
in-the-Middle attacks.

The communications security of SSL/TLS bases on the au-
thenticity and integrity of the utilized server certificates. If
an app implements a SSL/TLS certificate check itself and
does not use the operating system’s functions to validate
certificates. Faulty checks can render the SSL/TLS usage for
communication security useless. Appicaptor detects im-
proper certificate validation as this opens the opportunity
for Man-in-the-Middle attacks.

The ALLOW_ALL HostnameVerifier essentially turns host-
name verification off.

URL: http://developer.android.com/
reference/org/apache/http/conn/ssl/
AllowAllHostnameVerifier.html

Appicaptor detects wether or not the app implementation
changes the default SSL/TLS cipher sets.

Stack buffer overflows occur when a program writes to a
memory address on the program’s call stack outside of the
intended data structure. The stack smashing protection is a
compile-time option to mitigate the effects of stack buffer
overflows.

Some apps transmit certain static credentials in URL param-

eters. As URL parameters are not protected as they are part

of the HTTP header, this is a potential way to unintentionally
leak sensitive data.

Transport Layer Security (TLS) and its predecessor, Secure
Sockets Layer (SSL), is a cryptographic protocol which is
designed to provide communication security (integrity and
confidentiality) over untrusted communication channels
URL: http://tools.ietf.org/html/rfc224¢,
http://tools.ietf.org/html/rfcd346 |,
http://tools.ietf.org/html/rfch5246
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See Advertisement frameworks

Apps that support custom URL schemes can use those
schemes to receive messages. Appicaptor searches if an app
registers for these URL schemes to receive external data.
URL: https://developer.apple.com/library/
ios/featuredarticles/iPhoneURLScheme__
Reference/Introduction/Introduction.
html

A Web View is an element that displays web pages within
apps without starting a dedicated stand alone browser.
Appicaptor checks if Web Views are used within apps.
URL: http://developer.android.com/
reference/android/webkit/WebView.html ,
https://developer.apple.com/library/
ios/documentation/uikit/reference/
UIWebView_Class/Reference/Reference.
html
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